METRODility

optical systems

NetBeacon® Ethernet Services Provisioning Software
Installation and User’s Guide

File  Help

Server address: |localhost | Part: |5065 | |Status: Connected | | Disconnect from Server o 00 010 ®1

Domain Skructure

LT3 Covently Monikored
=[5 Argentina

. 23 Buenos Aires
-3 Pampas

w11 Rosario

-3 Chile

N 4

Metwork Elements

0@ 172,17.1.3
i@ 172.17.1.4
B @ 1721715
- chassis (ALC Chassis)

@ Modulel
& Portl_1
El-@ Portl_2
- Modulel_2_1
s Porkl 211 a: Removed @ B on &
@ Portl 712 —
@ Module2 : System Info ') Chassis | Modules | Porks | Alarms & Traps |
- Module3
G- @ Moduled System name |P.LC Chassis |
G- ModuleS
5@ Moduled System location |EQP. Lab |
- Module? Syskem contack |Eduardo *654 |
B @ Moduled Description | 17 5lot Chassis 19" |
- Moduleln
1@ Modulst 1 IPAddress  [172.17.1.5 |
B @ Module12 System up time |D days 06h:09m:00s {Jast polled value — 0 days 06h:08m:47s) |
G- @ Modulel3 ’ - o —
System services | physical, datalink, internet, end-to-end, applications

@ Module14 t [physica, i b ASH: |
@ Moddels This element is in service, NetBeacon is registered bo receive traps from this element.
G--@ Madulel = | apply | | Cancel |« | Refresh | | Rediscover
G- Modulel? -

Version 1.0




© 2006 Metrobility Optical Systems, Inc. All Rights Reserved. Printed in USA.

This publication is protected by the copyright laws of the United States and other countries, with all rights
reserved. No part of this publication may be reproduced, stored in a retrieval system, translated, transcribed, or
transmitted, in any form, or by any means, manual, electric, electronic, electromagnetic, mechanical, chemical,
optical or otherwise, without prior explicit written permission of Metrobility Optical Systems, Inc.

The information contained in this publication is accurate as of its publication date; such information is subject to
change without notice. Metrobility Optical Systems, Inc. is not responsible for any inadvertent errors.

Third-Party Copyright and Trademark Notification

Parts of NetBeacon include industry standard components, packages, or products, and are copyrighted by their
respective owners. Individual files in these components, packages, or products may contain additional copyright or
trademark notices, and certain relevant portions are provided herein.

JAAS Modules Version 1.0.3

Copyright © 2001-2003: Andy Armstrong, andy@tagish.com

Description: A number of JAAS modules that allow authentication against JDBC connected databases, text files
and perhaps most usefully, Windows NT Domains.

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General
Public License as published by the Free Software Foundation; either version 2.1 of the License, or (at your option)
any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public
License for more details.

http://www.gnu.org/copyleft/lesser.html

You should have received a copy of the GNU Lesser General Public License along with this library; if not, write to
the Free Software Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

Source: http://free.tagish.net/jaas/

Metrobility Optical Systems, Metrobility, Lancast, AutoTwister, MicroChassis, NetBeacon, and “twister” are
registered trademarks; the Metrobility Optical Systems logo, the Lancast logo, WebBeacon and “redundant twister”
are trademarks of Metrobility Optical Systems, Inc. Java, Sun, Sun Microsystems, and Solaris are trademarks or
registered trademarks of Sun Microsystems, Inc. in the U.S. and other countries. All other trademarks are the
property of their respective owners.

Radiance and “redundant twister” technologies are patents of Metrobility Optical Systems, Inc. (U.S. Patent Nos.
6,741,566 and 6,058,479)

ii  NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide


mailto:andy@tagish.com
http://www.gnu.org/copyleft/lesser.html
http://free.tagish.net/jaas/

Contents

CONTENTS 1
F AN =0 Ul i W ESJ U] R VI
[ ooV 1= N O 0T NAYZ =21 10 VI
RELATED DOCUMENTS c.ttitietiietttttiettee st ettt s s e e s seeabtbtetseessesabb b eeeseessasabbbesssaessasasbbetesaeesssaabbeaasaeessssbbesasaseessasbbtbanasessas VI
OS] [N T Y/ [ LU E =S IX
TECHNICAL SUPPORT L.iiiiitttttiie et e s iet bttt et e e s s ebbb b ee e s e e s s e abb b aeeeesesesab b b eeesaessesabbbeeseaeeessasbbeaaeeeeessabbabaesseessasbbabanasesssabrrens IX

CHAPTER 1. GETTING STARTED 1
WVHAT IS NETBEACONT? ...ttt e s ettt e e e et e et e e e e e e s se bbbt e e e e e e s saa b bbb e e e eeeseas bbbt eeeeeesseabbbaaeeesssaaberes 1

VA A T T [T 41T L 2SR 1

How Does NetBeacon Communicate With Network EIBMENTS?.......c.ueiiuiiiiiiiiiiccee et 2
FEATURES AND BENEFITS. .. iiiiitttittieeiieiitttettee et ssiiatbeeseesesssisbbaseeseesssasbssseeeeesssasbbbseeeeeessasbbbaeeeeessassabbeseseesaasantbeseeaeeanies 4
SYSTEM REQUIREMENTS ...vviiiittiieietteeesitteeesstteeeaesssssssssaeesastesesassessssssssesasseseaasssssssaseseeastesesassessssssasesassbesesansessessens 4
NETBEACON CD CONTENTS L.uuttttiiiieeiieititttttteesteisstetssassssiisssesssasesssasssssesasasssasbetesssesssasssstesssesssasssttesssesssstssbesssasssains 5
INSTALLING THE NETBEACON SOFTWARE ....vttiiiiiiiiiiittittieesteittettsesssaistbesssasssssatbesssasssssessbasssasessssbbatasasessiasbasseess 5
UNINSTALLING THE NETBEACON SOFTWARE .....outtiiiiieeiiiiitteitie e e e s settttesaeesssebbatesesesssesabtasssesssessatbeseseessssasbbesasasesaias 9
VT T R [T A2 10

CHAPTER 2. NETBEACON BASICS 13

STARTING NETBEACON .. 1tttiii ittt ettt e e e e e et bbbt e e e e e s et a bbb e e e e e s s e saab b et e e e e e e s sabbbaaesaeesssbbbabaeesesssnbbasaeasas 13
Viewing the NetBeacon Element Manager and Database PrOPErties ..........cccevvieiieiiieeiieiiesese e svesneennas 13
Opening the Element Manager Configuration WinGOW ...........ccoiveiiieiiieie et 14
Opening the Database Configuration WINGOW ............coeiiiiiiiiiise ettt 15
Opening the NetBeacon Element BrowSer WINUOW...........ccviiiiirieeieieiene e et e s sne e ene e s 16

EXITING NETBEACON 11tiiiiiiiiiititit it e e et ietitte e e e et s eitab e e e e e e s saabbbaeeeeessatbbbaeeseessaaabbaeeeeesaesabbbaaeseessssabbbaaeeeeesssabbaneeesensns 17
Closing the NetBeacon Element BrowSer WINGOW ........c.ooeieieriieiieieeiee e naenee s 17
Closing the NetBeacon Element Manager Admin Tool or the Database Admin Tool Windows........................ 18
Stopping the NetBeacon Element Manager Service or the NetBeacon Database Service...........ccoccovevererenne 18

CHECKING NETBEACON VERSION NUMBERS ......cciiittttiitiees ittt e e e s seistbeetsesssesasbesssessssssbbasesasssssasbbesssasesssassbasssass 19
Element BrowSsEr VEISION NUMIDET .........uviiieiii ettt ettt ettt ettt e et e e e s eb bt e e s eabes e e saba e e s s sbbaeeseabtasessbanaessrbaneeas 19
Database Service and Database Service Admin Tool Version NUMDELS.........cuviiicviieiiieeee et 19
Element Manager Service and Element Manager Admin Tool Version NUMbDErs ........c.ccccccvvevviiecieviccccesiene, 20

CHAPTER 3. ELEMENT MANAGER AND DATABASE CONFIGURATION 21
LEARNING ABOUT THE NETBEACON CONFIGURATION WINDOW. .. .uvtiiiiiiiiiiiiiriieeeeesiiibsieeseeesseibstseseesssssssssesssesssnns 22
ADDING AND REMOVING ELEMENTS ...vviiiiittiieeetit e e iteeeesetteeesetteeessateesssttesessssssssssesesassaesesassssessssesesasseesesasseessssseneans 23

Ao (o [T g T e T AN LoV = [T 1T o SRS 23
W Ao (o T a0 Y LT L o] F = LT 1T ) USSR 24
DEleting an EIEBMENT ......ccviiii ettt bbbt bbbttt 26
Editing EIBMENT SEIINGS ..ottt bbbt bbbttt b et b et n e 26

CONFIGURING SINIMP SETTINGS ...tttiiiiieiiieitittiet e e e s ettt s e e st e sttt e et seesse s bbbt et seessasabbeeeeaeasssabbetesasesssbbbeaesesesssasbbaaasasas 28
SNIMPVL OF SNIMPVUZ ...ttt ettt e ettt e e et e e e e e b bt e e s bt ae e s sab e e e s sabbe e e sabaasessbbesessabbasessbanasssabenesas 28
] N1/ LY 2< TR 29

DOWNLOADING SOFTWARE TO AN ELEMENT ....tttttiiitieeiiiitittiis e et seitbbbies s e e s seiabbbasssesssesabbbasssasssasabbbasseessssiabbasssesssans 30

DEFINING THE DOMAIN STRUCTURE ORGANIZATION ......itiutttiitieeiieiitteeseeesieisstsessesssessssssssssssssssssssssesssssisssssssessssnins 32
Creating NeW NETWOIK DOMAINS. .......ccviitiiiiiiieir e et stesteste e e e e e et e be st e s besbeessese e e e besresbesreabestesreereeseeneees 32
ASSIgNING EIeMENtS 10 @ DOMAIN .....ocvviiiiieiiicie ettt r et tesaesteeae e s e et e sbesbestesteeneasee e ees 33
Deleting a Domain OF EIEBMENT ..........ooiiiiiiecceie ettt beanesre e e eneennenen 34
LT (o T Yo [ @1 4 T T 1= PSS 34

NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide iii



EdItiNg the INAIME ... bbb bbbttt b et b et b et b e 35

Creating 8 PIaCENOIUB ... bbbttt b ettt b ettt nn b b nnene s 35
CONFIGURING USER LOG-IN AUTHENTICATION L.1uutttittteitteestttessueessutessseessseesssesssseesssesssseesssessssessssessssssssessssssssesssnes 36
Lo I AT 1 1= 01 A o= L1 [o o OSSR 37
(ST Y Tl oo L | [OOSR PSPPI 37
Creating Passwords for BasiC LOG-IN USEIS ........c.cieiiiiiieiiieie e eie et sts e sve e e aesnestesbesae s e snseneeseens 37
AdAING BASIC LOG-IN USEIS ...uecuieiiiiiieiiiite ittt te ettt st et stesta e e s e et e b sbesbeebeetaese e st e e et e sbeabeateaneeneenrees 38
Changing a BasiC USEI™S PASSWOIT ........c.ciuiiuiiiiiieiieeeeeie st teste s e ae s et stestesveetaesaesaesnestestesaeeraanseneesrens 39
DEIETING 8 BASIC USET ....vevveieieie sttt et sttt ettt et sttt teese e st et et e tese e s teaRe e s e ere e eneesnenreaneenee e eneees 39

o U 0 oo T PSSO 40

L B L 1S 38 oo USRS 40
CREATING AND AUTHORIZING USER ACCOUNTS. ....eittteititeititeatteesiteessteesssaessseesssaessseesssssssseessssesssessssesssesssssssssesssnes 41
Creating Groups and AQTING USEIS ........oiiiiiieietiieeete ettt ettt sb ettt sb ettt bttt ne et abenn et b neene s 41
DEIETING USEIS OF GIOUPDS ....veteuietietete st ste sttt ettt esee st st et bt s be st es e e e s b e beeb e e be e bt eEeebeem e e e e b e be e e ebenbesbe et e e neaneenneneas 43
RENAMING USEIS OF GIOUPS. ....vetietieiieiieie sttt sttt et ee e e e ee b e b bt bt e se e st e e et e s b e eb e e b e e bt e b e e e en b e et e b e e besbeebeeneaneenneneas 44
ASSIGNING PEITNISSIONS. ...ttt ettt bttt bbbt bt e he e s et e b e beeh e ek e e bt eb e et et e e beebe et e e meaneenentas 44
SPECIFYING NETWORK PARAMETERS ... 0tteittteitttestttesittessaeessstessseessstesssesssstesssesssseesssesssssssssessssessssessssssssessssessnsesssnes 47
Sending @ TESt E-MaiIl IMEBSSAGE......vcuveiiireitiitiiteste e e e et e st e st st e e et e et e be st e s besbeabaesaesseseesr e besteabesteeneeree e enrees 49
CONFIGURING THE DATABASE .....ttiiittieitiiestie ettt stte ettt siae ettt esste e sbb e e abte et bt e abb e e bt e e b e e e b bt e e Rt e e e b b e e ab b e e st b e e enbeennb e e anbeennb s 50
Creating @ Database Fil........civiiiiiieieiee ettt st e n e et n e re e n e 53
Viewing Historical Security INFOrMAtION .......c.coviiiiiiiiie et 55
RUNNING @ CUStOM SECUMLY QUETY ...vvveiiierierieieitestes e st te e et e e e e sre st bessasreesa e s e e e seesaesaenaeareaneereaneenee e eneenes 56
Filtering the Database TaBIES .........oiiiiiiiiee bbbttt 57
SENDING E-IMAIL NOTIFICATIONS ...c.tttettteitteeitttestteestta e sttt estteeasseessseessseessseeasseessseeasseessseeasseessbeeasseessbeeanseessbeeaneeennees 58
Configuring E-Mail RECIDIENTS. ......c.oiuiiiiiitiietiite ettt bttt b et sb e eb b nnene s 58
Customizing Alarms fOr RECIPIENTS. .......ouiiiiiiiiieieee et bbbttt b e bbb bt et ae s et e e 59
ENTERING THE NETBEACON LICENSE .. .tiitiiiiiiiiieitiesiee st teeste st eata et e et e st e asba e e e e snae e e e e anbaeantaesnbaeanbeennbee s 62
Requesting a NetBeaCON LICENSE KBY .......ciuiiiiiiiiieieie ettt ettt sttt bbbttt ene e 63
Entering the NEtBEACON LICENSE ....c..eiviiiiiiiiiecieetieit ettt ettt st et e be s besbeesaese e e et e st e sbesbeabaetaeneeneeseenes 63
SEEKING METROBILITY SUPPORT ...ttutttetttestttestttestteeststesssesssstesssessssesssseessseesssessssessssssssssssssessssessssessssesssessssessnsesnsnes 63
CHAPTER 4. LEARNING ABOUT THE NETBEACON ELEMENT BROWSER WINDOW 65
RESIZING THE WINDOWS AND DIALOG BOXES.......ciiitiiiiiiiiii ittt sttt et snbeeateesnnee s 65
0 U Y OSSR 66
FHLE IMIBNUL ...ttt et ettt e bt e bt e be e s e e st e e bt e s be e be e ebeesbeeaeeeReeebe e ebeeabeenbeenbeesbestsesbaesteesbeeseeeneeanns 66
HEID IVIBINU .t b bbb bbbt b bbb st b b ettt b ettt b et bt b et 66
SROTTCUL KKBYS ..ttt b bbb bbbkt b et bbbkt b et et e e b e et e ebenn bt abenrene s 67
)= Y = s N 00 ] NN =lon 0] = = S PP PPR S 67
AALARM INDICATORS ...ttt tutteittteisteeesteeasteessteeastaesssteaseaessbeeasseessseeasse e st b e e asee et b e e asee e e bt e e aRee e b b e e abse e e b e e aseeenbbeeaseeenrbeennnenn 67
DOMAIN STRUCTURE . ...1tttttttitte ittt aieeasteesteesueeasbeesssaeastaeasbeeasteeasbee o teeasbe e a1 beeesbe e 4steeanb e e e s Eeeanbe e e s beeanbeeanbaennbaeesbeeanbees 68
INETWORK ELEMENTS ..ttt ttttt ittt sttt ateessteesteessbeeasteessseeasbeeasbeessbeeasbe e a1 beeasbe e 41 ke e st e e 4 s ke e e ab e e e s ke e nnb e e e s beeenb e e e beennbe e e beennbee s 69
Expanding and Collapsing the Network EIEMENES LISt .......cccvcvvivcieiiiiciesc e 69
(00N KAV | =T TSP PPR TR 71
o= TN o] o] |V L PSSO 72

R L0 (o L ot PSSO 72
(08T T T IR - o S SS 73
DISCOVETY STALUS BT ...ttt bbbt bbbt bt bttt bbbttt b et bbbt 73
INFORMATION TABS ...t itttetteeitteetee e teeatee s teeateeesteeabee e teeeabee e s teeasbe e o s teeaate e e s seeasb e e e s taeasbeeenteeanbeeenteeanteeanteennbeeanteennees 73
CHAPTER 5. MANAGING THE ELEMENTS 75
(6{0] N\ =g N e T Ko I Nl =TI = ] = N PRSP 75
DISPLAYING SYSTEM INFORMATION L...utttiuteeistteasieessteeasteesssesassassssesssasasssssssesasssssssesssssssssessssessssssssesssessssessssessnsenss 76
MONITORING THE CHASSIS ..tvtiiutteiittesiteestttestteesttteasseesssaessseessseeasseessseeasseestseeasse e st beeasseesbseeabeeentbeeabeeestbeeaseeentsaennneenn 77
RESIZING TADIE COIUMNS.......cuiiiiiicec ettt e et et e st e e baese e s e et et et e st e besbeeteeneeneenenen 78
Displaying Chassis INTOIMAION ........ccvciieiiiiiiiiiie ettt r e e et e besaeete e e enee e enes 78

iv. NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide



Displaying Temperature and Power Supply INfOrmation ............ccooeoiiiiiiiiiiiieeeee e 79

RESELEING T8 CNASSIS ...ttt bbbt bbbtk b et b e bttt b et b et et b e 80
CHAPTER 6. CONFIGURING THE MODULES 81
DISPLAYING MODULE INFORMATION .....ttuttiuttateeateestteteestaastesseesteesbeesteesaeaseassesaeeassaaaeanseanseasbesssesbeesbeenbeessesseesnnesnns 81
OPENING THE MODULE CONFIGURATION DIALOG BOX ...viiiiiiiiiieiii ittt 83
Opening the Port Configuration Dialog BOX ..........ccciviieiioiiiiiieiiie ettt s 84
Module Configuration Dialog BoX BUtON OPLIONS........c.ciiiiiieiiiieiieieieie ettt sra e e sn s 84
Changing a Module Name and ASSEL ID ........cceiiiiieiieieie ettt s sr et e bt esbesreereesr e e 85
RESELING @ IMOUUIE .....ecveee et et e s et e et e st e beeRe e s e e e e s et et e beanenreeneaneeneenen 85
APPLYING LINK LOSS CARRY FORWARD .....ccutitiistiatitestisie it eseee ettt abe st he ettt abe bbb se e e e b et ne et enne e 85
Applying Copper LOSS Carry FOIWAIT .......cc.ccviieiiieiieieieesesee s e e ae et sressesseasa e e e e stestesnesreaneaneeseenees 86
MAKING MODULE CONFIGURATIONS .....cttttteteesteesieateasteaseesseeaseasseasseassesssesseessesssesssessssasssssesssessseensesssesssessesssesssens 86
Setting the Data Rate for a MUlti-Rate LiNg Card ..o 87
Setting the Transparency Mode on the R141, R111-13-B, or R11-15-B Line Card...........ccocevvervrinieniciesennene 87
MANAGING THE ACCESS LINE CARD......ccutiiiiiitieitie ittt ettt sttt bt ettt et esbeesbeesbe e beebeaaeeabeeabeeab e e bt anbeanbeabeenbeenteas 88
Applying Write Protection on an AcCesS LiNe Card.........coooiieiiiiiieieieie e 88
IO YV 14 1 oo USSP 89
Displaying Sensor Information for an Access Line Card or AcCeSS ONU ........ccccvviiiiieiecieieicse e 89
CONFIGURING THE REDUNDANT INTERFACE LINE CARD ....ccuiitiiiiiiiiisiiesiee sttt et 90
DYNAMIC RECOVETY IMIOUE ... .eveieeeieeeie ettt ettt ettt et e e e et e e seeteeseene e s e e e e nte st et e aeanenreeneeneeneenen 91

F AN o] 01 Y10 ST = SR 92
SEIBCT AVB IMIOUE ...ttt bt b et b bt e bt e bt E e eb et ekt e b et e bt e bt et e et e r et neere s 93
CONFIGURING THE 10/100 MBPS LINE CARD ....veuvittitestiateasiesieseestesiestessesseaseeseestessessessesseasessenseessessessessessessessesnsenees 93
Link Loss Carry Forward and FIOW CONEIOL .........cc.oiiiiiiiiiiiiiiee e 93
Backpressure (Half-Duplex FIOW CONEIOL).......c.ooiiiiiiiiiie i 94
AAUTO-RECOVEIY ...ttt ket ettt h oo bt e bt e R b £ e R e e h e e E e e e b e e ek e e be oAt e e Rt e ebe e eb e e bt enbeenbeebbenbeenbeas 94
MANAGING THE CHASSIS STACKING LINE CARD ......oiuiiiiiiiiiiiiitt ettt ettt sttt see e ie e sbe bt e bt esbeennesseenbeenneas 95
Port Duplex, Full-Duplex Flow Control, and Half-Duplex Flow Control ..., 95
CONFIGURING THE MANAGEMENT IMODULE ...ttt sttt ettt ettt n et e b e nne e nne s 96
Displaying Management Module INfOrmMation............ccceoiiiiiiiecie e 96
Configuring Trap DESHINALIONS ........cviiviitiiieitiie ettt e e et e b et e s besbesbesteese e s b e s et e steabesteeneeseeseneees 97
Adding @ NeW Trap DeSHINALION .....c.viicieiiie et e s a et st sresre e e e neereeneeneeneenees 98
Reconfiguring @ Trap DESHINATION.........cciviviieeieiec et sr et sr e reaneene e e e s 98
Deleting @ Trap DESINATION .........coviiiiiic bbbttt bbbt 99
Filtering the Trap CONtrol OPLIONS ......cviviiiiiieieie it bbbttt bttt 99
Configuring the ACCESS CONTIOT LIST ......oviiiiieiitiiciee bbb 101
Configuring Management Module Network SEHINGS........ccuoiiiiiiiiie e 103
Viewing Management Card SENSOIS. .......cuiiiiuiieitiaieaieiee ettt sttt te e e tesae b e be bt abe e e eseeseesbesbesbeabesbesaearesnens 103
CONFIGURING THE SERVICES LINE CARD .....cittiitieitieiteaieate sttt e bt abe et sseesteesteeabeesbeebeaeeaseeabeeabeabeanbeanbesbeesbeenreas 104
ViIeWING REMOLE SEIVICES LINES.....ciiiiiiiiiiiiie ettt ettt a et et st e ste e e aeese et et e e et e sresaearaeneans 104
Changing Network and Management SEHINGS ......ccvovveiieiiiiieii st nr s 107
Configuring Logical Services LOOPDACK ..........cvcieiiiiiicic s 109
UPGrading the FITMWAIE.......cciieireeeieiesiese ettt e e e e et e besaestesnees e e e et e neesaesaeaneerenneans 109
Viewing Temperature and Voltage IMeEaSUIEMENTS. ........ueiveierierirereeesieeeeseeseesieseesreseeseeseeseeeeseessessesseasesseens 112
Setting SNMP Trap DeSHINALIONS. ... ...cveieiesiie et ee et e et tesresreareesseseeeeeeseensesresnesreaneenens 113
Configuring the ARP TaDIE ..ottt 114
ASSIGNING USEE VLANS ...ttt bbbt b bbbt b e bbbt b b e e bttt eb e ettt e et anes 115
PriOrtiziNg TraffiC CIASSES .....viiiiiitiiteiiit ettt bbbt bbbt b bbb 117

e eToT=T0 (<] o USROS UURPRPRON 117
CONFIGURING THE RSB0 ...ttt ettt et b btk et e b e e bt e bt e mb e e se e et e e e bt e beenbe e e s 119
CHAPTER 7. CONFIGURING THE PORTS 121
DISPLAYING PORT DETAILLS ....eetieieiieiit ettt ettt et e et e e he e bt e bt bt e st e s eeb e be e be e bt e neaseeaneeaneenneenne e 121
OPENING THE PORT CONFIGURATION DIALOG BOX ..ottt 122

NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide v



Displaying Serial Port INfOrMAation ...........cooiiiiiiiiiice e
APPLYING LINK LOSS RETURN ....oiiiiiiitttitit e e et iettt et e e e s s ettt e e s e e s s ebbbbeesseessassbbbaesseessasabbbassseessesabbbaeaseessesbbbanaeeessaes
SETTING THE SPEED ON THE RI4L LINE CARD ....cciiiitiiiiit ettt e sttt e e s s e st e s s e e e s s st bbb s e s s e s s sesbbbbasasesssasarens
CONFIGURING THE 10/100IMBPS PORTS ..uviiiiittiieiitiieeiitieesitteeesstte e e seattasssabesssssbasssssassssssassssssbasssasbtssesbenasssrbenaaas
CONFIGURING THE RI33 PORTS . uttttiiiiiiiiiiiititit e e e ettt s e e et e bbbt e e s s e e s s e bbb e e s s e e s s e sab b b e basaeesssbbbaaseesesssasbbbbesasesssasbrres
CONFIGURING THE RI53 PORTS ..uutttiiiiiiiiiiittitii e e e iititi e e e st ettt e s e e e s s et bbb e e s e e s e s sabb b e b e e e ee s s s bt bbb aeeeesssasbbbbeeeeesssasneres
CONFIGURING THE R38O0 PORTS . uttttiiiiiiiiiiititii e e et iititt it s e e e st e tba bt s e e e s s abbb e et e e e s s e sabb b b e e e e eesssbb bbb e eeeesssasbbbbaeeeesssasnrres
CONFIGURING THE ACCESS LINE CARD PORTS ...iiiiiititiiit ittt ettt e ettt s e e e e s s st baa e e s s e s s sasbaabaseeesssennraes

DiSPIayiNg POIt STALISTICS. . ..vviveiieieieieeses ettt e ettt e e e e e se et e besae et e e nees e e e et e saeseesneaneerenneans

VIBWING DA GFAPNS ...vvivievieiiie ettt sttt ettt s e st e et e e st e eteereeneeneeseen e seenteneesneeraeneans

Provisioning BanAWIAth ............ccoiiiiioeics sttt na ettt nae e ne e reene e
CONFIGURING THE SERVICES LINE CARD PORTS....titiiiiiee i ieiitiiit e e s se it tie et e e s s e st etaseessssabbaaaeasesssesbbabesesesssessnrnes

Displaying SFP Sensor Readings and Hardware Parameters ..........ccoeoiireiieneiinieneiseseese e

OAM Options (Standalone NIDS ONIY) ...c..oiiiiiiiieee ettt e sb et sb et n e

Defining the ACCeSS aNd TIUNK POTS .......ouiiiiieieieeie ettt bbb eneas
Applying a Rate Limit 0N the RB2L........oiiiiiiiieeee ettt sbe e eneas
Setting the Default POt PrIOTILY ......covoiiiiiie ettt e et r e be s neenaens
Configuring Layer 2 Control ProtOCOIS .........ucviveiiiiic ittt sttt s na s
OAM Controls and LOOPDACK .........coviiiiiiiiieiiie ittt st e ettt e st reeta et et st e besbesbesreenaeraens
(@ ANV I V=T £
(@AY IS = L) (o1
Copper Line Quality (CLQ) TESHING . cuiitiieirreieeieieeiesestesesre e e e e e e e saeste e srasraenaesaeseeseseesresresnaeseeses
MANAGING THE RSO60 PORTS ..ciiiiiititiiii ettt e e ettt e e e e e e sttt e e e e e s seab et e e e e e e s sesb bbb eeeseessasbbbbeaseeessesabbbenasaessaes
CONFIGURING THE TA/EL PORTS ... ittttttteiee sttt tte sttt e ettt e e s st e e et e e e sttt e e s sabe e e e st b e e e sasteeessabaeeesssbeeesasbeesesabenaessrbenenas

Selecting the Line Code and Ling BUITAOUL..........cccoiriiiiiiiiiiiie e

Setting BERT 511, Remote Loopback, and Far ENd Fault...........cccooiiiiiiiiiis e

B O (o T Tor: (o] £SO
CONFIGURING THE T3/ES PORTS ... utiiiiittiee sttt e s ettt e e sttta ettt s e s s bt e e s s aata s s sabee e s s b baeesbbaesssabaeaesbbasssasbessesabenasssrbeneaas

Setting the T3 LiNe BUIIAOUL ........cvoiiiie ettt st st b e te e e et e besteste e eneas

CHAPTER 8. MONITORING TRAPS AND ALARMS

VIEWING ALARMS AND TRAPS ....cuttiutiettiittestee sttt et e e ase e ate ettt es et s e ke s be e be e e e s he e ahe e e bt e bt e b e e s b e ab b e nbeenbeenbe e e annennes
Understanding the Trap LEJENT .....c.vcveiiieie ettt es e e tesaesnesnesneereaneens
Acknowledging AlArmMS AN TIAPS ....euveveierrerieresteseeeereeseesie e stesesrearesseessesaessesseseessesreaseeseesesseseessessessessessenns
RemoVving Alarm and Trap IMESSAGES. ......uiut ittt sttt eb bbbt bbbttt bbb
FILTERING TRAPS AND ALARMS ... .eiuttiuttiteeateeattateasteastesseesseesteesteaseaseeaseeaseaaseasseassesssssssessesssesssesssessessseesseessesnsenns
VIEWING HISTORICAL DATA ...ttt ettt ettt ettt ettt s e e bt e e bt e bt e s bt e st e ebb e st e e nbeenbeenbeeneeaneennes
RUNNING @ STANUAIT QUETY ...ttt bbbttt b ekt bt ekt b e e bt e s e et et e ee et e b ebenbeebeebeane e
SOrting the AIArMS DAtADASE .......coueiieiiieee ettt b bbbttt b b nbe s beereenes
SPECITYING TIME PEIIOUS ...ttt bbbttt bbbttt b et e b et sbenbeebeeneenes
Filtering Alarm Database FIEIAS...........coiiiiieiicicicc et beere e enean
RUNNING @ CUSLOM QUETY ....viteiieeteeiteiete ittt te et e et et e st et e s be st e e beeseese e s e te st e sbesbeabaabeanses b e e et e seesbestesaeereaneans

APPENDIX A. DOWNLOAD ERROR MESSAGES
APPENDIX B. FREQUENTLY ASKED QUESTIONS
APPENDIX C. ABBREVIATIONS AND ACRONYMS
APPENDIX D. NETBEACON WARRANTY STATEMENT
APPENDIX E. STANDARDS COMPLIANCE

vi  NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide



About this Guide

The NetBeacon® Ethernet Services Provisioning Software Installation and User's
Guide provides network managers and system administrators with information about how
to configure and manage any Metrobility® chassis-based system and related cards by using
the NetBeacon software.

The reader of this document should be knowledgeable about network devices, device

configuration, network management, and Windows environments. The user is assumed to
be a network administrator with an understanding of network operations.

Document Conventions

The following conventions are used in this guide.

Bold Indicates a menu option that you choose, a command that you type, or a command
button that you click.

Italics Indicates a variable for which you provide a value or the title of a document.
Courier Indicates a message, directory, or filename.
Underline Indicates a hyperlink. Hyperlinks provide cross-references to other information that

is helpful when performing a task.

SMALL CAPS Indicates a key on the keyboard that you press. For example: Press the SHIFT key.
Tip Information that is helpful when performing some activity.
Important Information that is critical to your understanding of how the product works.

Related Documents

The following documents are additional resources that provide useful information regarding
the Radiance or Lancast® devices and cards, including installation and configuration
guidelines. All Metrobility manuals can be found on our website, www.metrobility.com.

Intelligent 7500 Chassis ~ Installation and User Guide

Radiance R5000 Central Service Platform — Installation and User Guide
Radiance R1000 Premise Service Platform — Installation and User Guide
Radiance R400 Premise Service Platform — Installation and User Guide

Radiance DIN Rail Mounted Chassis ~ Installation and User Guide

Provides detailed chassis and power supply installation instructions and specifications.
Radiance 10Mbps Single Interface Line Cards ~ Installation and User Guide

Radiance 100Mbps Single Interface Line Cards — Installation and User Guide
Radiance 10 and 100 Mbps Single Interface Line Cards — Installation and User Guide
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Contains installation instructions, specifications, and switch settings for the 10 and 100Mbps
cards, including the feature-rich R133 line cards.

Radiance 100Mbps Redundant Interface Line Cards — Installation & User Guide
Radiance 1000Mbps Redundant Interface Line Cards — Installation & User Guide

Provides details on how to install, configure, and operate the 10Mbps, 100Mbps, or
1000Mbps line protection and restoration (LPR) interface line cards.

Radiance 10/100Mbps Interface Line Cards —~ Installation & User Guide

Contains information on the installation, configuration, network specifications, and operation
of the 10/100Mbps cards.

Radiance Gigabit Single Interface Line Cards —~ Installation & User Guide
Radiance SONET Single Interface Line Cards — Installation & User Guide
Radiance 1Gbps Interface Line Cards with SFP Optics — Installation & User Guide

Provides installation and operational guidelines for the 1000Mbps, OC-3/STM-1 and OC-
12/STM-4 cards.

Radiance Access Line Cards — Installation & User Guide

Provides details on how to install, configure, and operate the 100Mbps access line cards.
Also includes technical specifications.

Radiance 10/100Mbps Access Optical Network Unit — Installation & User Guide

Provides details on how to install, configure, operate and monitor the 10/100Mbps access
optical network unit. Also includes troubleshooting information and technical specifications.

Radiance T1/E1 Single Interface Line Cards — Installation & User Guide
Radiance T3/E3 Single Interface Line Cards — Installation & User Guide

Contains information on the installation, configuration, technical specifications, and
operation of the TDM line cards.

Multi-Rate Line Card ~ Installation & User Guide
Provides details on how to install, configure, and operate the multi-rate line card.

Radiance Chassis Stacking Line Card —~ Installation & User Guide
Provides information on the installation, operation and management of the 10/100Mbps TX
four-port chassis stacking line card. Also includes an example of how to configure a stack of
four chassis using the card.

Command Line Interface — Reference Guide

Contains a complete list of the console commands to configure and manage any Metrobility
device, as well as instructions on how to set up the management card.
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Radiance Gigabit Ethernet Services Line Card — Installation & User Guide
Radiance 10/100 Mbps Services Line Card — Installation & User Guide

Contains installation instructions, a description of the device’s features and management
system, and a list of console commands to configure and manage the services line card.

Using the Mouse
Always use the left mouse button when instructed to “click” a command button or choose a
menu option, unless you are instructed to “right-click.” If you have reversed the functions of

the left and right buttons, use the alternate button when following these procedures. See
your platform documentation for further instructions on using your mouse.

Technical Support

Before contacting Technical Support, please make sure you have the following information:
e NetBeacon software version number

e Java Runtime Environment (JRE) version number

e Version of software on the management card

e Version of software on any services line card(s)

¢ Management station hardware specifications (RAM, operating system, and CPU)

Refer to Checking NetBeacon Version Number.

Notify Metrobility Technical Support via e-mail by contacting
techsupport@metrobility.com or by calling 1.877.526.2278, from 8 AM to 7 PM (EST).
You can also fax Metrobility Optical Systems, Inc. at 1.603.594.2887.
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Chapter 1. Getting Started

What is NetBeacon?

The NetBeacon Ethernet Services Provisioning software is a real-time network element
management application that helps network administrators configure and monitor any
manageable Metrobility device or chassis-based system, perform diagnostics, provision
services, and access its database. NetBeacon ensures network security with user
authentication and authorization along with data encryption. NetBeacon runs under
Microsoft® Windows® XP and consists of three key components:

e Element Manager
e Element Browser
Database

All three components may be installed together on a single standalone server, or each
component may be installed separately on individual systems.

The Element Manager (EM) and Database are “headless” applications, which run as
Windows Services and start automatically at boot time. Both require a client application
(i.e., EM Admin Tool or Database Service Admin Tool) for management and control. The EM
and EM Admin Tool may be installed on different machines, however, the Database and its
admin tool cannot be separated and are installed as a bundled set.

The Element Browser is Metrobility’s innovative, Java-based graphical user interface (GUI)
that simulates the appearance and functions of each network element in real time. The
Element Browser graphically shows all link connections, environmental conditions, alarms,
and port activity and status at a glance.

What is an Element?
A Metrobility element is any manageable Radiance or Lancast device with an IP address. An
element may be a Radiance RS960 Ethernet Services Provisioning Platform, a Radiance

services line card in a chassis, or any chassis managed by an R502-M management card.
The following is an example of a 17-slot Radiance R5000 chassis containing several cards.

Radiance R5000 Chassis

il RSDOD

Line Card Management Card
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Metrobility provides a wide range of electrical-to-optical connectivity, access, and
wavelength multiplexing products. Interface line cards translate information that enables
the integration of differing network segments (e.g., from copper to fiber, singlemode to
multimode, or Ethernet to Fast Ethernet). Modules are the replaceable cards installed into
the chassis. Services line cards, access line cards, and access optical network units integrate
extensive troubleshooting and remote management tools to deliver the highest level of
control and management. Metrobility CWDM models provide wavelength multiplexing to
achieve maximum network flexibility and scalability.

How Does NetBeacon Communicate with Network Elements?

Once the NetBeacon Element Manager and Database Manager services are started, the first
step in the process is establishing communications between the two services. When
NetBeacon is first installed, a network administrator uses the EM and Database admin tools
to enter a list of network elements along with a list of users who will have varying degrees
of access to those elements.

Database Manager -
Element Manager

Through the NetBeacon Element Brower application, a user authenticates himself with the
Element Manager and asks for permission to monitor one or more network elements.

~
e S
N
4 N
4 — N
/ N
&

—
(—
— [ ) | E—
| — —— —/
— ! : —
— - S

Database Manager

Element Manager
Element Browser

If the request is approved, the Element Manager will seek the desired network element(s)
and begin monitoring the element(s) for the user. Using the Element Browser, the user can
manage, test, and/or monitor the network element(s). The NetBeacon Element Browser
interface is tailored to match the access privileges of the user. The user is only allowed to
view and manage those elements for which he has permission.
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Database Manager

Element Manager

Element Browser

The Element Manager, Database Manager, and Element Browser can reside on three
separate platforms, as shown in the example above, or they can reside on a single platform,
as shown below, left. The Element Browser could also be on a separate machine while the
Element Manager and Database Manager reside together on the same platform, as shown
below, right. Multiple Element Browsers can be connected simultaneously to the same
Element Manager and Database.

Element Manager
Database Manager Element Broweer Element Manager
Element Browser Database Manager

The R502-M management card provides the interface between the system hardware
(chassis and cards) and NetBeacon. Connected through the backplane to the line cards in
the chassis, the management card reports on the status and configuration of individual
boards. Users can view this information and modify the device configuration through
NetBeacon, if they have been given authority to do so. The management card, together with
NetBeacon, provides the network administrator or any authorized user with the information
necessary to maintain network uptime and achieve efficient operation.

NetBeacon also supports direct communication with an RS960 or a services line card using
the device’s unique IP address. In this manner, both devices serve as User Network
Interfaces (UNIs) or Network Interface Devices (NIDs) with full management and
monitoring access at the customer site.

Through Metrobility’s patented Radiance technology, NetBeacon provides remote
management of the access line card and access optical network unit without the need for an
additional IP addresses at the remote site. Similarly, NetBeacon provides remote
management of the services line card and RS960 using the new IEEE 802.3ah protocol.
Remote site management can include non-intrusive remote loopback, bandwidth
provisioning, optical power monitoring, quality of line information (RMON Group 1
statistics), and hardware “health” information (temperature and voltage).
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Features and Benefits

NetBeacon provides an efficient, user-friendly way to configure and manage all of the
devices installed on a single network or on a series of networks. You can use NetBeacon as
an alternative to the command line interface typically used to configure and operate
network devices. NetBeacon provides an accurate display of each chassis and its cards,
along with real-time status information on their operation. Management and operational
tasks include the following:

e Configuring User Log-in Authentication

e Creating and Authorizing User Accounts

e Displaying Port Details

e Monitoring the Chassis

e Downloading Software to an Element

e Displaying Temperature and Power Supply Information

e Sending E-Mail Notifications

e Configuring the Database

e Configuring Trap Destinations

System Requirements

Your management hardware must meet the minimum requirements provided in the
following table. For optimal operation, the hardware should satisfy the recommended
requirements.

NetBeacon Minimum Hardware Recommended Hardware Supported
Component Requirements Requirements Operating
System
Full (all
components 3 GHz processor, 1 GB 3+ GHz processor, 1+ GB Windows XP
por RAM, 80 GB disk, 1024x768 RAM, 80+ GB disk, /
on a single - . Professional
screen resolution 1024x768 screen resolution
platform)
Element 2 GHz processor, 512 MB 3 GHz processor, 1 GB Windows XP
Manager RAM, 60 GB disk RAM, 80 GB disk Professional
Database 2 GHz processor, 512 MB 3 GHz processor, 1 GB Windows XP
Manager RAM, 60 GB disk RAM, 80 GB disk Professional
2 GHz processor, 512 MB 2 GHz processor, 512 MB .
Element | oAM, 60 GB disk, 1024x768 = RAM, 60 GB disk, 1024x768 | \vindows XP
Browser - : Professional
screen resolution screen resolution
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Each NetBeacon component may be installed on a separate machine with the requirements
listed above.

The Element Manager can register up to ten Element Browser clients.

Additional software may include Adobe Acrobat Reader for online viewing of this guide.

NetBeacon CD Contents

The NetBeacon CD contains the following six folders.

Folder Contents

NetBeacon The NetBeacon application files and Release Notes.

Firmware Latest management card firmware (including boot code), and Release Notes.

Manuals The documentation for installing and configuring various modules and this guide in
Adobe Acrobat portable document format (PDF). Refer to the Utilities folder for the
latest version of the Adobe Acrobat Reader.

For a complete list of documents available for reference, see Related Documents.

MIBs Management Information Base (MIB) for use with other network management
software. MIB file load order.

Licenses Metrobility and related third-party license agreements.

Utilities The latest version of Adobe Acrobat Reader.

Installing the NetBeacon Software

To install NetBeacon, do the following:

1. Log on to an Administrator account.

2. Exit any applications you have running.

3. Insert the compact disc into your CD-ROM drive. The installer begins automatically.

4. After InstallAnywhere completes preparing for the installation, the NetBeacon ESP
Introduction window appears.
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¥l NetBeacon ESP 1.0.0

Introduction

Introduction InstallAmywhere will guide you through the installation of NetBeacon
ESP.

Itiz strongly recammended thatyau quit all programs before
continuing with this installation.

Click the et button to proceed ta the next screen. Ifyau want to
change something on a previous screen, click the 'Previous' buttan.

oooooog

Yoau may cancel this installation at any time by clicking the 'Cancel’
huttan.

METRODbility

optical systems

InstallAmmwhere by Zero G

There are three buttons along the bottom of the window. Do one of the following:
e Click Next to continue.
e Click Cancel at any time to quit the installation. If you click Cancel, a dialog box
will appear asking you if you really want to quit or resume with the installation.
Click Quit to end the process.

e Click Previous to go back to the previous panel.

5. The software license agreement terms appear next. Read the agreement, click I accept
the terms of the License Agreement, and then click Next.

6. Select one of the six options for installing the NetBeacon software by clicking on the
icon. Click Next to continue.

Installation | Description
Option
Full Installs all of the NetBeacon components (Element Manager, Admin Tool,
Element Browser, Database). This is the default setting.
Element Installs a resident host service that provides the following:
Manager e Management of SNMP elements
e Server for Element Browsers
e Client to Database
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Installation
Option

Description

Database

Installs a resident host service for providing persistent storage with an SQL
database. Also installs the Database Service Admin Tool.

Configuration
App

Installs the administrative configuration tool for the Element Manager. This tool
enables configuration of local and network-based NetBeacon components.

Element
Browser

Installs the graphical user interface for configuring and displaying elements
being served by the Element Manager.

Custom

Allows you to customize your NetBeacon installation. After clicking Next, check
the components you want to install, as shown in the example below. Click
Next to continue.

------- Element Manager
_ [#]Configuration App
o[ Element Browser

7. The next panel displays the default directory where the software will be installed. You
may change this destination or accept the location as shown.

The default installation directory is C:\Program Files\NetBeacon ESP.

To use the default location, click Next.

To change the destination, do one of the following:

¢ Type the name of the directory and then click Next.

e Click Choose, go to the desired folder using the Select a Directory dialog box, click
Select, and then click Next.

Click Restore Default Folder if you make a mistake and want to return to the default

location.

8. Choose the location where you want NetBeacon shortcut icons to be created. If you do
NOT want any shortcut icons, select the last option. For the first three locations, you
may also select the Create Icons for All Users check box if you want to make
NetBeacon accessible to others.
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% NetBeacon ESP 1.0.0 =3
Choose Shortcut Folder

|:|\/ Introduction Where would you like to create product icons?

[ License Agreement (%) In a new Program Group: |NetBeacon ESP |
¥ Choose Install Set
[¥ Choose Install Folder

O In an existing Prograrm Group: | |

Choose Shortcut Folder () In the Start Menu
O
0 (O On the Desktop
] (2 In the Quick Launch Bar
) Other: | Choose, ..

(O Don't create icans

METRQDbility

optical systems

[ Create Icans for All Users

Installanywhere by Zero G

Previous ] [ Mext

Click Next to continue.

9. Review the summary of installation options you have configured. If you see an error,
click Previous to go back and make corrections. If everything is satisfactory, click
Install to begin the installation process.

10. The installer panel displays the status of the installation.

Y NetBeacon ESP 1.0.0

Installing NetBeacon ESP

™ Introduction

E/ License Agreement

¥ choose Install et

[¥ choose Install Folder
[ choose Shortcut Folder
[ Pre-Installation Summary

stElig. NetBeacon® ESP

U Management Software

METRQDbility

optical systems

Installing... Java Runtime Environment

Installampwhere by Jero G

e 1

When the installation is complete, click Done. If you chose to create NetBeacon icons,
the shortcuts are now available.
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Uninstalling the NetBeacon Software

This procedure describes how to uninstall the NetBeacon software. It will remove the
features and components downloaded by the installer. It will not remove the database
folder(s).

Important: Before uninstalling NetBeacon, you must first shut down all NetBeacon
applications.

To uninstall NetBeacon, do the following:
1. Click Start and then choose All Programs.
2. From the Programs list, select NetBeacon ESP.

3. From the directory list, choose Uninstall NetBeacon ESP. The Uninstall NetBeacon ESP
window appears.

4. Click Next to begin.
5. Choose one of the two uninstall options by clicking on the blue icon:

e Complete Uninstall removes all NetBeacon software that was downloaded by the
installer. Files and folders created after the installation will not be deleted. This is the
default option.

e Uninstall Specific Features allows you want to remove only specific components of
NetBeacon. Click Next. The next panel lists all NetBeacon components that are
installed. Clear the check box(es) for the component(s) you want removed.

In the example below, the Database component will be uninstalled, while the
Element Manager, Element Browser, and Configuration Application will remain
unaffected.

-[w]Element. Manager _
[#]Element Browser

- [#]Canfiguration App

6. Click Next to begin the removal process.
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& Uninstall NetBeacon ESP

Uninstall NetBeacon ESP

[ Introduction Please wait while Installanywhere's uninstaller
] . removes the following features. .,
Uninstalling... &

O

Folders...
Registry...

METRObility

aptical systems

Uninstalling... dialogDescriptions

Installmnwhere by fero G

7. After the NetBeacon files are successfully uninstalled, click Done.

8. The Complete Uninstall procedure does not remove all files. For example, any database
files that were created are not deleted. If you reinstall NetBeacon, these files may be
used again.

To remove the remaining files and folders, delete them manually using an Explorer window.
If you installed NetBeacon in a different directory, any remaining files will reside in that
directory.

What’s Next?

Now that you have installed NetBeacon successfully, you are ready to begin.

Chapter 2. NetBeacon Basics provides an overview of how to open and close the three
NetBeacon windows for the Element Manager Admin Tool, Database Admin Tool, and
Element Browser. Read Chapter 2 to learn about how to start and stop the NetBeacon
services, as well as locate the NetBeacon version numbers.

Chapter 3. Element Manager and Database Configuration describes how configure both the
Element Manager and the Database. It explains how to add network elements and organize
them into domains for management by NetBeacon. This chapter includes detailed
instructions on how to establish user accounts and passwords, apply permissions to groups
and individual user, and how to customize the database.

Chapter 4. Learning about the NetBeacon Element Browser Window describes the views
and features available through the NetBeacon graphical user interface (GUI).
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Chapter 5. Managing the Elements provides information on connecting to an element,
displaying system information, and monitoring the chassis.

Chapter 6. Configuring the Modules contains detailed instructions to view statistical
information and configure the various types of line cards, including the management
module.

Chapter 7. Configuring the Ports explains how to configure and monitor settings related to
the ports, including SFP optics with digital diagnostics.

Chapter 8. Monitoring Traps and Alarms describes the alarms and SNMP trap messages,
and how to filter the information to meet your viewing preferences.
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Chapter 2. NetBeacon Basics

Chapter 2 provides useful information for network administrators who are just beginning to
use the NetBeacon software. This chapter provides information on the following topics:

e Starting NetBeacon

e Exiting NetBeacon

e Checking NetBeacon Version Numbers

Starting NetBeacon

The NetBeacon Element Manager and NetBeacon Database are Windows services that start
automatically at boot time. To run the services effectively, you must first configure them
through their client applications: the EM Admin Tool and the Database Service Admin Tool.
Through the admin tool applications, you will customize the software to your particular
network requirements by creating user and group accounts, selecting the authentication
method, setting security parameters, defining the domain structure, creating logs, and
choosing database options. After the Element Manager and Database are configured, you
can run the NetBeacon Element Browser to begin monitoring and managing network
devices.

Viewing the NetBeacon Element Manager and Database Properties

The NetBeacon Element Manager and Database are Windows services that are begun

automatically at startup. To view the NetBeacon Element Manager or NetBeacon Database

properties, do the following:

1. Click Start and then choose Control Panel.

2. From the Control Panel directory, select Administrative Tools.

3. From the Administrative Tools directory, select the shortcut to Services.

4. In the Services list, double-click NetBeacon Database or NetBeacon Element
Manager. The dialog box for each service provides four tabs labeled General, Log On,

Recovery, and Dependencies.

5. Click on any of the tabs to view the properties currently configured for the NetBeacon
Database or the NetBeacon Element Manager.
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NetBeacon Element Manager, Properties [Local Comput...

General | Log On| Recovery | Dependsncies

Service name: MEEM

Display name: MetBeacon Element Manager

Diescription: MetBeacan Elemant b anager

Path to executable:
"'C:5Program Files'\MetBeacon ESPAElementtd anagerywrapper exe'’’ -2 "C:A

Startup type: Automatic w

Service statuz:  Started

ou can gpecify the start parameters that apply vihen pou start the service
fram here.

I (]S H Cancel ]

Opening the Element Manager Configuration Window

To start the NetBeacon Element Manager service configuration application, do the following:

1. Click Start and then choose All Programs.

2. From the Programs list, select NetBeacon ESP.

3. From the NetBeacon ESP directory, choose the EM Configuration application.

Tip: If you chose to add shortcut icons to the desktop, quick launch bar, or another
location during the installation, you will use those icons instead of going through
the Programs directory.

4. The log-in window appears. In the IP/Hostname text box, type the IP address or DNS
name of the server where the Element Manager resides, or if the Element Manager is
installed on your local machine, type localhost in the text box.

5. In the Port text box, type the port number (between 0 and 65535) on which the Element
Manager service will listen for connections from the EM Admin Tool application. The
default is port 5067.
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Ed NetBeacon® ESP - Configuration |Z||§|E|

NetBeacon® ESP

Configuration
Recent Servers: Enter the address of the server
wou would like to connect tos
|Inca|host | |506? | | Conneck

IPHoskname Part

METRODbility

optical systems

6. Click Connect. After a few seconds, the NetBeacon Configuration window appears.

E A NetBeacon®@ ESP - Configuration (localhost) |Z| |E| El
\l\ Organization | Authentication ', Authorization ', Metwark ', Database ', E-Mall | License | Support |

Element Browsers \Elements \l

Address | User | Wersion

Service v 1.0.0, Configurator v 1.0.0 | Save | | Close |

NOTE: The window in the above example has been resized.

Detailed information describing how to use the NetBeacon Element Manager Admin Tool

is provided in Chapter 3. Element Manager and Database Configuration.

Opening the Database Configuration Window

To start the NetBeacon Database service configuration application, do the following:
1. Click Start and then choose All Programs.

2. From the Programs list, select NetBeacon ESP.

3. From the NetBeacon ESP directory, choose the DB Configuration application.

NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide

15



4,

6.

In the IP/Hostname text box, type the IP address or DNS name of the server where the
Element Manager resides, or if the Element Manager is installed on your local machine,
type localhost in the text box.

In the Port text box, type the port number (between 0 and 65535) on which the Element
Manager service will listen for connections from the Database Configuration application.
The default is port 5069.

Click Connect. After a few seconds, the Database Configuration window appears.

EANetBeacon ESP - Database Configuration

Client

Bind to Address [127.0.0.1 |  Username |netbeacon |

Port: Password | |

Service Startup Platform

Log File ) append (® overwrite  Default Domain | |
[] Log (disyConnections

Configuration Access RADIUS

Contack Port Hostname | |

Session Port Port =

Auth Mode i@ MNone ) RADIUS ) Platform  Secret | |

E:rﬁ\}ixcrev\rml:é:é:gs, Configurator v 1.0.0,458

Detailed information describing how to set up the Database Configuration is provided in
Configuring the Database.

Opening the NetBeacon Element Browser Window

To start the NetBeacon Element Browser application, do the following:

1. Click Start and then choose All Programs.

2. From the Programs list, select NetBeacon ESP.

3. From the NetBeacon ESP directory, choose the Element Browser application. The
NetBeacon Element Browser window appears.
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File  Help

Server address: ||0ca|host | Port: |5065 | | | | Connect ko Server | ")) mﬂ 00 @D

Darnain Struckure

A

-~

F. 4
Metwork Elements

Tip: If you chose to add shortcuts to the desktop, quick launch bar (shown below), or
any other location during the installation, you will use them to start the browser
or admin tool applications instead going through the Programs directory.

For information describing the functions and views available through this window, refer
to Chapter 4. Learning about the NetBeacon Element Browser Window.

Exiting NetBeacon

The NetBeacon Element Manager and Database are headless server applications. Under
most circumstances, stopping these services is not recommended. The Element Browser
window may be opened and closed, but the two services should be kept operating to
continue monitoring devices and performing tasks for other clients. Admin tool applications
may also be closed after use.

Important: Stopping the NetBeacon EM service will shut down all NetBeacon operations
to all clients. Stopping the NetBeacon EM is NOT recommended.

Closing the NetBeacon Element Browser Window

To exit the NetBeacon Element Browser application, do one of the following:

e Click 53 in the upper right-hand corner of the Element Browser window.

| M 4 NetBeacon® ESP - ...

¢ Right-click the NetBeacon Element Browser button on the task

bar, and then choose Close.
e Press the shortcut keys ALT+F4.

e From the File menu, choose Close.
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e From the File menu, choose Exit, and when the confirmation message appears, click
Yes.

e From the File menu, choose Close All Connected to Server, and when the
confirmation message appears, click Yes.

Tip: When you close your NetBeacon Element Browser window, your display settings
are saved as part of your user profile. For example, if you resized the window or
any of the panels, the next time you open the NetBeacon Element Browser, the
window will appear with the settings that were last used.

Closing the NetBeacon Element Manager Admin Tool or the Database Admin Tool Windows

To shut down either of the admin tool applications, do one of the following:

e Click E in the upper right-hand corner of the Configuration window.

e In the Configuration window, click Close.

* Right-click the NetBeacon® ESP Database Configuration button

eacon(E ESP - ...

or the NetBeacon® ESP Configuration
and then choose Close.

button on the task bar,

e Press the shortcut keys ALT+F4.
Stopping the NetBeacon Element Manager Service or the NetBeacon Database Service
To stop running the NetBeacon Element Manager or Database service, do the following:

1. Close all open client applications such as the Element Browser. All applications must be
closed before you stop either of the services.

2. Click start and then choose Control Panel.

3. From the Control Panel directory, select Administrative Tools.

4. From the Administrative Tools directory, select the shortcut to Services.
5. Do one of the following:

e From the Services list, click NetBeacon Database or NetBeacon Element
Manager. Click Stop to end the service.
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% Services

File  Action View Help

EEEEIRR

Services (Local)

*% Services {Local)

NetBeacon Database Mame Description Status -~
A %Netﬁeacon Catabase  MetBeacon...  Started

Stop the service: %Netﬁeacon Elerment ... MetBeacon... Started e

Restart the service P

Sk >

\ Extended A Standard

e From the Services list, right-click NetBeacon Database or NetBeacon Element
Manager, and then choose Stop.

e From the Services list, double-click NetBeacon Database or NetBeacon Element
Manager. Click the General tab, if it is not already selected. Under Service status,
click the Stop button.

Checking NetBeacon Version Numbers

If you have a problem using NetBeacon, you will need to know the version humber of your
NetBeacon software components before contacting technical support. To check the firmware
version on the management card, see Displaying Management Module Information.

Element Browser Version Number

Open the Element Browser window. From the Help menu, choose About. The new window
shows the software version of the Element Browser. From the About window, you can click
on www.metrobility.com to connect to Metrobility’s website.

B4 About

e METRObilty

NetBeacon ESP

| Element Browser 1.0.0 | Element Browser version number

MetBeacon Ethernet Services Provisioning Software

Copyright @ 2005, Metrobility Optical Systems, Inc
all rights reserved,

v metrobility . com

Database Service and Database Service Admin Tool Version Numbers

Open the Database Configuration window. The version numbers for the NetBeacon Database
Service and Admin Tool (Configurator), as well as the Apache Derby database, are printed
in the lower left corner.
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http://www.metrobility.com/

4 NetBeacon ESP - Database Configuration

Chient

Auth Mode W Mane () RADILS () Platform  Secret

Plat]

| Apply || Reset || Close |

Derby v 10.1.0.0 alpha
Service v 1.0.0, Configurator v 1.0.0

Eind to Address [127.0.0.1 || Username

Service Startup

Poll Frequency (ms) 5,000 J Log File (7} append @) averwrite

Full Retries [] Log {disyConnections
Configuration Access RADIUS

Contact Part 5069 J Hastname: l:l /
Session Port s070| 2] Port .

Apache Derby database version number

NetBeacon Database Service and
Database Admin Tool version numbers

Element Manager Service and Element Manager Admin Tool Version Numbers

Open the NetBeacon Configuration window. The Element Manager Service and Admin Tool
(Configurator) version numbers are printed in small text at the lower left corner of the

window.

E4 NetBeacon® ESP - Configuration (localhost)

\ Organization \ Authentication \ Authorization \Network \ Database \E—Mail \ License \Suppnrt \

Element Browsers \Elements \

COX

Address | User |

Version

I|Senrice w 1.0.0, Configurator v 1.0.0 |

| Save || Close |

Alternatively, you can view the Element Manager version number from the Element Browser
window, if the browser is connected to the Element Manager. From the Help menu, choose
Element Manager Info. The new window shows the software version of the Element

Manager.

E A Element Manager Info ['5_(|

NetBeacon ESP

|[Element Manager 1.0.0 f—

= METRObility

Element Manager version number
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Chapter 3. Element Manager and Database Configuration

Before you begin monitoring network elements, you must first configure the NetBeacon
Element Manager through the admin tool application. Chapter 3 describes the NetBeacon
Configuration window and provides the steps necessary to add each device you want to
manage, create a domain structure, organize user groups, create user accounts, and set up
security parameters. This chapter also describes how to configure the NetBeacon Database
using the Database Service Admin Tool application. The following topics are covered in this
chapter:

e Learning about the NetBeacon Configuration Window

Adding and Removing Elements

e Configuring SNMP Settings

e Downloading Software to an Element

e Defining the Domain Structure Organization

e Configuring User Log-in Authentication

e Creating and Authorizing User Accounts

e Specifying Network Parameters

e Configuring the Database

e Sending E-Mail Notifications

e To prevent users from receiving numerous repetitive e-mail messages at very high
rates, NetBeacon includes automatic e-mail flood suppression. After an alarm for which
an e-mail should be generated occurs, NetBeacon waits up to 30 seconds for subsequent
alarms for the same element and e-mail address. All subsequent alarms are bundled into
one combined e-mail message.

Once an alarm e-mail has been sent, NetBeacon will not send an alarm to the same user
regarding the same element until five minutes have passed, at which time the user will
receive an e-mail message containing all alarms for the last five minutes for the given
element, if any alarms for that element have occurred.

e Entering the NetBeacon License

e Seeking Metrobility Support
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Learning about the NetBeacon Configuration Window

Ed NetBeacon® ESP - Configuration (localhost)

\ Organization \ Authentication \F\uthorizatiun \‘ Metwork \ Database \E—Mail \License \Suppurt \‘

Element Browsers \Elements i

Address | User | Wersion

Serwice w 1,0,0, Configurator v 1.0,0

The NetBeacon Configuration window is comprised of nine tabs. Metrobility recommends
configuring the software by going through the tabs from left to right. The functions and
settings configured under each tab are described in detail in this chapter and summarized in
the table below.

Tab Name Description

Connections View information for all Element Browsers currently connected to the Element
Manager, add or remove elements you want to manage through NetBeacon,
and update the firmware on a management card or services line card.

Organization Create the domain structure by adding elements to named containers.

Authentication | Select the authentication method required to access the Element Manager and
configure security parameters such as user names and passwords.

Authorization Create groups and assign users to them with applied read or write privileges.
Privileges may also be denied.

Network Specify the network contact and session ports, along with the interface to
which they are bound, for both the Element Browser and the EM Admin Tool.
Enable or disable the built-in TFTP server, enter information to connect to an e-
mail server, and specify encryption parameters.

Database Choose tables to include in a named database.

E-Mail Customize NetBeacon to send automatic e-mail notifications to one or more
recipients when certain events occur.

License Request, view, or enter NetBeacon license information.

Support Link to Metrobility’s customer support website and reference materials.

The NetBeacon Configuration window provides two buttons, Save and Close, located in the
lower right corner.

Button Name | Description

Save Save all modifications that have been entered, including those under tabs that
are not currently visible.
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Button Name | Description

Close Close the NetBeacon Configuration window and shut down the Admin Tool
application without saving any of your changes.

Important: You must click the Save button before you close the NetBeacon Configuration
window to keep any changes you have made. If you do not click Save, all
modifications will be lost.

Adding and Removing Elements
Adding a New Element
For each element you want to manage via NetBeacon, do the following:

1. Start the NetBeacon EM Admin Tool and connect to the server where the Element
Manager resides. The NetBeacon Configuration window appears.

2. Click the Connections tab, if it is not currently selected. Under the Connections tab are
two additional tabs labeled Elements Browsers and Elements.

When a NetBeacon Element Browser connects to the Element Manager, the Browser’s IP
address, the name of its associated user, and the Browser’s software version are
recorded and listed under the Element Browsers tab. If this is the first time you are
using the Admin Tool, or if no devices are connected to the Element Manager, the list
will be empty.

3. Click the Elements tab.

4. Click the Add button. The Add Element dialog box appears.

Add Element EJ
SHMP Yersion: (w10 w2c () w3

Access Information

Read Only:
Readite:
ars [ ]

Element Settings

[] Mark this element as in service.
[] Record inventary For this element,

* Only applicable to zorme elernents,

5. In the Address text box, type the IP address or DNS name of the element you want to
add.
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10.

11.

Go to the section Configuring SNMP_Settings for instructions on how to configure the
SNMP access information.

If the element you are adding is a services line card, type the administrative community
string in the Admin text box to enable access to the element’s SNMP community
strings, FTP download username and password, trap manager, and trap e-mail setup.
The default administrative community string is admin. This field is applicable only when
NetBeacon is communicating directly with a services line card.

If you want the element to send traps and alarms to NetBeacon Element Browsers,
select the check box for Mark this element as in service. If the check box is not
selected, alarms will not be reported. This feature may be useful if an element must be
taken off-line temporarily for maintenance, as it will prevent the element from sending
unnecessary alarms.

Tip: Metrobility recommends NOT marking elements as in service until all
configuration changes have been made.

If the database is enabled and you want NetBeacon to store hardware information about
the element into the database for inventory purposes, select the check box for Record
inventory for this element.

Click OK. The element appears in blue text under the Elements tab. Blue indicates that
the information has not been saved. The element’'s SNMP version appears in
parentheses. If the element is in service or if inventory recording is enabled, they also
will be noted in the parentheses.

Tip: As an alternative to clicking OK, you can press the shortcut keys ALT+0. To cancel
and close the dialog box, you can click Cancel or press ALT+C.

Click Save.

Tip: Once an element has been added, you can right-click on it to change the service
and inventory settings, as shown below. You may also delete an element from
the list by choosing Remove from this pop-up menu.

172.17.1.3 {snmp vZ2c, inventory enabled)

172,17.1.4 {snmp vZ2c, in service, inventary enabled)

172.17.1.5 (snmp v1, in service, inventory enabled) | S
172.17.1.6 (snmp v1, in service, inventory enabled)

v Record Inventary

172.158.1.5 {snmp v1, in service)

Remove

Adding Multiple Elements

Instead of repeatedly entering each network element individually, you can use an option
that allows you to generate multiple elements simultaneously. You can enter multiple DNS
names or a set of similar IP addresses.

1.

Under the Elements tab, click Add.
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2. When the Add Element dialog box appears, click the right-pointing double angle bracket
(») located at the end of the Address text box.

Add Element .
@ Click here to enter

Address: T multiple elements.

SMMP Yersion: vl w2 w3

Access Information

Read Only: |I3Uh|i'2 |

| REE 2 |

Readiirite:

Admin®: | |

Element Settings
[] Mark this element as in service,

[ Record inventary For this element,

* Only applicable to sorne elements,

3. In the Address text box, do one of the following:

e Type an asterisk (*) to enter a series of DNS names. If the names all have a
common prefix or suffix, it may be entered along with the asterisk (e.g.,
*@metrobility). The prefix or suffix will be added to each name.

e Type the IP address with an asterisk in the part that you do not want repeated. For
example, you can type 196.168.1.*, if you want the first three numbers repeated,
but not the fourth. Partial numbers are acceptable. For example, you also can type
196.168.1.2%*, if you want the first three nhumbers repeated and the fourth number to
always begin with 2 (e.g., 196.168.1.21, 196.168.1.22, 196.168.1.23,
196.168.1.24).

Tip: Click the question mark (?) to open a ToolTip that explains how to configure
multiple elements. The ToolTip remains open until you click on it.

4. Select the check box that says Generate multiple elements.
5. Do one of the following:

e For multiple IP addresses: type the first number in the series in the Start text box,
the last number in the series in the End text box, and the increments between the
first and last numbers in the Step text box. Any number between 0 and 254 may be
entered into the three text boxes. For example, if you enter the numbers 20, 35, and
5, along with an address of 196.168.1.*, NetBeacon will generate the following IP
addresses: 196.198.1.20, 196.198.1.25, 196.198.1.30, and 196.198.1.35.

Start: (20 |Endi |35 [stepr|s |

e To enter a series of DNS names, click the left-pointing double angle bracket («)
located at the end of the Step text box. In the List text box that appears, type the
DNS names of each element you want to add, separating each element name with a
comma. Valid characters are letters (a-z, A-Z), numbers (0-9), and hyphens (-);
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spaces are not permitted .
Address: s
Generate multiple elements 7
List: |BankLBank2,Metro,SchooI| | &

6. Go to Configuring SNMP Settings for instructions on how to change the SNMP settings.

7. Refer to Steps 7-11 in Adding a New Element, to configure the element settings. The
settings will be applied to all the newly generated elements.

Deleting an Element

To remove one or more elements, do the following:

1. Select the Connections tab in the NetBeacon Configuration window.
2. Click the Elements tab.

3. Click on the IP address or DNS name of the element(s) you want to delete and click the
Remove button.

Tip: To select multiple elements, hold down the CTrRL key, and click on each element
you want to remove. To select multiple element in a series, select the first
element, hold down the SHIFT key, and click on the last element you want to
delete.

4. If an element has already been assigned to a domain, the following confirmation dialog
box appears.

Confirm §|

Remaoving this element will alsa remove it From the
! Damain Structure.,

Are wou sure you wank to do this?

ues | | Ma |

Click Yes to remove the element.
5. Click Save.
Editing Element Settings
To change any of the settings for one or more elements, do the following:
1. Open the NetBeacon Configuration window and select the Connections tab.
2. Click the Elements tab.

3. Click on the element(s) you want to modify.
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4. Click the View/Edit SNMP Settings button. The Edit Element Settings dialog box
appears. If one element is selected, the dialog on the left appears. If two or more
elements are selected, the dialog on the right appears.

Tip: If you want to edit the setting for a single element, simply double-click on the
element to open the Edit Element Settings dialog box.

Edit Element Settings Pg|
[ SMMP Yersion: vl mw2c (w3

¥1/v2c Settings
Read Cnly: | |

Read/"W'rite: | |

Ooo

Admir®: | |

v3 Settings

Username: | |
Aukh Type: ® Mone () MDS (1 SHA
Priv Type: ® Mome () DES
Auth Password: | |

ooooo

Priv Password: | |

Address: : 0
SNMP Yersion: vl wEe 0 v3

Download Settings

FTP Username: | |

Access Information

O O

FTP Passwaord: | |

Read Only: |I:"-lb|i'2 |
|****** | Element Settings

Readfrite;

[ [] Mark this element as in service.
Adriin®: | |

[1 [] record inventory for this element,
Element Settings

Mark this element as in service, Version specific zettings will only be zaved For tha
Pioead) triertearsy ey (s el elemeants that are setup to use that wersion,

* Only applicable to some elernents,
* Cnly applicable to sorme elernents,

| << Previous || oK || Cancel || Mext == | | OK | | Cancel |

5. Change the desired settings as described in Steps 5-11 in Adding a New Element. To
change the SNMP configuration, refer to Configuring SNMP Settings.

When changing SNMP settings for multiple elements, note the following points:
e If the SNMP Version is changed, it will be applied to all selected elements.

o If the selected elements are configured for different SNMP versions, changing the
v1/v2c Settings will only apply to elements that are already configured for
SNMPv1 or SNMPv2c. Changing the v3 Settings will only apply to elements that
are already configured for SNMPv3.

e The Admin text box is only applicable to services line cards communicating
directly with NetBeacon using the card’s IP address.
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e If one or both of the options under Element Settings are changed, they will be
applied to all selected elements.

e To specify that the elements are in service, both check boxes must be selected.
To specify that the elements are not in service, select only the left check box.

e To record inventory for the selected elements, both check boxes must be
selected. If you do not want to record inventory for the elements, select only the
left check box.

e If a check box in the far left is not selected, the setting associated with the check
box will not be altered when you click OK.

6. If you are editing for a single element, you may click Previous or Next to view and/or
modify parameters for the previous or next element in the Elements list. Modified
elements will appear in blue text as you go up or down the list.

7. Click OK.

8. Click Save.

Configuring SNMP Settings

Through the NetBeacon EM Admin Tool, you can configure SNMPv1/v2 community strings as
well as SNMPv3 security for accessing network elements. If you want to connect to a
Radiance services line card, or are unable to establish the initial connection to hardware
which has been configured outside of NetBeacon, or encounter problems involving multiple
clients accessing the same element when community strings are changed, follow the
procedure below to ensure proper SNMP device access.

In the Add Element or Edit Element Settings dialog box, select the version (v1, v2, or v3)
of the element’s SNMP agent. Validation depends on which version is selected.

SNMPv1 or SNMPv2
When SNMPv1 or v2c is selected, two text boxes appear under the Access Information

heading in the Add Element dialog box. The third text box, Admin, is only applicable to
services line cards.

SMMP Wersion: i Ciwee w3
Access Information

Read Only: | public |
Read"Write: | Hekskulekok |

1. In the Read Only community string text box, type a unique string authorizing SNMP read
access to the device. The default string is public.
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2. In the Read/Write community string text box, type a unique string authorizing SNMP
write access to the device. The default string is public.

3. Click OK.
4. Click Save.
SNMPv3

If SNMPv3 is selected, additional fields will become available, as shown below.

SHMP Yersion: vl 0 w2c e

Access Information

Lsernarme: |
Auth Type: (@ Mone!_) MDS() SHA
Priv Type: (®) Mone () DES

Auth Password:

Priv Password:

FTP Username: ||3L'b|ic |

FTP Password: |****** |

1. In the Username text box, type the user name which has access to the element.

Use the following table to determine which fields are required for SNMPv3 devices based
on their levels of security.

SNMPV3 Security Level | patieniceton [ renaten [ Plueey
No Authentication, No Privacy

Authentication, No Privacy X X

Authentication, Privacy X X X

2. Select the algorithm, MD5 or SHA, that will be used to validate the authentication
process. Both options require an authentication password. If authentication is not
required, select None (default).

Important: The services line card only supports MD5 authentication. SHA is not
applicable to Metrobility devices.

3. Specify the use of data encryption by selecting None or DES. By default, the data is not
encrypted. DES requires a privacy password.

4. If you have specified an authentication type, type the user’s authentication password in
the Auth Password text box.

5. If the SNMPv3 device requires encryption (i.e., DES is selected), type the password in
the Priv Password text box.

NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide 29



6. If the SNMPv3 device is an R502-M management card that uses FTP for transferring
firmware files, type the user name and the user’s password in the FTP Username and
FTP Password text boxes. The default strings are public and public.

7. Click OK.

8. Click Save.

Downloading Software to an Element

The firmware installed on Metrobility’s management card and services line cards can easily
be updated to the latest code. For a management card, the image software (corepm.biz)
and boot code (boot.bin) are replaceable. When new software is downloaded onto a
management card, it overrides the older version. You may update one or both files.

For a services line card, its operating system (OS), FPGA code, and bootloader files are
replaceable. Unlike the management card which stores only one version of its software, the
services line card holds two versions of the OS and FPGA. Once the software is downloaded,
you can select which version to activate. If you download a new bootloader, it will overwrite
the existing code.

The NetBeacon CD contains a directory called Firmware. This directory contains the
management card software, including Release Notes.

This section describes how to configure download parameters and monitor the software
transfer progress.

1. In the NetBeacon Configuration window, click the Connections tab.
2. Click the Elements tab.

3. Click the Firmware Update button. The Firmware Update dialog box appears with a list
of all elements you have added.

EA Firmware Update
Check the elements wou would like to update:

172.17.1.8 -

[]172.17.1.10 =

[] SelectiUnselect All

Mexk Zancel

4. Check each element you want to update, or check Select/Unselect All.

5. Click Next to continue.

6. All elements you selected are displayed in the Firmware Update table.
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EA Finmware Update

Filker: |l -
Element | Update Tvpe | Reset Tvpe | Status
172.17.1.6 |Cu:|re only - ||D0n't reset v|
172.17.1.7 |Cu:|re only - ||D0n't reset v|
172.17.1.8 |Cnre only - ||D0n't reset v|
172.17.1.9 |Cnre only - ||D0n't reset v|
| Start Selected | | Cancel Selected | | Close |
Tip: Use the Filter drop-down menu to specify the card(s) you want displayed in the
table.
Filter Option Description
All Display all management cards and services line cards.
R50x managed elements Display all R50x management cards.
Services Line Cards Display all services line cards.

7. Choose the type of software you want to update from the options listed under the
Update Type column. For a management card, choose one of the following options:

e Core only: Replace only the image file, corepm.biz.
e Core and boot: Replace both the boot and core files.
For a services line card, choose one of the following options:
e OS: Download the new operating system software into the inactive location.
e FPGA: Download the new FPGA code into the inactive location.
e OS and FPGA: Download both the OS and FPGA into the inactive location for each.
¢ Bootloader: Update the boot code.
8. For a management card, click in the Reset Type column to specify whether or not to
reset the card after downloading the new software. For a services card, choose one of

the following options under the Reset Type column:

e No set or reset: keep the current OS or FPGA active and do not reset the card. The
newly downloaded firmware will be inactive.

e Set and reset: activate the new OS or FPGA after downloading, and reset the card.

e Set, no reset: after downloading, do not reset the card, however, prepare the new OS or
FPGA so that when the card is reset, the new software is activated.
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9. Select each element you want to upgrade. Click Select All to upgrade all elements in
the table.

10. Click Start Selected to begin downloading. The software transfer progress is displayed
in the Status column of the table.

| Skatus
Book: 1,358, CorePM: 1.3.8

11.To stop the downloading process, select the element and click Cancel Selected.

Defining the Domain Structure Organization

After adding all the elements you want to manage, you now must organize the elements
into a hierarchical structure consisting of domains. There must be at least one domain in
which the elements can be a member. Each element can only belong to one domain.

Creating New Network Domains

1. Click the Organization tab in the NetBeacon Configuration window.

E A NetBeacon®@ ESP - Configuration (localhost) |Z||E|E|
Connections \ Authentication ', Autharization | Metwork ', Datahass ' E-Mail ', License | Suppart |

=Domain Struckure >

| Add Darnain || Add Elerment || Add Placeholder || Edit: Marne || Remove ||| Revert |

Service v 1,0,0, Configurator v 1,0,0 | Sawe | | Close |

2. Select the domain into which you want to add a new domain. If this is the first time you
are adding a domain, the only existing domain to select is the default Domain
Structure.

3. Click Add Domain. The Add Domain dialog box appears.

Add Domain

Please enter the name of the domain:

| ok | | Zancel |

4. Type the name of the domain in the text box.

5. Click OK. A new domain appears under Domain Structure.
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E A NetBeacon® ESP. - Configuration (localhost)

|| Add Domain ||| &dd Element || &dd Placeholder || Edit Marne || Rermonve ||| Rewvert |

Service v 1,0,0, Configurator w 1.0.0

| Save || Close |

6. Click Save.

7. To add another domain, repeat the steps above. In the example shown in Step 5, you
can add another domain under Domain Structure or under Argentina.

Assigning Elements to a Domain

Once you have created your domain structure, you are ready to assign elements to the
individual domains. Each element can only be a member of one domain, but a domain can
have multiple elements.

1. Select the domain into which you want to add an element.

2. Click the Add Element button. The list of elements you entered earlier now appears in
the Select Element dialog box.

HA Select Element @

Select an element:

172.17.1.10
172.17.1.11
172.18.1.5

3. Choose the element(s) you want to put into the domain you have selected.

Tip: To select multiple elements, hold down the CTRL key, and click on each element
you want to include. To select more than one element in a series, select the first

element, hold down the SHIFT key, and click on the last element you want to
include.

4. Click OK. The element(s) are added to the domain.

NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide 33



&4 NetBeacon® ESP. - Configuration (Iocalhost) E'@'PX'
Connections * Organization \*. Authentication \P.uthorization \Network \ Database \ E-Mail \License \Support \

[== <Domain Structures
[EH+(2 <Domain Argentina

ain Buenos Aires
El, 13 1 1 1

B <Element> 172,17.1.4
Bl <Element> 172,17.1.5
L 03 iFis=Farp

. @-3 <Domain> Rosario
(2 <Domain: Chile

B3 <Domain: Santiago
B3 <Domain: Temuco

B3 <Domain: Yina del Mar

Added Elements

-

| &dd Domain | | &dd Element: | | &dd Placeholder | | Edit: Marne | | Remove | | | Revert |
Service w 1,0.0, Configurator w 1,0.0

When elements are added to a domain, the domain’s icon changes from [ to (2. As
elements are discovered, their icons also change from [ to . If NetBeacon fails to
discover an element, the following error message appears. Make sure the element’s
SNMP version and community strings are entered correctly.

Timed out while trving to read information from
172.17.1.10, This is commonly caused by incorrect community strings,
wou may wish verify their correckness and kry again.

5. Click Save.
Deleting a Domain or Element

1. Under the Organization tab in the NetBeacon Configuration window, select the element
you want to delete from a domain.

Or:
Select the domain you want to delete. If you delete a domain, everything in that domain
will be removed, including other sub-domains and their elements. The only domain you
cannot delete is the top level Domain Structure.

2. Click Remove. The element or group no longer appears in the Domain Structure.

3. Click Save.

Undoing Changes

NetBeacon provides an option to undo any Domain Structure changes you have made but

not yet saved. This option will restore the Domain Structure back to its last saved version.
To undo changes, click Revert.
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Editing the Name

The name of any domain can be modified. Element names cannot be changed.

1.

2.

6.

Click the Organization tab in the NetBeacon Configuration window.
Select the domain you want to rename.

Click Edit Name. The Edit Domain dialog box appears.

Edit Domain

| ok | | Zancel |

In the text box, type the new name you want to apply.
Click OK.

Click Save.

Creating a Placeholder

NetBeacon includes a feature that allows you to set up an off-line domain structure. For
example, if you are configuring the network for a new building and want to set up devices
before users arrive, you can use the placeholder feature. You may assign users and
permissions to the placeholders, which will be activated as soon as the actual component is
enabled. A placeholder can represent a stack, chassis, module, or port.

1.

2.

Click the Organization tab in the NetBeacon Configuration window.
Do one of the following:

e Select the element into which you want to add a stack placeholder. Note that you
cannot select elements that have already been discovered.

e Select the stack into which you want to add a chassis placeholder.
e Select the chassis into which you want to add a module placeholder.
e Select the module into which you want to a port placeholder.

Click Add Placeholder. A new stack, chassis, module, or port appears in the display
panel.

Repeat Steps 2 and 3 for each placeholder you want add.

Click Save.
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Configuring User Log-in Authentication

By default NetBeacon does not provide any authentication for individual users, however,
through the NetBeacon EM Admin Tool, you can apply one of three log-in security modes:
basic, Windows, or RADIUS. The authentication described in this section applies to users
who attempt to connect to the NetBeacon EM Admin Tool or Element Browser.

When the authentication mode is changed to basic, platform, or RADIUS, all users are
denied access to all elements by default. Under any of these modes, users must be given
permission to read and/or write.

IMPORTANT: When the client authentication mode is set to basic, platform, or RADIUS, at
least one user must be listed in the NetBeacon Administrators group in the
Authorization tab. If you do not have a user in the group, all users will be
locked out of NetBeacon.

The NetBeacon log-in security modes are described below:

e None: This is the default setting. NetBeacon requires no authentication. Users are
connected automatically without having to enter a user name or password.

e Basic: When configured for basic log-in, NetBeacon maintains a database of user
names and passwords that you set up.

e Platform: When configured for Platform login authorization, NetBeacon validates users
via a specified Windows domain server.

e RADIUS: The NetBeacon Element Manager is configured as a RADIUS client. The
RADIUS user name and password must be entered to log on to the NetBeacon EM
Admin Tool or Element Browser.

To configure user log-in authentication, do the following:

1. Click the Authentication tab in the NetBeacon Configuration window.

2. Configure the Basic, Platform, or RADIUS parameters by selecting one of the tabs and
filling out the information (see below).

3. Select one of the four Client Authentication Modes to activate one of the modes. Simply
filling in the information in the tabbed section will not activate the mode; the
corresponding radio button must also be selected.

Ed NetBeacon® ESP. - Configuration (localhost)

Connections \l Organization * [Authentication \F\uthorization \Network \l Dakabase \ E-Mail \,.License \Support \l

Client &uthentication Made @ Mome ) Basic () Plaktfarm () RADILS

4. Click Save. The changes will take effect the next time a user tries to connect to the
Element Manager through the NetBeacon Element Browser or Admin Tool application.
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No Authentication

This is the default setting. If you want users to have immediate access to NetBeacon,
without entering a user name or password, choose None for the Client Authentication Mode.

Basic Log-in

The second option enables basic log-in authentication (i.e., a user name and corresponding
password).

E A NetBeacon®@ ESP - Configuration {joyce@localhost) EJE|S|
Connections \Organization " Authentication \F\uthorizatinn \Netwnrk \ Database \ E-Mail \ License \ Suppork \

Client Authentication Mode ) Mone (@) Basic ) Platform () RADIUS

Basic | Platform ' RADIUS ',

Minirurm Password Length m Users:
Recommended Password Length Il

Lagin Retry Limit
Password Aging Disabled

User can change password ) yes (@ no
User musk change password on first login () ves @ no

Password Complexity

Must contain upper case O J|
Must conkain lower case O J|
Must conkain numbers O J|
Must contain symbols O J|
Randaon Password Generator
| | Generate | | Add |
Service v 1,0,0.54, Configurator w 1.0,0,54 | Save | | Close

Click the Basic tab.
Creating Passwords for Basic Log-in Users

The NetBeacon EM Admin Tool allows you to specify various password characteristics for all
basic log-in users.

Password Feature Description

Minimum Password Specify the minimum number of characters allowed for user passwords.

Length The range is 1-256. The default is 8 characters.

Recommended Specify the number of characters user passwords should contain. The

Password Length range is 0-256. The default is 8 characters.

Login Retry Limit Specify the maximum number of times the user will be allowed to enter an
incorrect password for logging on to the NetBeacon EM Admin Tool or
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Password Feature Description

Element Browser. The range is 0-100. The default is 3.

Password Aging Choose the maximum length of time passwords will be valid. The default
is 0, which means no expiration. Other options are 30, 60, 90, and 120
days.

User can change Indicate whether or not users will be allowed to change their own

password passwords. The default is no.

User must change Indicate whether or not users are required to change their default

password on first login passwords the first time they log in. The default is no.

Must contain upper case | Enable the check box and select a value between 0 and 64 to specify the
minimum number of upper case letters each password must contain. The
default is disabled and 0.

Must contain lower case | Enable the check box and select a value between 0 and 64 to specify the
minimum number of lower case letters each password must contain. The
default is disabled and 0.

Must contain numbers Enable the check box and select a value between 0 and 64 to specify the
minimum number of numerals each password must contain. The default is
disabled and 0.

Must contain symbols Enable the check box and select a value between 0 and 64 to specify the
minimum number of symbols each password must contain. The default is
disabled and 0.

When assigning passwords to users, you can use the Random Password Generator to create
passwords that satisfy all your criteria. After configuring the password characteristics, click

Generate. The resulting password, which appears in the Random Password Generator text

box, is now available for you to use.

Random Password Generator

YOwb31$- ||| (3enerate ||

After changing any password parameters, you must click Save. You will not be able to add
users if you do not save first.

Adding Basic Log-in Users

1. Click Add. The following dialog box appears.

B4 add User X

Enter a username and password for the new user:

Username:

Password:

Verify Passwaord:
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2. In the Username text box, type the user name for new user.

3. In the Password text box, type the user’s password, or copy it from the Random
Password Generator.

4. In the Verify Password text box, retype the password you entered in the previous step.
5. Click OK.

6. Repeat Steps 1-5 for each user you want to add.

7. Click Save.

Changing a Basic User’s Password

1. Click the Basic tab.

2. Select the user whose password you want to change.

3. Click Set Password.

4. Type the user’s new password in the first text box.

EA Change Password

Enter a new passward:

Password:

‘erify Password:

5. Re-type the new password to verify that it is entered correctly.
6. Click OK.

7. Click Save.

Deleting a Basic User

1. From the list of users under the Basic tab, select the user you want to delete.

Users:

gueskt

Lempuser

2. Click Remove.

3. Click Save.
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Platform Log-in

If this option is enabled, the user will be prompted to enter the same user name, password,
and domain name that are used to access the system under Windows XP.

1. Click the Platform tab.

Basic * Flatform ', RADIUS ',

Default Domain | |

2. In the text box, type the name of the Windows domain that includes the users who
should have access to the NetBeacon Element Manager.

3. Click Save.
RADIUS Log-in

The last option enables log-in authentication with a RADIUS server. The NetBeacon Element
Manager is configured as a RADIUS client. To configure for RADIUS log-in, do the following:

1. Click the RADIUS tab.

Basic | Platform * RADIUS \

Server Part 1812 = Secret Login Rekry Lirit k=
| port [ 1a12]2] secre| | o |

2. In the Server textbox, enter the IP address or DNS name of the RADIUS server.

3. Next, type the port number on which the RADIUS server is configured to communicate
with NetBeacon. The valid range is 0 through 65535. The default is 1812.

4. In the Secret text box, type the shared secret associated with the RADIUS server.

5. To specify the maximum number of attempts to send a request to a RADIUS server
without receiving a response, type the number in the Login Retry Limit text box. The
range is 0 to 100. The default is 3 retries.

6. Click Save.

If you change the authentication mode to basic, Windows, or RADIUS, the next time a user
attempts to connect to the NetBeacon Element Manager via the NetBeacon Admin Tool or
the Element Browser, a login prompt, similar to the ones shown below, will appear. The
smaller window appears when opening the NetBeacon Element Browser.
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£ NetBeacon® ESP - Configuration

NetBeacon® ESP

Configuration

Recent Servers: Enter the address of the server
localhost: 5067 you would ke bo connect ko:
localhost:5069

||0calhost | |506? | [ connect |
IP/Hostname Fort

This server requires authentication,

Enter yvour username and password ko login:

- |
| I |

Password:

Enter your username and passward to login:

Usernarme: |

Password: | |

Domain: |metr0bi|ity

METRQbIlity
ical systems

To connect successfully to the Element Manager, the user will have to enter a valid user
name, domain name (Windows only), and password.

Creating and Authorizing User Accounts

By default all users have full access to every manageable element. However, if you have
enabled basic, platform, or RADIUS authentication under the Authentication tab, all users
are denied access to elements by default. In order to create a secure network environment,
you must give individual users read or write permission to various network elements,
modules, or ports. You may also choose to deny them access to certain elements or
components of an element. You can also enable or disable users from accessing the
NetBeacon EM Admin Tool.

Each user must be unique, and may belong to only one group. Permissions may be applied
to an individual user or to an entire group of users. To authorize user accounts, you must
first create the user group structure. Once that is done, you can apply permissions to access
the NetBeacon EM Admin Tool as well as the various network elements.

Creating Groups and Adding Users

1. Click the Authorization tab in the NetBeacon Configuration window. The left panel
displays your users and groups. The people icon (8) represents a group of one or more
users. The person icon (&) represents a single user. The right panel displays items to
which you can apply permissions. Under the Permissions folder are two folders labeled
Configuration and Domain Structure. Configuration contains all the tabs available
in the NetBeacon EM Admin Tool. Domain Structure contains the network element
structure that was set up under the Organization tab.

If this the first time you are creating user groups, the only item in the left panel will be
the default groups labeled Users & Groups and under it the NetBeacon Administrators.
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The default NetBeacon Administrators group has write access to all of NetBeacon (i.e.,
the entire Configuration and Domain Structure). You cannot change the name of the
NetBeacon Administrators group or add other groups to it, however, you may add users
to the group. If you have enabled basic, platform, or RADIUS authentication, at least
one user must be assigned to the NetBeacon Administrators group. If you try to save
without at least one user assigned to the NetBeacon Administrators group, the following
error message will appear.

6 ‘fou must have at leask one user in the NetBeacon Administrators group in the Authorization tab.

IMPORTANT: When the client authentication mode is set to basic, platform, or RADIUS,
at least one user must be listed in the NetBeacon Administrators group. If
you do not have a user in the group, all users will be locked out of
NetBeacon.

When creating the user groups, you may want to organize users by their level of
accessibility to network elements. For example, you could set up groups for network
administrators with full access to all elements as well as the Admin Tool application;
technicians with access to certain elements and read-only access to some tabs in the
Admin Tool; and users with restricted access to only one element, module, or port and
no access to the Admin Tool.

EA NetBeacon® ESP - Configuration (localhost) ['. |r|:| |§|
Connertions | Organization ', Authentication * [Authorization \Network ' Database ' E-Mail ', License ', Support ||
€2 Users & Groups @ <Fermissions>

L@ MetBeacon Administrators Bl <Configuration:

B @ =Domain Struckure
Bl <Domain Argentina
B-Gl <Domain= Chile

Add Group Add User B ceny B read | B vrice |
Edit Mame Remove B 1rherit B croup
Service v 1,0,0.54, Configurator w 10,054 | Save | | Close |

2. Select the group into which you want to add a new group or user. The NetBeacon EM
Admin Tool uses a hierarchical structure, and you can only add new users or groups to
an existing group, excluding the NetBeacon Administrators group, to which you can only
add users.

3. Click Add Group or Add User. The Enter Name dialog box or the Select User to Add
dialog box appears.
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Enter Hame

Enter the name of the group:

£ Select User to Add E|

Enter the name of the user:

Or select one from the list:

Beth

|Tech Suppork

[ ok

| | Cancel

Linda
Mark.
Metrol
Metroz
| Steve

ok |

Cancel |

4. Type the name of the group or user in the text box. If you entered a list of user names
under the Authentication tab, those names will appear in the bottom half of the Select
User to Add dialog box and you may select one.

Important: User and group hames must be unique.

Tip: Under Basic authentication mode, user names entered in this section must match
the user names configured under the Authentication tab. Names are case-sensitive.
Under Platform authentication mode, user names must include the domain. For
example, you must enter the name as user33@domain instead of user33.

5. Click OK. The new group or user appears in the left panel under the selected group.

EA NetBeacon® ESP - Configuration (localhost)

81 MetBeacon Adminiskrators
&2 Tech Support

Bl <Fermissions>=

Bl <Configuration:
E-@@ <Domain Shuckure=

Bl <Domain Argentina

E-B8 <Domain: Chile

Add Group Add User B oery Bread || Wwvie |
Edit Marme Remove B 1rherit B croup
Service v 1,0,0.54, Confgurator w 10,054 | Save | | Close |

6. Repeat Steps 2 through 5 to create more groups or to add more users to a group.

7. Click Save.

Deleting Users or Groups

1. Click the Authorization tab in the NetBeacon Configuration window.

2. In the left panel, select the group or user you want to delete. If you select a group, all
users and subgroups within it will also be deleted.

3. Click Remove.
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4. Click Save.

To delete all groups and any users associated with the groups, select User & Groups in the
left panel, and click Remove. When the confirmation dialog box appears, click Yes.

Renaming Users or Groups

1. Click the Authorization tab in the NetBeacon Configuration window.
2. In the left panel, select the group or user you want to rename.

3. Click Edit Name.

4. In the text box, type the new user or group name you want to apply. Note that group
and user names must be unique.

5. Click OK.
6. Click Save.
Assigning Permissions

Once you have set up the user group structure, you are ready to assign permissions to
individual users or to a group of users. Permissions are assigned by applying a color-coded
label that indicates the access privilege. You may apply permissions to the NetBeacon EM
Admin Tool and any of its tabs. You also may apply permissions to any element that has
been added under the Organization tab. Additionally, you may apply permissions down to
the port level for an element.

In the Domain Structure, each node may have only one label assigned to it for an
individual user. That is, User A cannot have both Deny and Read access to Element X; it
must be one or the other. However, an element may have different labels for different
users. For example, User A may have Read access to Element X, while User B has Write
access to Element X. The same rule applies to each node in the Configuration hierarchy.

A user’s or group’s permission may be one of the following options: deny, read, write,
inherit, or group. Permissions are inherited from the top down. By default, users have full
access to all elements and all Configuration tab fields when the authentication mode is set
to None. When the authentication is set to basic, platform, or RADIUS, users in the
NetBeacon Administrators group have full access to all elements and all Configuration tab
field, but users in all other groups are denied access to all elements and all Configuration
tab fields, by default. Permissions may be overwritten. The permission options are described
below.

e Deny: User is unable to view the selected component(s).

e Read: User may view characteristics for the selected component(s), but cannot change
settings.

e Write: User has full access to the selected component(s) and can change software
settings as well as view all settings.
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e Inherit: Access to the selected component(s) is determined by the parent’s access
setting. The parent is the node one level above the component in the Permissions
hierarchy. This is the default setting. For example, if the Browsers tab has Inherit
permission, then its permission will depend on the permission of the Connections tab.
So, if the Connections tab has Read permission, then the Browsers tab will also have
Read permission.

e Group: Access to the selected component(s) is determined by the permission assigned
to the group in which the user is a member. For example, if the License tab has Group
permission for the user named Linda, who is a member of the group “Tech Support,”
then Linda’s access to the License tab will depend on the permission of the Tech
Support group. If the Tech Support group has Read permission for the License tab,
then Linda will have Read permission.

E A NetBeacon® ESP. - Configuration (Iocalhost)

Connections \Organization \ Authentication * Autharization \ Tekiwork, \ Database \ E-Mail \ License \Suppnrt \

|ﬁ.£ Users & Graups A <Permissions = =
-84 MetBeacon Administrators Sh-{Z@ <Configuration
: ----- & Beth @@ <Connections>
Coe@steee || - @ <Orgarization
E-84 Tech Support | | cAuthentication
Coedmek || £ <Authorizations
H L8 -G shetwork>
Elﬁ._ Custamers | | e A <Datahase=
----- o Metrol || ey SAlara Email=
- & Metroz | | P e f:" <licanse>

[=H-C8 <Domain Shruchurs=

-8 <Domain: Argentina
-3 <Domain Buenos Aires
& =Dorain:= Pampas
-3 <Domain: Rosario

[7] Dery [ Read | [ wtrike |

Edit Mame | | Remave | [ Inherit [ Group

Service v 1,0,0.54, Configurator w 1.0,0,54

1

1. Click the Authorization tab in the NetBeacon Configuration window.

2. From the left panel, choose the user or group to which you want to give permission to
access one or more items in the right panel.

Tip: To select more than one user or group, hold down the CTRL key, and click on each
individual or group you want to include. To select more than one user or group in
a series, select the first user or group, hold down the SHIFT key, and click on the
last user or group you want to include.

3. In the right panel, select Permissions, Configuration, Domain Structure, or any node(s)
for which you want to specify permissions for the selected user(s) or group(s).

4. Click one of the five authorization buttons: Deny, Read, Write, Inherit, or Group. The
privilege setting will be applied to the element or element node and everything below it.
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The folder or file icon color changes to the option you selected. By default, all elements
provide full read/write access to all users and groups.

Button Name Description

Deny Access to the selected component is denied. For example, if the component
is a module, the module will appear as a blank slot in the chassis.

Read The user or group is allowed to view settings for the component, but
configuration changes are not allowed.

Write The user or group is given full access to the selected component. Settings
may be viewed and modified through the NetBeacon Element Browser.

Inherit Access to the selected component is determined by the privilege of the
parent’s access setting. For example, if a module in Chassis A is given the
Inherit status, access to the module will be the same as the user’s access to
Chassis A. This is the default setting.

Group Access to the selected component is determined by the permission assigned
to the group in which the user is a member. For example, if User A is a
member of Group X , which has Read permission on Configuration, User A’s
access to the NetBeacon EM Admin Tool will also be Read.

5. Repeat Steps 2-4 to apply permissions for any other users and groups.

6. To change a group or user’s access level, select the group/user and the node(s) you
want to modify under the Permissions folder. Click Deny, Read, Write, Inherit, or
Group. The folder or file icon color changes according to the new permission.

If you applied the permission to a group, all of its users and subgroups will now have the
same permission.

7. Click Save.

46  NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide



Specifying Network Parameters

1. Click the Network tab in the NetBeacon Configuration window.

EANetBeacon® ESP - Configuration (Iocalhost)
Connections ', Orgarization ', Authentication | Authorizstion * [Metwork]'s Datahase ', E-Mail | License | Suppart '

Browser Configuration
Conkact Pork 5065 = Contack Port 5067 5
Session Part 5086 = Session Port SOES
Bind to Address 127.0.0.1 =| Bind to Address 1z7001 -
Communicakion \TFTP | SMTP
Encryption
351 Certificate File Shared Kev
551 PassPhrase
Serwice w 1.0.0,32, Configurator w 1,0,0,32

2. Specify the Element Browser communication characteristics.

e In the Contact Port text box, type the port number (between 0 and 65535) on which
the Element Manager will listen for connections from the Element Browser
application. The default is port 5065. The contact port is where two connecting
components determine the session parameters such as the security mode, the
session port number, etc. Once the session parameters are determined, all
communications occur on the session port.

e In the Session Port text box, enter the port number (between 0 and 65535) on which
the Element Manager and the Element Browser will exchange data. The default is
port 5066.

Important: Make sure your firewall settings will allow NetBeacon to communicate through
the contact and session ports you have specified.

e From the drop-down list choose the address to which the Element Manger server
binds itself. By default, it binds to localhost, 127.0.0.1. When the default address is
used, only Element Browsers on the local machine are given access to the Element
Manager. To allow other Browser applications on the network to access the Element
Manager, use the IP address option.

3. Specify the Element Manager Admin Tool communication characteristics.
e In the Contact Port text box, type the port number (between 0 and 65535) on which

the Element Manager service will listen for connections from the Admin Tool
application. The default is port 5067.
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In the Session Port text box, enter the port number (between 0 and 65535) on which
the EM service and the Browser application will exchange data. The default is port
5068.

From the drop-down list choose the address to which the Element Manger server
binds itself. By default, it binds to localhost, 127.0.0.1. When the default address is
used, only Admin Tool applications on the local machine are given access to the
Element Manager. To allow other Admin Tool applications on the network to access
the Element Manager, use the IP address option.

To specify the security parameters for communications between the Element Manager
and its client application:

Select the Communication tab.

Select the encryption mode: SSL (Secure Sockets Layer) or Shared Key. The
default is Shared Key.

If Shared Key encryption is selected, in the Shared Key text box, type the key that
will be used by both the Element Manager and the client.

If SSL encryption is selected, choose a certificate from the SSL Certificate File drop-
down menu. Type the new certificate’s password in the SSL PassPhrase text box.
Click Install New Certificate.

NetBeacon provides an internal TFTP server for providing firmware updates. To configure
NetBeacon’s TFTP server settings, do the following:

Select the TFTP tab.

Communication © TFTP \SMTP I

Enable Embedded Server ) yes (no
Bind Address 172,18.1.44 = | Alternate Server Address

Porkt Jl

To enable NetBeacon as a TFTP server, select yes. From the Bind Address drop-down
list, select one of the options. The default is 127.0.0.1 (localhost).

To specify an external TFTP server, select no for Enable Embedded Server. Type the
external TFTP server’s IP address in the Alternate Server Address text box. The
default is 127.0.0.1 (localhost).

To specify the port on which the TFTP server will listen, enter the port number in the
Port text box. The default is 69.

To configure the SMTP e-mail server settings for sending alarm notifications, do the
following:

Select the SMTP tab.

48

NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide



Cormunication \ILTFTF' " SMTP \

From Address |NetBeacon@metmbility.cnm | Authentication  [none -
Hostname | metroemailserver | Usernarms
Port ={ Password

Send Test E-mail

e In the From Address text box, enter the e-mail address of the sender of NetBeacon

e

-mail notices. Note that some e-mail servers require a valid e-mail address in this

field.

e In the Hostname text box, enter the IP address or DNS name of the SMTP server.

e In the Port field, type the port number (between 0 and 65535) to which the SMTP
server is connected. The default is 25.

e From the Authentication drop-down list, select the type of security required by your

e

(0]

(0]

(0]

-mail server. The available options are:

none: no authentication, no security
basic: authentication via username and password, no security

TLS: authentication via username and password, and transmission over a secure
socket

e If basic or TLS authentication is selected, the last two fields will be specified. In the
text boxes, enter the user name and password of a valid user of the e-mail server.

7. Click

Sending

Save.

a Test E-mail Message

To verify your e-mail server settings, NetBeacon provides an option to send a sample e-mail
message to an individual. Click Send Test E-mail. The following dialog box appears.

MetBeacon - E-mail Test

| [o]4 || Cancel |

In the text box, type the e-mail address of the person who should receive the test message,
then click OK. If your settings are set up incorrectly, an error message will appear.
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MetBeacon - Erron gl

o This test Failed with the Following error:
MessagingException: Could not connect to SMTP haost: exchange, port: 41;
niested exception is:
java.net. ConnectException: Connection refused: conneck<html=

If there are no problems with any of the settings, the following dialog box will appear.

HetBeacon

. our SMTP settings worked For successfully sending a test message,
" Please be aware that this does not guarantee that the message will be received,
only that vour basic SMTP set-up is Functional,

The recipient will get an e-mail message, as shown below:

B NetBeacon E-mail Test - Message (Plain Text)

! Fle Edit View Insert Format  Tooks  Actions  Help

Fram: jh MetBeacon@metrability . conm Sent:  Thu 2/16/2006 4:56 PM
T Jovyce
e

Subject:  MetBeacon E-mail Test

This message has been sent to you as a test of NetBeacon's e-mwall settings.

Configuring the Database

Important: This section is only applicable if you have installed the Database component
of NetBeacon.

With the Database service installed, NetBeacon provides several options that determine how
and when data is logged for an element. The Database Service Admin Tool, an independent
client application, allows you to set up the initial configuration to enable proper
communication. After the initial setup, all database communications will be through the
Element Manager Admin Tool or the Element Browser.

This section describes how to set up database management.
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1. Open the Database Configuration window.

EANetBeacon ESP - Database Configuration

Client

EBind to Address

Pork

Service Startup

||12?.III.IZI. 1 v|| Username | netbeacon |
cocsword | |
Platform

Log File

Configuration Access

) append (® overwrite  Default Domain |

[] Log (disyConnections

RADIUS

Contack Port
Session Pork

Auth Mode

Derby w 10,1,1.0

@ Mome ) RADIUS ) Platfarm

Service v 1,0,0,37, Configurator v 1.0.0.37

s | |

Secret | |

Close

The following table lists the information shown in this window, along with a brief
description of each field.

Name

Description

Client

The Database Service Admin Tool is a client application to the NetBeacon
Database service.

Bind to Address

Address to which the Database server binds itself. By default, it binds to localhost,
127.0.0.1.

Port Port number on which the Database server accepts connections. The default is
1527. Note that the Client Port humber must differ from the Configuration Access
Contact Port and Session Port numbers.

Username User name that the client application uses to authenticate itself to the NetBeacon
Database service. The default user name is netbeacon.

Password Password that the client application uses to authenticate itself to the Database

service. The password is encrypted and the field always appears blank. The
default password is netbeacon.

Service Startup

Start-up characteristics of the Database service.

Log File Select overwrite to start a new file, which will log all Database activity. Select
append to add onto the existing file without destroying any previous data. By
default, the file is overwritten whenever the Database Admin Tool is run.

Log Indicates whether or not all connections and disconnections to the Database are

(dis)Connections

being logged in a file called derby. log.

Configuration
Access

Communication and security parameters of the Database service.
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Name Description

Contact Port Port on which the Database service listens for connections from the Database
client application. The default is port 5069. Note that this port nhumber must differ
from the Client Port number and the Configuration Access Session Port number.

Session Port Port on which the Database service transfers data to the Database client
application. The default is port 5070. Note that this port number must differ from
the Client Port number and the Configuration Access Contact Port nhumber.

Auth Mode Authentication mode used to verify the database client application with the
database service. By default, no authentication is used. The Database service
supports RADIUS and Platform authentication, but not basic (i.e., a list of user
names and passwords).

Platform Log-in characteristic when platform (i.e., Windows XP) authentication is specified.

Default Domain Name of the Windows XP domain that includes users who should have access to
the NetBeacon Database.

RADIUS Log-in characteristics when RADIUS authentication is specified.
Hostname IP address or DNS name of the RADIUS server.
Port Port number on which the RADIUS server is configured to communicate with

NetBeacon. The range is 0 through 65535; default is 1812.

Secret Shared secret associated with the RADIUS server.

In the Bind to Address text box, choose the address to which the Database server should
bind itself. By default, it binds to the local host, 127.0.0.1. When the default address is
used, only the Element Manager and Database Service Admin Tool applications on the
local machine are given access to the Database service. Select the system’s IP address if
you want other users on the network to be able to access the Database service.

In the Port text box, type the port number (between 0 and 65535) on which the
Database server should listen for connections. The default is 1527.

In the Username text box, type the user name that the client application should use to
authenticate itself to the Database service. The default user name is netbeacon.

Type the password that the client application should use to authenticate itself to the
Database service, in the Password text box. The password is encrypted and the field
always appears blank, except when you are typing the password. The default password
is netbeacon.

Specify how you want the Log File written. Select append to add onto the existing file.
Select overwrite if you want to create a new file or override an existing file called
derby. log, which will log all Database activity. The default setting is overwrite.
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10.

11.

12.

13.

Select the Log (dis)Connections check box if you want to record all connections and
disconnections to the Database. The connections and disconnections will be logged in a
file called derby. log.

In the Contact Port text box, type the port number (between 0 and 65535) on which the
Database service will listen for connections from the Database Service Admin Tool. The
default is port 5069.

In the Session Port text box, enter the port number on which the Database service will
transfer information to the Database client application. The default is port 5070, and the
acceptable range is between 0 and 65535. You may want to modify the session port if
you are using a firewall.

Specify the authentication mode: None, RADIUS, or Platform. The default is none, no
authentication.

If you specified Platform in Step 10, enter the Windows XP domain name in the Default
Domain text box.

If you specified RADIUS in Step 10, enter the RADIUS settings:
e Type the IP address or DNS name of the RADIUS server in the Hosthname text box.

e Type the port number which the RADIUS server is configured to communicate with
NetBeacon. The range is 0 through 65535; default is 1812.

e Type the password associated with the RADIUS server in the Secret text box.
Click Apply to save your change(s), click Reset to restore all modifications to their

original values, or click Close to exit the Database Service Admin Tool application
without saving your change(s).

Creating a Database File

To create a named database which contains information from tables you select, do the
following:

1.

Open the NetBeacon Configuration window and select the Database tab.
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E 4 NetBeacon® ESP - Configuration {localhost)

Connections | Organization ', Authentication ', Authorization | Network * Database \ E-Mail ', License | Suppart |

Database Tables

Select what data vou would like to log:
[ Mlarms & Traps

[ Security
[ Irventary
e T || Launch Historical Security Yiew ||
Host | Launch Historical dlarm iew |
Usernarme
Password I:l
Dakabase Mame
Service v 1.0,0,37, Configurator w 1,0.0.37
2. NetBeacon provides three types of database tables:

e Alarms & Traps: The Alarms & Traps table is a record of all SNMP trap notifications,
related alarms, and events. This database logs the date and time the event occurred
and its severity. If the alarm was acknowledged, it includes the date and time it was
acknowledged, along with the user who acknowledged it. If the alarm was resolved,
the date and time of resolution is included. The DNS name or IP address of the
element where the event occurred and a description of the alarm are also included in
the database.

e Security: This database table logs the date and time of each user connection and
disconnection, the user’s name and address, the application to which the user
connected, and the version of the user’s software. The table also includes the
number of login failures that occurred, if any.

e Inventory: This table contains the date and time when the information was first
recorded, the serial number and model of the element, the date the element was
manufactured, its location, type, description, name, and additional element-specific
information. The table also includes whether or not an element is in service.

Click in the check box for the table(s) you want to include in the database.

3. In the Host text box, enter the IP address or DNS name of the Database server. The
default is localhost.
4. In the Port text box, enter the port number on which the Database server accepts

connections. The default is 1527.

5. In the Username text box, type the user name that the Element Manager should use to
authenticate itself to the Database server. The default user name is netbeacon.

6. In the Password text box, type the password that the Element Manager should use to
authenticate itself to the Database server. The password is encrypted and the field
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always appears blank, except when you are typing the password. The default password
is netbeacon.

7. In the Database Name text box, type the name to apply to the of database file. The
default name is netbeacon.

8. Click Save.
There are two additional buttons that will allow you to view the Security table and the

Alarms & Traps database table. The Alarms & Traps database is described in Viewing
Historical Data.

Viewing Historical Security Information

NetBeacon provides an option to view historical information regarding security by running a
standard SQL query or a customized query.

To run a standard SQL query to view the security database table, do the following:

1. Click Launch Historical Security View.

B4 Historical Data View - Security

Select a query to run: ||C0nnecti0ns Today V|| | Run Query | | Zuskom Query |

ertartTime HEndTime | |Allnddresses v|| |AIIUsers v|| |AIIAppIications v|| |.0.II\-'ersions v||FaiIures

Close:

2. From the ‘Select a query to run’ drop-down list, select Connections Today if you want
to see all login for the current date, or select Current Connections if you want to see
all login information that are currently active.

3. Click Run Query. The security database table appears in the window, as shown in the
example below.

EA Historical Data View - Security

Select a query to run: |C0nnecti0ns Today V| || Run Query || | Cuskom Query |

rj Skart Time |m End Time | |AII Addresses - || |AII Users - || |F\II Applications = ” |.0.II Versions = || Failures
2005-12-12 12:12:34.578 2005-12-12 12:40:16.376 jwi.metro jwi@rmekro Configuratar 1.0.0.35 1
2005-12-12 00:33:34.443 2005-12-12 01:15:29.24  172,16.1.2 jwi@metro Configurator 1.0.0,35 1
2005-12-12 10:43:13,537 2005-12-12 11:09:24.064 jwi.metro jwiE@mekro ElementErowser 1.0.0.35 1]
2005-12-12 10:52:18,967 2005-12-12 11:09:20,158 jwi.mekra jwi@metra Configurator 1.0.0.358 0
2005-12-12 11:14:14.626 jwi.metro jwi@rmekro ElementBrowser 1.0.0.35 1
2005-12-12 12:44:09,489 2005-12-12 12:45:15.692 bvametro tya@metro Configurator 1.0.0.35 1]
2005-12-12 12:45:30,926 2005-12-12 12:56:50,955 bva.metro bya@metro Configurator 1.0.0.35 1]
2005-12-12 12:48:22,444 2005-12-12 12:49:06.457 net.mekro tya@metro Configurator 1.0.0.358 0
2005-12-12 12:53:52.379 2005-12-12 12:56:09.576 net.metro tyva@rnetro Configuratar 1.0.0.35 1]
2005-12-12 12:59:45.276 i metro jimekro Configurator 1.0.0.358 0
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Running a Custom Security Query

To run a customized SQL query in which you specify more detailed information about the
security settings, do the following:

1. In the Historical Data View window, click Custom Query. The Select Query Options
dialog box appears.

Ed Select Query Options

Select custom query options:
(] Preurred afteri] 73]
[] Oceurred befare: H|
[] address ane of: |
[] Element one af: |

[] &pplication one of: [ ] Browser [ ] Configurator
[] version is: | |

2. For each text box with a calendar icon H, click on the icon to select a date and time to
specify the start and end of the period when the login connections occurred. If dates are
not specified, the query will include all dates. In the Select Date & Time dialog box, the
current date is shown in bold text. Use the forward and reverse arrows to change the
month displayed.

HA Select Date & Time @

From
Decenmber 2005

S M T W T F 5

1 2 3
4 5 &6 7 8 910
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 25 29 30 31

e
| 00:00:00 |

Do any of the following:
e Click on a date to select it. The selection will be underlined.

e To specify a time, select the Time check box and enter the start time or stop time.
This is optional.

o If you make a mistake, click Clear to reset the settings.

¢ Click OK when the date and time are properly configured. The date and the time will
appear in the text box in the Select Query Options dialog box.
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3. In the ‘Address one of’ text box, type the DNS name or IP address of each element you
want to include in the query. Separate each entry with a comma. If this text box is
empty, the query will include login connections to all elements.

4. In the ‘User one of’ text box, type the user name(s) of the people who logged in.
Separate each user name with a comma. If this text box is empty, the query will include
connections by all users.

5. To include only the NetBeacon Element Browser in the query, check Browser. To
include only the NetBeacon Element Manager Admin Tool, check Configurator. If no
applications are checked, the query will include both applications.

6. In the Version text box, type the version number of the NetBeacon application. If this
text box is empty, the query will include all versions.

7. Click OK. The customized information appears in the Historical Data View window.

Filtering the Database Tables

After running the SQL query, you can modify and filter the information that is displayed by
using the buttons at the top of each column.

1. To filter the start and end times, click on the calendar icon [,

B4 Select Filter, Options

From Ta
December 2005 December 2005

S MTWTF 5 S MTWTF 5
1 2z 3 1 2z 3

4 5 6 7 8 910
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

4 5 6 7 8 910
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

[] Time: [ Time:
[o0:00:00 | [o0:00:00 |

The current date is shown in bold text. Click a date to select it. The selection will be
underlined. Check the Time check box, and enter the start time and stop time. Click
Clear if make a mistake and want to reset the settings. When the date and time are
properly set, click OK.

2. Click Start Time or End Time to view the entries in chronological order or reverse
chronological. A little arrowhead that points up or down indicates the order.

Start Time - EndTime = chronological order
= StartTime = EndTime = reverse chronological order

3. To view logins related to one address, select it from the address drop-down list.
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4,

all addresses -

172.16.1.246

i mekro, com
net.metro,.com
Lya.metro.com

To view logins by a specific user, select the username from the drop-down list.

all Users -

all Users

To view entries for only the Element Browser or the Admin Tool, select it from the
Applications drop-down list.

If multiple versions of NetBeacon are included in the table, you can filter them using the
Versions drop-down list.

Sending E-Mail Notifications

You can customize NetBeacon to send automatic e-mail notifications to one or more
recipients when certain events occur.

Configuring E-Mail Recipients

To create a list of e-mail recipients, do the following:

1. Click the E-Mail tab.
] o : . P p—
£ A NetBeacon® ESP - Configuration (localhost) |._||E|fg|
Connections \Organizatinn \Authentication \lﬁ.uthorizatinn \Network \'t Database \ License \Support \l
=3 alarm Emails |‘B|°|®|.|.
(&5 <Alarm Emails EIEEEE
G1-E8 <Domain: Argentina OEEEE
&8 <Domain: Chils DR EE
| Add Group || Add Email | | Receive All || Receive None |
| Edit | | Remo e | | Inherit Al || Group All |
Service w 1.0.0.33, Configueator w 1.0.0.33
2. In the left panel, select Alarm Emails.
3. If you want to organize your recipients into one or more groups, follow the steps below.
Note that it is not necessary to place e-mail recipients into groups.
e Click Add Group.
e Type the name of the group in the text box.
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7.

¢ Click OK

To enter the e-mail address of the recipient of alarm notifications, follow the steps:

Select the group into which the recipient is a member. (Optional)

Click Add Email.

In the text box, type the recipient’s e-mail address.

Click OK.

To change the name of a group, or to change an e-mail address, select the group or
address, click Edit, enter the new name or new e-mail address, and click OK.

To delete a group of e-mail recipients or an individual recipient, select the unwanted
group or e-mail address from the left panel, and click Remove. To delete all groups and
users, select Alarm Emails, click Remove, and then click Yes when the confirmation
dialog appears.

Click Save.

Customizing Alarms for Recipients

By default, all alarms are disabled. To customize the types of alarms and traps that a group
or individual will or will not receive, do the following:

1.

From the left panel, select the group(s) or individual(s) who will be receiving e-mail.

Alarmn Emails

E}-{23 Argentina Email Recipients

[ sysadmin@metrobility. com

D rebworkiManager@argentina, com
=123 Chile Email Recipients

----- [ MetworkiManager@chils. com

The right panel displays Alarm Email folder, which is the domain structure that you
configured under the Organization tab. Here, you will select the domain, element,
chassis, module, or port from which you want the e-mail recipient to receive trap or
alarm notifications.

The following table describes the alarm icons shown in this panel. The icons are
displayed in order of decreasing severity from left to right.

Icon | Name Description

1] Critical | Critical alarms require immediate attention. They include conditions such as
Alarm loss of communication with an element.
] Major Major alarms are serious conditions that may indicate some type of failure or

Alarm that may result in network disruption. Major alarms are sent under conditions
such as when the power supply goes above or below the acceptable voltage
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Icon | Name Description

range, or when a module is removed from or inserted into a chassis.

)] Minor Minor alarms do not require urgent attention, but should be checked before a
Alarm more serious problem occurs. An example of a minor alarm is a loss of link on
a redundant port.

T Trap An SNMP trap. Some traps can be raised to an alarm. For example, if link is
down and it remains down for 2.5 seconds, the link down trap becomes an
alarm. Some traps can indicate the resolution of an alarm. For example, if link
is up and remains up for 10 seconds after the link up trap occurs, the alarm
will be resolved. Some traps are simply informative.

i Report | An informational message that requires no action. Usually indicates an alarm
condition has been resolved. To resolve most alarms, the entity must remain
in the resolved state for at least 10 seconds.

Tip: NetBeacon provides a ToolTip, such as the one shown below, for each check box to
explain the current setting.

[Minor alarms are MOT being received For this object, |

In the right panel, select the domain(s) or element(s) from which the selected recipient
should get alarm notifications. You can also choose any node within the element down to
the port level. By default, all alarms are inherited (gray). This means that if Major
Alarms are enabled for a domain, then Major Alarms for all elements, chassis, modules,
and ports within that domain will also be enabled.

000ee

= <Alarm Email= D ooom
El[Er <Damain: Argentina DEEEE
El-[=r <Domain Buenos Aires DEEEE

¢ o[ <Element> 172.18.1.38 DOEEE
[ <Domain> Pampas | o |
57 «Domains Rosario Do
E-E <Eement>172.18.3.200 ] [ [ [
B[ «Pseudo-Stack:> 1 DEEEE

Bl <Chassis> 1 DEEEE

EI[EP =Module:= 1 DEEEE

; [ «part>1 DEEEE

I 0> B O N [ I I

= <Module> 2 DEEEE

o] <Port> 1 DEEEE

G - O N T

-3 <Domain: Chile DO EE

3. Click Receive All to allow all alarms from the selected node to be sent to the recipient.
The gray check boxes now display color-coded icons for the node. In the following
example, the Pampas domain was the selected node. The recipient will receive all minor,
major, and critical alarms as well as all traps and reports from everything within the
Pampas domain. Expand the view under the Pampas and you can see that each node
below it is now enabled. The icons are a lighter shade than the Pampas color, indicating
that they are inherited from the parent.
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== <Domain Pampas
= <Alarr Emal= ||%||%ll%llglllgl EIB <Element > 172,183,200
E1-{ <Domain> Argentin DOEEEE =& <Pseudo-Stack> 1

B «Chassis= 1
== <Module 1
o e[ wPort=1

B2 «Domain: Busnos Aires

O EEE
------ [ <Element 172.18.1.38 ] ] o ]}
000 @ e
DEERE

#-£3 «Damain: Pampas
B2 <Domainz Rosario
FhlZ2 <Flamants 172.18.3.201 ] [ [l [l [

: {3 =<Port=z
3 <Module= 3

F F F F

= = =
| | | |
=l s s P
] ] ] ]

o i i i i i i
] [ ] [\ [N’| [N [N’|

4. Select a node and click Receive None to prevent sending any messages from the node
to the recipient. The check boxes appear white, as shown in the following example in
which the Chile domain was the selected node.

L= <Alarm Emall=

E}[Er <Domain: &rgenting D |:| I:‘ I:‘ I:‘

EI[EP <Domain= Buenas Aires

OEEEE
------ [ <Element> 172,18.1,38 DomomE
Dol
OEEEE

| E-£3 <Domain: Pampas
¢ @3 <Domain: Rosario

&1 <Domainz Chile I

5. Select a node and click Inherit All to enable e-mail alarms and traps based on the
setting of the parent node. Example: The parent node is domain Chile and the selected
node is the domain Santiago. If Chile is configured to send no alarms to the recipient,
Santiago will not send any alarms too. If Chile is configured to send only Minor Alarms,
Santiago will also send only Minor Alarms to the recipient.

E}[Er <Diomain > Chile CICI0000]

6. Select a node and click Group All to enable/disable e-mail alarms based on the
recipient’s group setting. That is, if the group in which the recipient is a member
receives no alarms from the selected node, the recipient will also receive no alarms from
that node.

7. In addition to enabling/disabling all or no alarms and traps for a selected node, you can
configure a single alarm or trap. To change an individual alarm/trap setting, do one of
the following:

e Click on the icon or check box until the desired setting is achieved.

e Point the cursor at the icon or check box, then right-click on the mouse. When the
pop-up box appears, select one of the options:
Enable - sends the alarm/trap to the recipient.
Disable — does not send any alarm e-mails to the recipient.
Use Group Setting - e-mail notification depends on the setting of the group in
which the recipient is a member. For example, if the trap/alarm is disabled for the
group, the recipient will not receive any e-mail.
Use Parent Setting — e-mail notification depends on the setting of the node’s
parent. If the node’s parent is enabled to send the trap/alarm to the recipient, the
recipient will also receive alarms/traps from the node.
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[ ] Disable
|_/_{ Use Group Setking
D Use Parent Setting

8. Click Save.

Below is an example of an e-mail notice sent by NetBeacon.

B 172.18.1.5 Port11_2 Sensor, #3 Receive Level - sensor low (under, -19 dbm) with value of -40 dbm - Message (Plain Text) g@g|

i Fle Edit Wew Insert Format  Tools  Actions  Help
i aReply | S@Reply to Al | i Forward | & o [ | ¥ [ [ XK | e - ¥ - A | @ H
From: mstr@metrobility .com Senk:  Sun 9f25/2005 10:54 PM
Tar Jowice
o
Subject:  172.18.1.5 Porkl1_2 Sensor #3 Receive Level - sensor low {under -19 dbm) with walue of -40 dbm
Element: 17z.15.1.5
Level: MAJOR ALLARM
Ocourred: 9/25/05 10:53 PN
Description: Portll 2 Sensor #3 Receive Level - sensor low (under -19 dbm) with wvalue of -40 dbm

The following table describes the information included in each e-mail alarm notice.

Name Description

Element The IP address or DNS name of the element where the alarm occurred.

Level The severity of the alarm: minor, major, or critical.

Occurred The date and time when the alarm was recorded by the system monitoring elements.
Description | A description of the alarm.

To prevent users from receiving numerous repetitive e-mail messages at very high rates,
NetBeacon includes automatic e-mail flood suppression. After an alarm for which an e-mail
should be generated occurs, NetBeacon waits up to 30 seconds for subsequent alarms for
the same element and e-mail address. All subsequent alarms are bundled into one
combined e-mail message.

Once an alarm e-mail has been sent, NetBeacon will not send an alarm to the same user
regarding the same element until five minutes have passed, at which time the user will
receive an e-mail message containing all alarms for the last five minutes for the given
element, if any alarms for that element have occurred.

Entering the NetBeacon License

To use NetBeacon, you must register your software by contacting Metrobility to obtain a
license key code.
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Important: You will be unable to connect any Element Browsers to the Element Manager

if a valid license is not entered.

Requesting a NetBeacon License Key

1. Click the License tab in the NetBeacon Configuration window.

&4 NetBeacon® ESP - Configuration (localhost)

Licensedt0:| || Clear |

Connections | Organization ', Authentication ', Autharization ' Network ', Database ' E-Mail * License | Support i

Service v 1.0.0, Configurator v 1.0.0

2. Click Request License.

Entering the NetBeacon License

After you receive your license key, follow the steps below to register your software.
1. Click the License tab in the NetBeacon Configuration window.

2. In the set of five text boxes, enter your license key code.

Tip: You may copy the code from the e-mail you received from Metrobility and paste it

into the first text box. The license will fill all five text boxes.

3. Enter a name in the Licensed to textbox. (Optional)

4. Click Clear if you make an error and want to empty all text boxes.

5. Click Save.

Seeking Metrobility Support

Metrobility maintains an interactive, user-friendly, and up-to-date website to assist you in
locating technical information, solving problems, or answering questions. If you want more
information or help regarding any Metrobility product, click the Support tab in the
NetBeacon Configuration window. Under the tab, you will find several buttons and a link.
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£ 4 NetBeacon® ESP - Configuration (localhost) E|@|Pg|
Connections | Organization *, Authentication ', Authorization | Network ', Database ', E-Mail ' License " \

| Contact service@metrobility.com | | Frequently Asked Questions |
| Manuals | | Data Shests |
| Knowledge Base | | White Papers |
| Submit Ticket | | Browse Tickets |

hiktpe e riebrobility  comy'support

Service v 1,0,0, Configurator w 1.0.0 | Save | | Close

Click any of the buttons or hyperlink for support.

Button or Link Description

Contact

- - Send an e-mail to a Metrobility customer service representative.
service@metrobility.com

Manuals Download the most recent version of our hardware or software user
guides.

Knowledge Base Search our knowledge database for various product solutions.

Submit Ticket Report a problem or ask a question to someone in our technical support or

customer service department.

Frequently Asked Download documents from our technical reference library.

Questions

Data Sheets Download data sheets for any Metrobility product.

White Papers Download our latest white papers.

Browse Tickets View the status of your trouble ticket, create a new ticket, or respond to

an existing one.

http://www.metrobility.

com/support/ Go to Metrobility’s Support Helpdesk and choose any of the topics.
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Chapter 4. Learning about the NetBeacon Element Browser
Window

The NetBeacon Element Browser window is comprised of four panels. The upper left panel
displays the Domain Structure managed by the NetBeacon Element Manager. When you
select a domain from this panel, its elements are displayed below in the Network Elements
panel. The upper right panel graphically shows the device selected from the Network
Elements panel. The lower right panel uses a set of tabs which provide detailed information
about the selected element. In addition to the visual displays, the Element Browser includes
an audible alarm indicator to alert a network administrator about certain alarm condition.

Menu Bar H 4 NetBaocon® ESP - Elemant Brovear
Server | Alarm
Connection = Con o Indicators
Bar __| Curranty Mortored o, - .
T O S
3 Pampas )
Domain / saon Chassis
Structure , Pk E View
Panel © 2 i
= M Chss (ALC Chassis)
= Modulel
& Fortl L
@ Pt 2
= Moddel 2 1
- Pull_ﬁ_:_i
@ Motk e Siysten Info | Chassis | Modules |, Ports | Alsems i Trags ]
& Mockdey
Network 5% woss Sty | [TET
-l Madulst m 1 |ECGA Lab
Elements # 9 makr Syotm confct B 80
Panel :M‘;m 17 5ok Chassis 15"
@ Moduel L 172.17.1.%
@ Moddeiz 0 dews (Rast poded v,
& :m:j \»7Lm.« physical, catalek, ibeemes, end to-end, apploat
@ Modidets This elemant s in service. - . r ==
@ Moddels L apoty | [ Comcel ]« | Reofrosh Redsenver
B Moddel7 - | J
Information Tabs Remote Devices Power Supply Status

Resizing the Windows and Dialog Boxes

You can minimize, maximize, resize, and position most of NetBeacon’s windows and dialog
boxes. Each dialog box also appears as an item in the taskbar. In the NetBeacon Element
Browser and Configuration windows, you can resize any of the panels and table columns to
enlarge or reduce the viewing area by clicking on the dividers between the panels and
dragging them to the desired position. You may also move table columns to the left or right

by clicking in column heading and dragging the entire column to the new position. Use the
scroll bars to move either vertically or horizontally across a panel.
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Menu Bar

There are two drop-down menus, which you access from the menu bar. This section
describes each menu option.

File Menu

Mew WWindow

Close

Close all Connected to Server

Ezxit

Option

Use this option to:

New Window

Open a new, empty NetBeacon Element Browser window.

Close Close the selected NetBeacon Element Browser window. Other Element Browser
windows will remain open.
Close All Close all Element Browser windows (opened via File>New) connected to the

Connected to
Server

specified Element Manager server. If there are any Element Browser windows
connected to other servers, those windows will remain open.

Exit Close all Element Browser windows (opened via File>New) connected to all
Element Manager servers. Element Browser windows opened through
other means will remain open.

Help Menu
Abouk
Izer Manual

Element Manager Info

Option Use this option to:

About Display the software version number of the NetBeacon Element Browser
application. (See Checking the NetBeacon Version Number.)

User Manual Display this user’s guide in PDF format. You must have the Adobe Acrobat

Reader installed to view this guide.

Element Manager

Info

Display the version number of the NetBeacon Element Manager. (See Checking
the NetBeacon Version Number.)
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Shortcut Keys

The following table lists the shortcut keys supported by the NetBeacon Element Browser.

Option Shortcut Keys
Exit NetBeacon Element Browser ALT+F4
Cut CTRL+X
Copy CTrRL+C
Paste CTRL+V

Server Connection Bar

The server connection bar displays the IP address or DNS name of the NetBeacon Element
Manager and the port number through which communications are occurring. The status of
the connection to the Element Manager is also displayed. Depending on the current status,
the button on the far right, gives you the option to connect to or disconnect from the

server.

Server address: |I|:|calh|:|st

| Part: |5EIE~5 | |Status: Zonnected

Disconneck From Server

Alarm Indicators

Whenever alarm conditions occur on any of the elements you are monitoring, even those
that are not currently in view, NetBeacon alerts you audibly with a beeping sound. Three
types of alarm severities are reported by different sounds - the more severe the alarm is,
the faster and higher in pitch its tone will be. There is also an option to mute audio alarms.

) @1 055 1 7

o)) Click to activate or mute audio alarms. The image is dimmed when sounds are

muted.

@1 Indicates the number of critical alarms recorded by NetBeacon. Flashing icon
indicates at least one critical alarm has not been either acknowledged or resolved.
This example indicates there is one critical alarm.

055 Indicates the number of major alarms recorded by NetBeacon. Flashing icon
indicates at least one major alarm has not been either acknowledged or resolved.

This example indicates 55 major alarms.

I 7 Indicate the number of minor alarms recorded by NetBeacon. Flashing icon
indicates at least one minor alarm has not been either acknowledged or resolved.

This example indicates 7 minor alarms

In addition to audible alerts, NetBeacon provides several visual alarm indicators. The alarm
icons in the upper left corner change from gray to red or yellow and begin flashing as soon
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as an alarm condition occurs. In the chassis view, a color-coded alarm icon flashes in the
upper left corner of the chassis, module, port, or front-facing power supply, where the event
occurred. Alarms are not displayed on remote units or rear-facing power supplies.
Additionally, the name of the domain in the Domain Structure panel, up to the highest level
domain, flashes in red text. In the Network Elements panel, the IP address or DNS name of
the element also flashes in red text. Each node of the tree, down to the actual port or
module which recorded the problem, also flashes in red. Icons remain flashing until they are
acknowledged or resolved. To view a listing of all recorded alarm and trap events, click the
Alarms & Traps tab. Double-clicking on an alarm icon in the chassis view automatically
opens the Alarms & Traps tab, if it is not already active, and the alarm is highlighted. Refer
to Chapter 8. Monitoring Traps and Alarms for further information.

Domain Structure

When you configured the NetBeacon Element Manager, you added each element you want
to manage into a hierarchical structure. In the NetBeacon Element Browser, the Domain
Structure panel displays that hierarchy. When you select a domain from this panel, all the
elements within it are displayed in the Network Elements panel located directly below. In
the example shown below, if Argentina is selected, all the elements in the Buenos Aires,
Pampas, and Rosario directories will displayed in the Network Elements panel. If Buenos
Aires is selected, only the elements in the Buenos Aires directory will be shown in the
Network Elements panel.

[= Domain Structure

(20 [Currently Monitored
= argentina

3 Buenos Aires
3 Pampas
3 Rosarin

Within the Domain Structure is one named Currently Monitored. This domain contains a
list of the all network elements that have been selected for monitoring by the Element
Browser thus far. The list grows continuously as you select elements from the various
domains.

You can right click on any domain to open a pop-up menu that allows you to monitor or stop
monitoring all elements in that domain. There is also an option to monitor the domain’s
elements for alarm conditions only. Click on the menu option to select it.

| Domain Struckure
(0 Currenbly Monitored
El-[= Argentina

t(C2 Buenas £
i3 Pampas Monitor all elements in "Buenos Aires" - alarms only
P (3 Resario Maritor all elements in "Busnos Aires"
B-C3 Chile
Stop monitaring all elements in "Buenos Aires”
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Network Elements

When a folder in the Domain Structure is selected, its contents are displayed in the Network
Elements panel. The element you select from the Network Elements list is presented
graphically in the chassis view, and the information tabs below the image contain details
related to the element. The selected element is highlighted.

Expanding and Collapsing the Network Elements List

You can expand the list of network elements so that the modules and ports associated with
those elements are displayed. The expanded list will include any remote access or services
line cards that are part of the element. If the element consists of a stack of two or more
chassis, you will be able to see each chassis, its modules, ports, and remote units.

Metwork Elements

F-@ 172,17.1.3
H-@ 172.17.1.4
S-@ 172.17.1.5

-l Chassis

5@ Modulel

@ Portl_|
S-@ Portl_2
=@ Modulel_2_1

@ Portl 211 Remote Access Line Card or
S@ Portl 2.1 2 Remote Services Line Card
th-- @ Modulez
i@ Module3
b @ Moduled
t- i@ Modules
th-- @ Moduled
i@ Module?
£ @ Moduled
tH--ig Module10
HH
H
HH
H
HH
H
tH

i Module11
@ Module12
i Module13
@ Module14
i Modulel5
@ Modulels
i Modulel?

e OO0 e OO s O o O s OO s OO s OO o N s O s OO s OO0 o OO O oy IO

Click B or [ to collapse or expand a particular node in the tree. To see all of an element’s
components, do the following:

e Select the element from the Network Elements panel.
¢ Right click to open the pop-up menu.

e Select Completely expand as shown below.
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Metwork Elements
@ 172,18,3,200
il 172,158,320

Manitor 172,158.3.201 - alarms only

Skop monitoring 172,18.3.201

Completely expa

Completely collapse 172,183,201

e Select Completely collapse to minimize the view.

The Network Elements pop-up menu options are described in the following table.

Menu Option Description

Monitor - alarms Unmanage the element, but allow NetBeacon to receive and report traps and
only alarms.

Stop monitoring Unmanage the element.

Monitor Fully manage the element.

Completely expand | Display all nodes for the element in the Network Elements panel, including
remote units connected to any of the ports.

Completely Minimize the view displayed in the Network Elements panel. Only the IP
collapse address or DNS name will be shown if this option is selected.

The Element Browser uses colored bullets to represent the status of the elements, modules,
and ports. When you expand the Network Elements list, a chassis icon appears. To monitor
the port status on a device in the Network Elements list, expand the view to the port level.

(=" A green bullet can indicate any of the following:
¢ Element is being managed by the NetBeacon.
e The module has passed diagnostics and is functioning.
e Port link is up.

-] A red bullet can indicate any of the following:
¢ NetBeacon is unable to reach the element or has lost communications with
the device.

e The module has failed diagnostics.
e Portink is down.

@ A blue bullet indicates the port has been administratively disabled, or NetBeacon
is only monitoring the element for alarms and traps.

- A purple bullet indicates the port is administratively disabled and the port has a
fault, such as no link or Far End Fault.
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An orange bullet indicates a signal has been detected on the port, but a link could

’ not be established (e.g., there is a speed mismatch).

2 A yellow bullet indicates a Far End Fault condition has occurred on the port.
A white bullet indicates the element is available, but it is not selected.

@ A gray bullet indicates link status is unknown or not applicable to the port (e.g., it
is a serial port).

- A flashing bullet indicates that the NetBeacon is attempting to reach the element.
The alternating colors will vary, depending on its current status.

i A Metrobility device (e.g., chassis, services line card).

Chassis View

NetBeacon provides a dynamic graphical display of the selected element, showing the
complete front view of the device. Each line card is accurately displayed with all ports,
switches, labels, and LEDs included. Blank panels and line cards are shown in black except
for the following which are blue: R502-M management cards, access line cards, and services
line cards. Ports are displayed in various colors depending on the port state or if a specific
condition has occurred.

[3

Green indicates an active link on the port.

Red indicates no link is detected.

Blue indicates the port is administratively disabled.

Purple indicates the port is administratively disabled and the port has a fault, such
as no link or Far End Fault. The port could be administratively disabled to prevent
errors from being reported.

Yellow means a Far End Fault condition has occurred.

Orange means a signal is detected, but it is not locked.
(Link down, line up.)

A gray port indicates link status is not applicable to the port (i.e., it is a serial
port) or the port is in an unknown state (this may occur at startup).

NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide 71



The LEDs, which are green or amber when lit, are shown in their actual states which may be
off, on, or blinking. The following illustration shows an example of a 17-slot chassis with a
management card, several line cards, and blank panels.

5
Zagilc: REDOD

Power Supply Status

Below the chassis image, the status of the power supply modules is provided in a graphical
format as shown in the following example. This feature is especially useful for chassis with
power supplies located in the rear. The power supply status may be On, Off, or Removed.

Pawer Supply &: On Q) Power Supply B: On Q) Power Supply Status Indicators

Remote Devices

Remote devices connected to an access line card or services line card are shown below the
card to which they are physically connected. Remote management is achieved through
Metrobility’s patented Radiance technology or the IEEE 802.3ah protocol.

Remote Devices
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Chassis in Stack

When the selected element consists of a two or more stacked chassis, only one chassis is
shown at a time. Below the chassis image, a number is shown for each chassis in the stack.
For example, if there were three chassis, the numbers 1 through 3 will appear. The chassis
number of the device currently in view appears in blue. Click Previous or Next to view
other chassis in the stack.

| Prewvious | 12| Tek |

Discovery Status Bar

Each time NetBeacon connects a new element, the discovery progress is displayed in a
status bar located in the lower left corner of the chassis view. As the discovery proceeds,
the blue area increases to show the actual progress. The name of the last SNMP table that
NetBeacon successfully reads is printed in the status bar. Discovery usually takes less than
a minute, however, sometimes it can take several minutes.

- PhysEntity |

Information Tabs

NetBeacon organizes information about the network elements through the use of tabs. Each
tab contains different information relevant to the selected element. The tabs displayed will
vary, depending on the element selected. For example, a stand-alone services line card
does not include the Chassis and Modules tabs, however, it does include additional tabs that
are not available to other line cards.

You cannot change any shaded (grayed) field information; this information is for display
only. You can edit field information with a white background (e.g., system name or
location).

Tabs Description

System Info System information about the selected device, including the name of the device, its
physical location, a contact name, its description, its IP address, system uptime and
services.

Chassis Basic information about each device in the selected stack, including the location in
the stack, the device name, part number, asset identifier, and description. A single
chassis is treated as a stack of one.

Modules Information about the replaceable cards, including the management card, installed
in the chassis. Includes each card’s location, name, type, asset identification, and a
brief description.

Ports General port information including location, name, type, link status, and speed.
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Tabs

Description

Alarms &
Traps

Alarm messages and SNMP traps that relate to the configuration or status change of
a device, module, or port. Alarm information includes the element on which the
alarm occurred, a description of the alarm, the start and end times, and
acknowledgement indicator. Through the NetBeacon EM Admin Tool, you can filter
or forward these messages via e-mail to a network manager.

The following information tabs are only applicable to stand-alone services line cards and
Ethernet services provisioning platforms.

Tabs

Description

Module
Information

Hardware information about the device, as well as its part number and serial
number.

Network Network configuration information, including the element’s IP address, MAC
address, network mask, gateway, SNMP community strings, DHCP parameters,
management VLAN, and loopback timeout period. On some devices, this tab also
includes Logical Services Loopback configuration parameters and other switch
settings.

Firmware Information related to the element’s embedded software (FPGA, OS). Also includes
information about the server from which new firmware can be downloaded.

Trap SNMP trap destinations table, Address Resolution Protocol (ARP) table, and user

Manager/ARP | VLAN information. Also provides the ability to add, delete, or edit entries. (This tab

/VLAN is only applicable to the 10/100 Mbps services line card.)

Traffic Traffic classification information for choosing the prioritization method or assigning

Management | queues. Only applicable to the 10/100 Mbps services line card.

Sensors Temperature and voltage regulator gauges. For the Ethernet services provisioning

platform, fan gauges are also included.
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Chapter 5. Managing the Elements

This section describes the NetBeacon management features and how to use them to monitor
the elements in your network. The topics covered in Chapter 5 include the following:

e Connecting to an Element

e Displaying System Information

e Monitoring the Chassis

Important: You cannot change any information that is shaded (grayed); this information
is for display purposes only.

Connecting to an Element
1. Open the NetBeacon Element Browser window.

2. In the Server address text box, type the IP address or DNS name of the NetBeacon
Element Manager service.

3. In the port text box, type the port number through which communications should occur.
4. Click Connect to Server.

5. In the Login window, enter your user name and password. If necessary, enter your
Windows XP domain name.

(]

e 1 Login
Enter wour username and password ko login:
Enter wour username and password to login: T | |
SIS | | Passwotd: | |
Password: | | Damain: |metr0hilit\; |
| ok || cancel | | ok || Cancel |

6. Expand the Domain Structure in the upper left panel and select the domain name that
contains the element to which you want to connect. The selected domain’s elements
appear in the Network Elements panel.

7. From the Network Elements panel, choose the element. The selected element appears in
the chassis view, and the information tabs are filled.
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File  Help
Server address: Port: [s06s | [Status: Connected | | Disconnect from Server < @: @: @
L= Damain Structure 4

[0 Cuerently Moritored H

[ Argentina
i3 Buenos Aires
{3 Pampas
{3 Rosario
== Chile
{13 Santiago

L3 Temuco
2 Vina del Mar

av av
Netveork Elements System Info | Chassis ', Madules ', Parks | Alarms & Traps |,
E-@ 1721815
(= I Module1 1 systemname | |
@ Port_Mgmt
@ Portllt System lacation | |
@ Portil_? System contact | |
E- @ 172.18.3.201 ) -
Description 2 5lot Chassis Front ACIAC 19"
& M chasis 3 | / |
5@ Moddlel Paddess  [172.18.3.201 |
Lo Partl 1 System up time |7 days 0Lh:08m:29s (last palled value — 7 days D1h:08m:27s) |
Lo Port1_3
E1-@ Moduez - System services |physical, datalink, internet, end-to-end, applications |
[ ——l This element is in service. NetBeacon is registered to receive traps from this element.

@ Portz_2

apply | [cancel ] o[ Refresh || Rediscover

Displaying System Information

The System Information tab displays information about the selected element, including the
system name, location, contact, description, IP address, uptime, and services.

The only information you can change are the system name, its physical location, and the
name of a contact person.

To view information about an element, do the following:
1. From the Network Elements list, select the element you want to view.
2. Click the System Info tab.

3. In the white text boxes, enter the device name, location, and contact, if you want to add
or edit this information.

.. 4
Syskem Infa \Chassis \ Modules \Ports \P.Iarms & Traps ‘\

System name |Engineering Test Device #2 |

System location |25 Manchester St., Merrimack, Room 222, Rack 3, Shelf 4 |

Systern conkack |Theresa #3411 |

Description |2 Slot Chassis Front ACHAC 19"

System up time |? days 01h:11m:50s {last polled value — 7 days Oih:1im:43s)

|
IP address [172.18.3.201 |
|
|

System services |physical, datalink, internet, end-to-end, applications

This element is in service, MetBeacon is registered to receive traps from this element.

| Apply || Cancel Refresh || Rediscaver |
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Do one of the following:

e Click Apply to confirm any changes.

¢ Click Cancel to discard your changes and return to the last saved settings.

e Click Refresh to update all system information the server has cached regarding the

selected element.

¢ Click Rediscover to repoll the element and receive new SNMP data. When the
confirmation dialog box appears, click Yes to proceed. As NetBeacon reads the SNMP
data tables, a status bar located below the chassis displays the discovery progress.

The following table lists the information shown under this tab, along with a brief description

of each field.

Name

Description

System name

Name of the element.

System location

Physical location of the element.

System contact

Person or group to contact regarding the element.

Description

A description of the element.

IP address

The IP address of the element.

System up time

The length of time that the system has been running since it was last reset.

System services

The system-level services available on the element. Below this field are two
statements indicating whether the element is in service, and if NetBeacon is
registered to receive traps from it.

Status line (not
labeled)

Located just below the table, this line of text indicates whether or not an
element is in service, and whether or not NetBeacon is registered with the
element for traps.

Monitoring the Chassis

The Chassis tab displays information about all the chassis in a stack configuration, as shown
in the example below. For an element that is not part of a stack, only a single chassis is

listed in the table.

System Info * Chassis \I.IMu:uduIes \Pu:urts ‘\F\Iarms & Traps \,I

Location Mame {Alias) Part Number fsset ID Descripkion
Chassis 1 Chassis1 RS000-17H3 17 Slot Chassis 19"
Chassis 3 hassis3 RE000-17HS 17 Slot Chassis 19"

The following table lists the Chassis tab fields, along with a brief description of each field.
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Name Description

Location Chassis number in the stack.

Name (Alias) The name of the chassis. If a user assigned a hame to the chassis, this alias will
be shown in parentheses.

Part Number The part number assigned to the chassis for identification purposes.
Asset ID User-defined asset tracking identifier.
Description Details on the type of chassis.

Resizing Table Columns

You may resize any of the table columns in the NetBeacon Element Browser. To enlarge or
reduce the width of a column, place the cursor on one of the column dividers in the table
heading, click and hold down the mouse button on the divider, and drag it to the desired
position. You may also move table columns to the left or right by clicking in the column
heading and dragging the entire column to the new position. If the table is too long or wide,
use the scroll bars to move either vertically or horizontally across a table too see its entire
contents.

Displaying Chassis Information

To display chassis information, do the following:

1. From the Network Elements panel, select the element.
2. Click the Chassis tab.

3. From the Chassis table, select a chassis by double-clicking on it. Alternatively, you can
double-click on the chassis in the image panel.

The Chassis Information dialog box appears. The top half of the dialog box displays
information relating to the chassis hardware and is described in the following table.

Name Description

Alias The default or user-defined name of the chassis.

Asset ID User-defined asset tracking identifier.

Description Details on the type of chassis in which the modules are installed (for
example, number of slots and type).

Part number The part number assigned to the chassis for identification purposes.
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Name Description

Number of slots The number of slots the chassis contains: e.g., 2, 12 or 17.

Serial number The serial number assigned to the chassis for identification purposes.

Manufacture date | The date the chassis was manufactured.

Hardware revision | The version of the chassis backplane.

B4 Chassis Information for 172.18.3.201
172.15.3.201 » Chassis

Alias |Chassis | Asset ID | |
Description |2 Slot Chassis Fronk AC/AC 13" | Part rumber |R1000-AAF |
MNumber of slats |2 | Serial number |8011502898 |
ManuFacture date |2E|E|1-E|4-19 | Hardware revision |.0. |

TEMPERATURE FPOWER SUPPLY A FPOW
53

Marne Status Type Tinimum valts Current vaolts Maxirnurn violks
Paower Supply & on il 5.000 5.300 5.600
Power Supply B on il 5.000 4,525 5.600
I [al'4 I | Apphy | | Zancel . Reset Chassis | | Reset Chassis to Defaulk |

4. To change the alias or to enter an asset identifier for the chassis, type them in the white
text boxes.

5. Do one of the following:
e C(Click OK to apply any changes and close the dialog box.
e Click Apply to confirm any changes and keep the dialog box open.

e Click Cancel to discard your changes and close the dialog box.

Displaying Temperature and Power Supply Information

The bottom half of the Chassis Information dialog box displays environmental information,
including the temperature of the chassis, the voltage supplied by each power supply, and
the operating status of each power supply. Voltage and temperature information are
displayed using both a graphical and textual format.

The table below describes the color coding used on the gauges.
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Color

Description

Green Normal operating range.

Yellow Warning: above or below the recommended operating range.
Blue Danger: voltage/temperature is too low.

Red Danger: voltage/temperature is too high.

The following ta

ble describes the power supply information fields.

Name

Power Supply
AorB

Description

A device may have one or two power supplies, denoted Unit A (on the left) and
Unit B (on the right).

Status

Operational status of the power supply, either ON or OFF.

Type

Type of power supply: AC or DC.

Minimum volts

A predefined value representing the minimum voltage that the power supply should
provide.

Current volts

The current voltage output by the power supply.

Maximum volts

A predefined value representing the maximum voltage that the power supply
should provide.

Resetting the Chassis

NetBeacon provides two ways to reset a chassis:

e C(Click Reset

Chassis to reset the management module in the chassis, as well as each

module installed in the chassis, and any remote units connected to those modules.

When the confirmation dialog appears, click Yes to reset the chassis.

e C(Click Reset

Chassis to Default to reset the chassis to its factory default settings.
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Chapter 6. Configuring the Modules

Through the NetBeacon Element Browser, users can monitor and configure any of the
modules they have permission to manage. In addition to overriding hardware switch
settings, users can enable advanced functions such as Switch On No Activity Received
(SONAR) on the redundant interface line card and Backpressure (half-duplex flow control)
on the 10/100Mbps line card.

This chapter includes the following topics:

e Displaying Module Information

e Opening the Module Configuration Dialog Box

e Applying Link Loss Carry Forward

e Making Module Configurations

e Managing the Access Line Card

e Configuring the Redundant Interface Line Card

e Configuring the 10/100 Mbps Line Card

e Managing the Chassis Stacking Line Card

e Configuring the Management Module

e Configuring the Services Line Card

e Configuring the RS960

Displaying Module Information

The Modules tab displays information about the modules (e.g., management card or
services line card) installed in the selected element, along with any remote modules. If the
element is a stack of two or more chassis, all modules in the entire stack are included.

Information includes the location, name, type, part number, asset identifier, a brief
description, and the uptime of each module.

1. Click the Modules tab to display the module information table.
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System Info | Chassis ' Modules \Ports | Alarms & Traps
Location Mare {Alias) Type Part Mumber Asset [0 Description Up Time
Slot 2 Maodulez Interface 7131-12-75 |Metro 012763 [100M SC SM 1550nm Ex-Long Haul |day 006 04h:37m:52s
Slak 3 Maoduled Redundant Interface |7711-11-75 [0S0929175019  |10M TP to Redundant TP day 006 04h:37m:33s
Slot Moduled Mulkif.ake R.350-55 rultif ke Optical Transponder day 006 04h:37m: 335
Slak 5 MaoduleS Stacking R104-11 050929175021 |10/100 Four Port Switch day 006 04h:37m: 345
Slok 6 Moduled Transparent R141-14 050929175022 |10+1000M Tx to FX SM}SC day 006 04h:37m: 34s
Slak 7 Maodule? Access RZ31-14 100M T¥ to Fx SMISC S/TP day 006 04h:37m: 355
Slat 7, Part 2, Remote 1 [Module?_2_1 Access RZ31-14 100M T¥ ko Fx SMISC S/TP day 006 04h:37m: 345
Slot & Moduled Rate Adapter REZ1-11 a 10,1000 T ko 10/100M T day 008 04h:37m: 365
Slak /10 Maoduleln Redundant Interface |R732-14 100M T-Dual Fi SMISC SOMAR. day 006 04h:37m: 36
Slok 11 Modulel 1 Services RE51-15 1G T ko Fix SLC day 001 04h:55m: 34s
Slok 11, Port 2, Remote 1 [Modulell_2_ 1 |Services RE51-15 1 T¥ to Fx SLC day 000 05h:13m:50s
Slat 12 MaodulelZz Gigabit Interface v3  |R153-35 1G F¥ to Fx day 006 04h:37m: 385
Slot 13 Module13 Inkerface 7131-54-75 1000 F(Mm 3T) ko Fxish 500 day 006 04h:37m: 355
Slat 15 Modulel15 Auto Interface w3 RE43-13 10/100 T ta 100M Fi pMfSC day 006 04h:37m: 385
Slot 16 Modulela Skacking R104-11 Four Pork Switch day 006 04h:37m: 355
Slat 17 Module17 rManagement RS0Z-M Management Module Dual Park day 006 04h:537m:40s

The following table lists the information shown under the Modules tab, along with a brief
description of each field.

Name

Description

Location

The slot where the module is installed.

For a remote access or services line card, the local module’s port to which it is
connected and the remote card number are also included. In the example
shown above, a remote access line card is connected to port 2 of the module in

slot 7.

If the element is a stack of two or more chassis, the chassis number in the
stack is also included, as shown below.

Lacation

Chassis 1, Slak 1

Chassis 1, Slok 2

Chassis 1, Slok 3

Name (Alias)

The default or user-assigned name for the module. The name assigned by the
user is shown in parentheses.

Type

The type of module — a management card, an access line card, an interface line
card, a services line card, etc.

Part Number

The part number assigned to the module for identification purposes.

Asset ID User-defined asset tracking identifier.

Description Details on the module’s specifications.

Up Time Length of time that the module has been up since it was last reset.
82 NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide




Opening the Module Configuration Dialog Box
To open the Module Configuration dialog box, do one of the following:

e In the chassis view, double-click anywhere on the image of the desired module,
except on its ports.

e Under the Modules tab, double-click anywhere in the row of the desired module.

e In the Network Elements panel, right-click on the desired module and select Show
configuration dialog from the pop-up menu.

The Module Configuration dialog box displays hardware information specific to the module
you selected. The dialog box may contain more than one tab.

EA Module Configuration - Slot 1

172.17.1.15 « Modulel

e Trformator]
Alias | 160836 ManuFacture date 2005-04-20
Type Inkerface Hardware revision A
Description 10M TP ko BMC Diagnoskic best status | Good
Part number  |R111-12 Oper status enabled
Serial number | BOD4601450 Asset ID |44I3816

Ports on this module: o Port 1 @ Part 2

+ | Reset Module Reset Module to Default

The following table describes the fields shown for all modules under the Module Information
tab in this dialog box. For most modules, this is the only tab provided.

Name Description
Alias Default or user-defined name of the module.
Type The type of module installed in the slot. For example, an access line card or

a management card.

Description Details on the module’s specifications.

Part number The part number assigned to the module for identification purposes.
Serial number The serial number assigned to the module for identification purposes.
Manufacture date The date the module was manufactured.

Hardware revision The version of the module’s circuit board.

Diagnostic test status The results of the diagnostics test of the module.
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Name Description

Oper status Operational status of the module, either Enabled or Disabled.

Asset ID User-defined asset tracking identifier.

The following table describes additional read-only fields shown with certain modules under
the Module Information tab.

NOTE: Not all fields are applicable to every module.

Name Description

FPGA revision Version number of the module’s Field-Programmable Gate Array code.
PIC revision Version number of the module’s microcontroller firmware.

CPLD revision Version number of the module’s Complex Programmable Logic Device.

Opening the Port Configuration Dialog Box

To open the Port Configuration dialog box for the ports on the selected module, click on any
of the blue hyperlinks.

Ports on this module: o8 Pork 1 o Pork 2

Module Configuration Dialog Box Button Options

| Ik || apply || Cancel Reset Module || Reset Module ko Defaul

All Module Configuration dialog boxes provide five buttons, shown above. For a services line
card, an additional reset button | Hard Reset Madule | is provided. The button functions are
described in the following table.

Name Description

OK Save any changes that were entered and close the Module Configuration
dialog box.

Apply Save any changes that were entered and keep the dialog box open.

Cancel Discard any changes that were entered and close the dialog box.

Reset Module Reset the selected module.

Reset Module to Default Reset the selected module to its factory default settings.

Hard Reset Module Force a register reset on the services line card. Use this option only if a
regular reset is ineffective.
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Tip: For simplicity, this manual instructs you to click OK after making changes,
although you may also click Apply.

Changing a Module Name and Asset ID

1.

2.

3.

4.

Open the Module Configuration dialog box.
In the Alias text box, type the name’ you want to assign to the module.
In the Asset ID text box, type the asset tracking identifier? to assign to the module.

Click OK.

Resetting a Module

To reset a module, do the following:

1.

Open the Module Configuration dialog for the module you want to reset. At bottom of
the dialog box, there are two reset buttons.

Click Reset Module if you want to reset the module; or click Reset Module to Default
if you want to reset the module to its factory default settings.

When the confirmation dialog box appears, click Yes.

Applying Link Loss Carry Forward

In addition to changing the name and asset ID, you can enable or disable Link Loss Carry
Forward (LLCF) on the many of the modules.

When LLCF is enabled, if one port loses link, the module will not transmit a link pulse from
the other port.

1. Open the Module Configuration dialog box by double-clicking on the module in the
chassis view or on a row in the Modules table.

2. From the Link Loss Carry Forward drop-down list, select enabled or disabled. LLCF is
disabled by default.

! There is a limit of 32 characters for the module name. Do not use the following characters: . ; & =: " <> .

2 There is a limit of 32 characters for the asset ID. Do not use the following characters: . ; & = : " < > .
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£4 Module Configuration - Slot 2

prefect « Module2

o formatin]|

Alias |M0du\92 | Manufacture date |2001-D4-18 |
Type |Interface | Hardware revision |A |
Description | 100M SC SM 1550nm Ex-Long Haul | Diagnostic kesk status |G00d |
Part number |?131-1J-?5 | Oper skatus |enabled |
Serial number [s | Asset 1D [Metro 012763 |
Link Loss Carry Forward |disabled v|

Ports on this module: & Porb 1 o Port 2
I OF I | Apply | | Cancel . Reset Module | | Reset Module to Defaul:
3. Click OK.

Applying Copper Loss Carry Forward

Copper Loss Carry Forward (CLCF) is only applicable to the 1000Mbps TX-FX line cards.
CLCF is disabled by default.

When CLCF is enabled, the fiber port’s transmitter shuts down if the copper port stops
receiving link pulses. To apply CLCF, do the following:

1. Open the Module Configuration dialog box for the 1000Mbps TX-FX line card to
configure.

2. From the Copper Loss Carry Forward drop-down list, select enabled.

3. Click OK.

E A Module Configuration - Slot 9 Z E|fg|

172.17.1.4 « Modulel_9
oo rfarmaton]|
dlias [Module1_g | Manufacture date  |2005-01-25 |
Type |Gigabit Interface | Hardware revision |3 |
Description | 1000M T ta MR SM{5C | Diagrostic test status | Good |
Part number |R152—1F | Oper stakus |enab|ed |
Serial number |an31298211 | AssetID | |
Copper Loss Carry Forward |enabled v|
Ports om this module: @ Port 1 Wb Pork 2
| [0]'4 | Apply Cancel . Reset Maodule Reset Module bo Default
e —__—__—_--

Making Module Configurations

This section describes how to configure unique functions associated with various types of
modules.
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Setting the Data Rate for a Multi-Rate Line Card

The multi-rate line card provides a transparent interface for multimode, singlemode,
bidirectional wavelength division multiplexing (BWDM), and coarse wavelength division
multiplexing (CWDM) connections across a wide range of protocols with data rates ranging
from 44.736 to 2666.057 Mbps.

1.

In the chassis view, double-click on the multi-rate line card you want to configure. The
Module Configuration dialog box appears.

E4 Module Configuration - Slot 4

prefect « Moduled
o rmaon] |
Alias |Module4 | Manufacture date |2IJD4-DB-03 |
Type |Mu|tiRate | Hardware revision |2 |
Description |Mu|tiRate Optical Transponder | Diagnostic kest status |G00d |
Part number |R380—SS | COper status |enahled |
Serial nurber |Do42400005 | AsserD | |
Link Loss Carry Farward |disabled v| Data rate (Mbps) |anv protocol v|
Ports on this module: & Port 1 W@ Pork 2
| K | | Apply | | Cancel . Reset Madule | | Reset Maodule ko Default |
—

2. Select one of the speed settings provided in the Data rate drop-down list. The values are

given in megabits per second (Mbps).

Select any protocol if you want the multi-rate line card to be protocol transparent. This
is the default setting, and it allows the card to bypass its clock and data recovery circuit.

Select auto detect if want the multi-rate line card to automatically determine which
data rate to use on both ports. In this mode, the speed is determined by the data rate of
the first active device the multi-rate line card detects through one of its ports.

3. Click OK.

Setting the Transparency Mode on the R141, R111-13-B, or R11-15-B Line Card

1.

In the chassis view or in the Modules table, double-click on the R141, R111-13-B, or
R11-15-B line card. The Module Configuration dialog box appears. The dialog provides
the standard module information, with one addition—the Complex Programmable Logic
Device (CPLD) revision number or letter.
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2.

3.

E 4 Module Configuration - Slot 7

172,158.3.200 » Module?

Module InFarmakion \

Alias |M0dule? Manufacture date 2005-01-14
Type Transparent Hardware revision A
Descripkion 10+100M Tk ko BWDM 13107 Diagnostic test status | Good
Part number R141-1% Oper status enabled
Serial number 044700028 Asset ID

CPLD revision 1
Transparency mode | enabled v|

Ports on this module: o Port 1 @ Port 2

.

Reset Module || Reset Module to Default

Set the Transparency mode to enabled or disabled.

When the Transparency mode is enabled, the line card becomes completely transparent
to the end devices connected to the card’s two ports. This allows the end devices to
negotiate which speed and duplex they will use for data transfer. (For the R111-13-B
and R111-15-B, only the duplex mode is negotiated, because the card only supports one
speed, 10Mbps.) An advantage of having the Transparency mode enabled is that it
allows both end devices to become aware of any link failure that may occur between
them.

When the Transparency mode is disabled on the R141, the speed is determined by the
DIP switch setting or by the speed setting that is configured though software (refer to
Setting the Speed on the R141 Line Card).

When the Transparency mode is disabled on the R111-13-B or R111-15-B, you must
manually set the speed and duplex on both end devices to the same setting. That is,
both end devices must be set to 10Mbps full-duplex, or both devices must be set to
10Mbps half-duplex.

Click OK.

Managing the Access Line Card

Applying Write Protection on an Access Line Card

By default, the access line card is not write-protected. To prevent a remote access line card
from making changes to a locally managed card, do the following:

1.

Double-click the local access line card in the chassis view to open the Module
Configuration dialog box. Write protection is not applicable to remote devices.

The access line’s Module Configuration dialog box contains two tabs. Click the Module
Information tab.

Select write protect enabled from the Remote write protect drop-down list.
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Femote write protect |write prokect disabled -

write protect enabled
write protect disabled

4. Click OK.
LLCF Warning

Link Loss Carry Forward can be enabled and disabled on both the local and remote access
line cards. However, be aware that if you do enable LLCF on the remote card and its
Ethernet link goes down, you will lose the ability to manage that card. If you attempt to
enable LLCF on a remote access line card, a warning message will appear:

NetBeacon fg|
WARMNING: IF wou enable Link Loss Carry Forward For a remote module,
? wou will not be able to manage that module any time the remote

Ethernet link is down.

Do waou wish to proceed with enabling LLCF?

ez J[ w0 |

Enabling LLCF on a remote access line is NOT recommended.

Displaying Sensor Information for an Access Line Card or Access ONU

The access line card and the access optical network unit (ONU), which can be connected
remotely, contain a temperature sensor and two or three internal voltage regulators. To

view information about the regulators and sensor, do the following:

1. Open the Module Configuration dialog box for the local or remote access line card or
remote access ONU.

Local Access
Line Cards \

Remote Remote Access

Access ONU Line Card

2. Click the Sensor Information tab. The access line card voltage and temperature
gauges appear.
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]

g A Module Configuration - Slot 7, Port 2, Remote 1
prefect « Module? _Z_1

Module Information * [Sensor Information \\

NOMINAL 1.8 VOLTS

VOLTS

Parts on this module: o Port 1 o Port 2

| [al'4 | Apply Cancel . Reset Module Reset Module to Default
e —

The table below describes the color coding used on the gauges.

Color Description

Green Normal operating range.

Yellow Warning: above or below the recommended operating range.
Blue Danger: voltage/temperature is too low.

Red Danger: voltage/temperature is too high.

Configuring the Redundant Interface Line Card
To configure a redundant interface line card, do the following:

1. In the chassis view or Modules table, double-click the redundant module to configure
The Module Configuration dialog box for a redundant line card appears.
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EA Module Configuration - Slot 13

172,17.1.3 « Module3_13

Module Information \

Alias | Module3_13 | Manufacture date |2003-10-24 |
Type |Redundant Interface | Hardware revision |.ﬂ. |
Descripkion | 1G F¥ to Dual Fx | Diagnostic best status |Gnnd |
Part number |R?52—SS | Ciper status |enab|ed |
Serial number |DO33200133 | Msset ID | |
Link Loss Carry Forvard |disab|ed v| Active port |primary |
Secondary switch-owver |has not occurred | Maode |dynamic rECOVEY vl
SCIMAR |enabled v| Loss of ackivity time {secs) | z |i|
Mode Control

Select 4/
Auto-restare primary circuit

Link pulse control bath -
Redundant transmission

Ports on this module: @ Portl o Porb 2 W Port 3

| Ok | Apply Cancel . Reset Module Reset Module to Defaul

The dialog box displays the Mode and Mode Control settings for the selected module and
active port. You can override the DIP switches on the board by changing these settings.

2. Select the Mode option: dynamic recovery or select AB.

Dynamic Recovery Mode
When dynamic recovery mode is active, both links are directed to the same network.
Only the primary link is active unless (1) a failure occurs, in which case the secondary

link assumes primary control, or (2) redundant transmission mode is enabled.

If you select the auto restore option, then the primary link will be reactivated as soon as
it is restored. Otherwise, the secondary port remains active if its link does not fail.

Use dynamic recovery when you want to ensure continuous network connectivity and
secure uninterrupted user access in the event of a link failure.
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Dynamic Select A/B:

Recovery This setting is not applicable in dynamic recovery mode.

Mode: Auto-restore primary circuit:

e enabled - reverts the active port back to the primary port when
the primary link is reestablished.

e disabled - keeps the secondary port as the active port even if the
primary link is reestablished.

Link pulse control:
e both - sends idle signals on both the primary and secondary ports.
e active - sends idle signals on the active port only.

Redundant transmission:
e enabled - sends data on both the primary and secondary ports
simultaneously.
e disabled - sends data on the active port only.

Tip: You must enable link pulse control to enable redundant transmission.
Applying SONAR

For redundant interface line cards with Switch On No Activity Received (SONAR), an
additional parameter appears in the top half of the Module Configuration dialog box. SONAR
affects the module’s response to a loss of activity (LOA) for two seconds on the active port.
(NOTE: For some models, the LOA period is configurable.) SONAR is applicable only in
dynamic recovery mode with link pulse control enabled.

The other switch settings do not affect SONAR operation. However, SONAR will override the
auto-restore primary circuit setting. If both these settings are enabled, the active port will
not automatically revert back to the primary port (after switching to the secondary port) if
the primary port has link but no data activity. Data activity on the primary port must also be
detected during the LOA period before the active port reverts back to the primary port.

To enable SONAR, do the following:

1. In the redundant interface line card’s Module Configuration dialog box, choose enabled
from the SONAR drop-down list.

2. Set the Mode to dynamic recovery.

3. Make sure that link pulse control is set to both.

4. For a gigabit redundant interface line card, the loss of activity period can be set
anywhere from 1 to 31 seconds. If the active port remains idle for the specified time, the

card will verify activity on the secondary port, and switch to the secondary port if traffic
is detected there.

Loss of ackivity time (secs) | 20 | ::'

5. Click OK.
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Select A/B Mode

When Select A/B mode is active, each link on the redundant interface line card operates
independently and is directed to a different network. Only one link (primary or secondary) is
active at any given time.

Use the Select A/B mode to redirect traffic from one network to another in less critical
points in your network where full redundancy is not required.

Select A/B: select A - enables the primary port.
select B - enables the secondary port.

Configuring the 10/100 Mbps Line Card

The 10/100Mbps interface line card (AutoTwister) is a rate adapter that connects 10Mbps
devices to 100Mbps devices, copper-based networks to fiber-based networks, and full-
duplex systems to half-duplex systems. Depending on your model, various features are
available for this card.

In the chassis view or Modules table, double-click the module to configure. The Module
Configuration dialog box for a 10/100Mbps line card appears.

]

& 4 Module Configuration - Slot 15

prefect « Modulz15
e T |
alias [Madule15 | Manufacture date |2002-05-21 |
Type |.C\ut0 Interface vi | Hardware revision |DD2 |
Description ' 10/100 T to 100M F% MMJSC | Diagnostic test status | Good |
Part number |R643-13 | Oper stakus |enabled |
Serial number 00010200102 | AssetID | |
Link Loss Carry Forward |disabled v| CPLD revision | 1 |
Flow contral |enab|ed v| Back pressure |disabled v|
Auko recovery |disabled v| Auto recovery engaged |n0 |
Parts on this module: o8 Port 1 W Pork 2
| Ok | Apply Cancel . Reset Module Reset Module ko Default
—_—

Link Loss Carry Forward and Flow Control

1. For a 10/100Mbps line card with LLCF functionality, you can select enabled or disabled
from the drop-down list. The default is LLCF disabled.

2. On some models an additional feature, flow control, is provided. If you enable flow
control, the 10/100Mbps line card will issue a PAUSE frame when there is no buffer
space available for incoming packets. Select enabled or disabled from the drop-down
list. This setting is enabled by default.

3. Click OK.
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Backpressure (Half-Duplex Flow Control)

1. Backpressure is only applicable to ports operating at half duplex. When backpressure is
activated, the 10/100Mbps card generates a jamming pattern to force a collision on a
port when the module cannot allocate a buffer for the port’s incoming packets. Enabling
backpressure activates it on both ports of the module. Backpressure is ignored in full
duplex because collisions are not generated in this mode. Select enabled or disabled
from the drop-down list. Backpressure is disabled by default.

2. Click OK.
Auto-Recovery

The R643 10/100Mbps line cards include the auto-recovery feature to assist in
troubleshooting remote connections. Auto-recovery allows the card to restart its fiber
connection after a link loss event.

Auto-recovery is enabled only when all of the following conditions are met:

e Link Loss Carry Forward is enabled.
e Link Loss Return is enabled.

e Auto-negotiation is disabled.

e Auto-recovery is enabled.

If any of the above settings are not set properly, NetBeacon provides you an option to
enable auto-recovery by making all the necessary configuration changes in one easy step.

1. In the Module Configuration dialog box, set auto-recovery to enabled. If any of the first
three settings listed above are incorrect, the following dialog box appears. The dialog
lists each configuration change required to activate auto-recovery.

B4 Engaging the Auto Recovery circuit - Slot 9 @

Fully engaging the autorecovery circuit requires the Following:

1) Link Loss Carry Forward on the module needs to be set to enabled
2] fuka Meqgotiation on Port 1 needs to be set to DISABLED
30 Link Loss Return on Port 2 needs bo be set ko enabled

|| Thanks for the info, buk don't change any settings now ||

| Change above settings needed ko engage Auto Recovery |

2. Click Change above settings needed to engage Auto Recovery. NetBeacon
automatically reconfigures the all the settings it identified in the dialog box, along with
the auto-recovery setting. It is not necessary to click Apply or OK unless you made other
changes in the Module Configuration dialog box. After approximately 30 seconds, the
auto-recovery engaged status box should say, “yes.”

Auto recovery engaged | wes
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Managing the Chassis Stacking Line Card

The chassis stacking line card is a 10/100Mbps four-port switch that can be used to stack up
to four Metrobility chassis. The Module Configuration dialog box for this card provides the
standard module information, with four additional fields—the Complex Programmable Logic
Device (CPLD) revision number or letter and three functional settings which are described in
the next section. The Module Configuration dialog box for a chassis stacking line card is
shown below.

EA Module Configuration - Slot 16

prefect « Modulela
ok rformation]
Alias |MDC|LI|816 Manufacture date 2003-03-19
Type Stacking Hardware revision 2
Description Four Port Switch Diagnostic best status | Good
Part number R104-11 Dper stakus enabled
Serial number | A120300012 Asset 1D | |
CPLD revision 36

Port duplex |haIF vl FOr Flow contral |disabled vl
HD Flow control |disabled vl

Ports on this module: o Port 1 o Pork2 o) Pork 3 o Pork 4

. Reset Module Reset Module to Default
R e—————

Port Duplex, Full-Duplex Flow Control, and Half-Duplex Flow Control

1. The port duplex setting determines the duplex mode on all ports that have auto-
negotiation disabled. Select full or half form the drop-down list.

If auto-negotiation is enabled on a port, the port will ignore the port duplex setting.
Instead, the duplex mode will be determined through the auto-negotiation process.

2. Full-duplex (FD) flow control is provided as a means of avoiding packet loss during times
of network congestion. This setting can only be changed through software control and is
enabled by default. With FD flow control enabled, the chassis stacking line card will issue
a PAUSE frame if there is no buffer space available for incoming packets. Select
enabled or disabled from the drop-down list.

3. Half-duplex (HD) flow control is only applicable to ports operating at half duplex. When
HD flow control is activated, the 10/100Mbps card generates a jamming pattern to force
a collision on a port when the card cannot allocate a buffer for the port’s incoming
packets. Activating HD flow control enables it on all ports. HD flow control is ignored in
full duplex because collisions are not generated in this mode.

Select disabled or enabled from the HD flow control drop-down list.

4. Click OK.
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Configuring the Management Module

The management card is located in slot 12 of a 12-slot chassis, slot 17 of a 17-slot chassis,
or either slot of a two-slot chassis.

Displaying Management Module Information

To display management card details, do the following:

1. Open the Module Configuration dialog box for the management card.

2. Select the Module Information tab.

&)

Module Information \ Trap Destinations ', Trap Contral ', Access Contral List | Metwaork |, Sensors ||

& A Module Configuration, - Slot 17

prefect « Modulel 7

RA&M memoary size 32768k

MYRAM remary size | 8K

Alias [Modulet? | Manufacturedate  |z004-D8-22

Tvpe Managernenkt Hardware revision 1

Description Management Module Dual Pork Diagnostic best status | Good

Part number RE0Z-M Oper stakus enabled

Serial number BO4250027 Asset ID |

Book image name boot. bin Book image revision 3.8.0.00May 13 2005)
Core image name carepm, biz Care image revision 3.8.0.0(May 13 2005)

Flash memory size 192K

—

Ports on this module: o Pork 1l o Pork2 o) Port 3

. Reset Module Reset Module to Default

In addition to the ten parameters shown for every module under the Module Information
tab, the management module includes the following fields described in the table below.

Name

Description

Boot image name

File name of the boot image.

Boot image revision

Version number of the boot image, and the date it was created.

Core image name

File name of the core image.

Core image revision

Version number of the core image, and the date it was created.

RAM memory size

The amount of volatile RAM on the card.

Flash memory size

The amount of non-volatile flash memory on the card.

NVRAM memory size

The amount of non-volatile memory on the card. This memory is
backed up by battery.
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Configuring Trap Destinations

Through NetBeacon, you can configure multiple management stations to monitor traps.
NetBeacon tries to register itself with each device’s trap destination table, but it may not
succeed due to insufficient access (read-only access), or because the device’s trap manager
table is full. Some devices such as the services line card and RS960 only have four slots for
up to four entries in their tables. No trap managers are removed until you delete them.

To display the list of trap destinations configured for the selected element, do the following:

1. Open the Module Configuration dialog box for the management card.

2. Select the Trap Destinations tab.

]
(=]

Module Information * [Trap Destinations ‘I,ITrap Zontrol ‘n,l.ﬁ.ccess Zontrol Lisk ‘n,lNetwu:urk "l. SENSOrs "l.

A Module Configuration - Slot 17

prefect « Modulel?

IP Address Port Mame SMMP Version Skatus
172.18.1.11 q162 MetBeacon 2005-09-20 V2T Active
172.18.1.15 q162 MetBeacon 2005-11-13 V2T Active
172,18.1.31 q162 MetBeacon 2005-09-19 V2T Active
172.18.1.34 q162 MetBeacon 2005-09-13 V2T Active
172.18.1.40 q162 MetBeacon 2005-09-19 V2T Active
172.18.1.41 q162 MetBeacon 2005-09-21 V2T Active
172.18.1.43 q162 MetBeacon 2005-09-22 V2T Active
172.18.1.49 q162 MetBeacon 2005-09-17 V2T Active

| add || Edt || Delete |

Ports on this module: @ Pork 1 o Pork 2 o0 Pork 3

| (] 4 | apply Zancel . Reset Module Reset Module to Default

The following table lists the Trap Destinations information shown above, along with a brief
description of each field.

Name Description

IP Address IP address of the workstation where trap notices are sent.
Port The User Datagram Protocol (UDP) port number.

Name Name assigned to the trap destination.

SNMP Version

The traps’ SNMP version: v1 or v2c.

Status

Indicates whether the trap destination is active or not in service. When active,
traps are sent to the manager. When not in service, traps are logged but not
sent.
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Adding a New Trap Destination
To add a new trap destination, do the following:
1. Click Add.

The Add Trap Destination dialog box appears.

E A NetBeacon - Add Trap Destination

IP Address | |

Port | |

Mame | |

SHMP Yersion |v2c v|
Skatus | Ackive - |
I oK I | Cancel |

2. In the IP Address text box, type the IP address of the destination server or device to
which traps will be sent.

3. In the Port text box, type the trap destination’s UDP port number. The default number is
9162. Port 162 is the standard SNMP trap port.

4. In the Name text box, type a name for the new trap destination.

5. Select v1 or v2c from the drop-down list to set the SNMP version that will be used to
send trap messages.

6. Select Active or Not in service from the Status drop-down list. Traps are sent to the
trap destination if you select Active. Traps are recorded but not sent, if you choose Not
in service.

Important: Make sure your trap destination workstations are configured to receive
trap notices.

7. Click OK to update the trap destinations table.

Reconfiguring a Trap Destination

After you have configured your trap destinations, you can change any of the fields.
To change trap management information, do the following:

1. From the Trap Destinations table, select the trap destination you want to modify.
2. Click Edit.

The following Edit Trap Manager Destination dialog box appears.
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E A NetBeacon - Edit Trap Destination @

IP Address

Port (3162 |

Name [etBeacon 2005-09-18 |

SMMP Yersion |v2c v|

Skatus | Ackive i |
I Ok I | Cancel |

3. Do any of the following:

e In the IP Address text box, type the new IP address of the destination server or
device to which traps will be sent.

e In the Port text box, type the trap destination’s new UDP port number.
e In the Name text box, type the new name of the trap manager.
e Select v1 or v2c from the SNMP Version drop-down list.
e Select Active or Not in service from the Status drop-down list.
4. Click OK to update the Trap Destination table.
Deleting a Trap Destination
To remove one or more trap destinations, do the following:

1. From the Trap Destinations table, select the row(s) of the destination(s) you want to
remove,

Tip: To select more than one, hold down the CTrL key and select all the trap
destinations you want to remove.

2. Click Delete.

3. Click OK.

Filtering the Trap Control Options

NetBeacon has two categories of traps: Generic Traps and Enterprise Traps. Initially, all
traps, excluding Generic EGP Neighbor Loss, are enabled. Each trap can be individually
disabled to suit your network monitoring preferences.

To display the trap legend, do the following:

1. Open the Module Configuration dialog box for the element’s management card.

2. Select the Trap Control tab.
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EA Module Configuration - Slot 17

172.17.1.3 « Modulel _17
Module Information \Trap Destinations * [Trap Cantral \Access Control List \Netwnrk \ SEns0rs \

Generic Traps Enterprise Traps

Generic Cold Start Entity Configuration Change

Entity Insert

Ethernet Port Speed Change
Generic ‘Warm Start TDM Part Link Status Change
Generic Link Down

Generic Link Up

Entity Remave
Entity Reset

TDM Remate Fault &larm
Eret Part Far End Fault &larm
Generic Authentication Failure Power Supply Status Change Mulbifake Port Link Status Change
Ethernet Port Link Skakus Change Drying Gasp

Sonet Port Link Status Change

Sensor Threshald

Redundant Switch Qver

Ethernet Remate Fault Alarm

Parts on this module: o Port 1 o Port 2 b Pork 3

. Reset Module Reset Module bo Default

The following table lists all the traps and describes the conditions that trigger them when
enabled. Traps that are enabled are recorded in the Alarms log.

Name Trap Event

Generic Cold Start The management card is reset.

Generic Warm Start

The occurrence of a software error that caused a spontaneous reset.

Generic Link Down

A port loses link. (The port is not specified.)

Generic Link Up

A port detects link. (The port is not specified.)

Generic Authentication Failure

Invalid SNMP community string is used.

Generic EGP Neighbor Loss

Not Applicable.

Entity Configuration Change

A power supply or card is removed from or added to a chassis, or a
chassis is removed from or added to a stack.

Entity Insert

A power supply or card is installed in a chassis, or a chassis is added
to a stack.

Entity Remove

A power supply or card is removed from a chassis, or a chassis is
removed from a stack.

Entity Reset

A chassis or card is reset.

Power Supply Status Change

Power supply status changes from ON to OFF or vice versa.
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Name

Trap Event

Ethernet Port Link Status
Change

The presence of link on an Ethernet port is lost or detected.

Sonet Port Link Status
Change

The presence of link on a SONET port is lost or detected.

Sensor Threshold

The temperature or voltage exceeds the limits on a management
card, services line card, or access line card; or the fiber optic power
level is exceeded on an access line card or any line card with SFP
optics that support diagnostics.

Redundant Switch Over

The active port changes from the primary to the secondary port on a
redundant interface line card.

Ethernet Remote Fault Alarm

A remote card’s Ethernet fiber port loses its receive link.

Ethernet Port Speed Change

The speed on an Ethernet port is changed.

TDM Port Link Status Change

The presence of link on a TDM port is lost or detected.

TDM Remote Fault Alarm

A remote TDM card’s fiber port loses its receive link.

Enet Port Far End Fault Alarm

A remote R133 card’s fiber port receiver fails to detect link.

MultiRate Port Link Status
Change

The presence of link on a multi-rate port is lost or detected.

Dying Gasp

The power level in the peer device falls below its minimum operating
value.

3. Check to enable a trap, or uncheck to disable a trap.

4. Click OK.

Configuring the Access Control List

By default, IP-based access control is disabled (i.e., the Access Control List is empty). When
adding items to the Access Control List, make sure the system where the NetBeacon
Element Manager resides is added to the list first, otherwise you will not be able to manage
the element through NetBeacon. Only systems included in the Access Control List will have
access to the element. To add, remove, or change an entry into the Access Control List for
the selected element, do the following:

1. Open the Module Configuration dialog box for the element’'s management card.

2. Select the Access Control List tab.
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4 Module Configuration - Slot 12

darmmage « Module12

Maodule Information ', Trap Destinations | Trap Control * [Access Control List \,INetwnrk | Sensars |

IP Address ek Mask,
172.158.1.15 255,255,255,255
172.18.1.31 205,255,255,255
172.168.1.34 255,255,255,255
172.18.1.40 205,255,255,255
172.158.1.49 255,255,255,255
add || Edt || Delete

Mate: When this table is empty, no IP-based access control is in effect.
If editing this list, caution must be taken not o block MetBeacon,

Ports on this module: o Port 1 & Port 2 o8 Pork 3

I QK I Apply Cancel . Reset Module Reset Module to Default
e e e —— e e ——

3. To add an entry, do the following:
e Click Add. The Add Address to ACL dialog box appears.
e In the IP Address text box, type the IP address of the system which should have
access to the element.
e In the Net Mask text box, type the system’s netmask. The default is
255.255.255.255.
e Click OK. The new entry is added to the table.
4. To change an entry’s IP address or netmask, do the following:
e Double-click the entry in the Access Control List. The Edit ACL Entry dialog appears.
Alternatively, you can select the entry and click Edit.
e In the IP Address text box, type the new IP address.
e In the Net Mask text box, type the system’s new netmask.
e Click OK.
5. To remove an entry from the Access Control List, do the following:
e Select the entry you want to remove and click Delete. The element is eliminated
from the table.
e Click OK.
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Configuring Management Module Network Settings

To configure the network settings on the management card, do the following:
1. Open the Module Configuration dialog box for the management card.

2. Select the Network tab.

&)

e A Module Configuration - Slot 17

172.17.1.3 « Modulel _17
Madule Infarmation ', Trap Destinations ', Trap Control | Access Control List " [etwork]', Sensors '

Telnet server |enabled vl FTP server |enabled v|
HTTP serwver |enabled vl HTTP redirect |Iu:u:a| v|
HTTR redirection URL | httpf/ | Default gateway 172.17.0.1

Read-only comm. string |public | Readwrite comm, skring |****** |

Ports on this module: & Port 1 o Port 2 o Pork 3

. Reset Module Reset Module ko Default

3. Set the Telnet server to enabled or disabled.

4. Set the FTP server to enabled or disabled.
5. Set the HTTP server to enabled or disabled.

6. Set HTTP redirect to local to set the Web server so it points to the local system, or set it
to redirected to redirect it to another IP address or URL.

7. In the HTTP redirection URL text box, type the IP address or URL where the Web server
will go, if the Web server is redirected away from the local system.

8. The default gateway is provided for display purposes only. It cannot be changed.

9. In the read-only community string text box, type the SNMP community string for read-
only access to the element. The default is public.

10.In the read/write community string text box, type the SNMP community string for read-
write access to the element. The default is public.

11.Click OK.
Viewing Management Card Sensors

To display gauges for the management module’s internal voltage supplies and temperature
sensor, do the following:

1. Open the Module Configuration dialog box for the management card.

2. Select the Sensors tab.
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EA Module Configuration - Slot 17
prefect » Modulel7

Module Information \Trap Destinations \Trap Zonkrol \Access Zonkrol List \Network i \

NOMINAL 5.

49 B0

Ports on this module: o Portl o Pork2 o) Port 3

| [o]'4 | Apply Cancel . Reset Module Reset Module to Default
S —

Configuring the Services Line Card

Viewing Remote Services Lines

In the chassis view, remote services line cards appear below the card to which they are
connected. Up to two remote cards are supported per port. When remote cards are
connected to both ports, the remote units off Port 1 are shown above the units off Port 2.
Port 1 remote units are displayed with a blue line drawn toward the left side of the remote
card. Remote units connected to Port 2 are shown below all remote units connected to Port
1. Port 2 remote units are shown with a blue line drawn toward the right side, as illustrated
in the following example.

10100 00
& MAN FD FWE
g

Port 1
Remote
Units \
Port 2
Remote
Units

NetBeacon supports three configurations of the Radiance services line card:
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A standalone Network Interface Device (NID) with its own IP address. NetBeacon
communicates directly with the SNMP agent on the services line card.

A book-ended configuration with one services line card in a managed chassis and
another card in a remote location. The cards may be connected through either port.
Using IEEE 802.3ah, NetBeacon and the R502-M management card provide proxy
management of the remote services line card without the need for a second IP
address.

A daisy chain configuration with one services line card in a managed chassis, a
second card connected to first card, and a third card connected to the second. Each
local port can support up to two remote units. Using IEEE 802.3ah, NetBeacon and
the R502-M management card provide proxy management capabilities to all the
remote services line cards without using additional IP addresses.

1. In the chassis view, double-click the services line card.

The services line card’s Module Configuration dialog box contains four tabs: Module
Information, Network, Firmware, and Sensors. When a services line card is managed
directly as a standalone NID using its own IP address, there is no Module Configuration
dialog box associated with it. Instead, the lower right panel displays additional tabs such
as Network, Firmware, and Sensors.

2. Click on a tab to perform the tasks listed below.

Network

Assign a new IP address, network mask, and/or default gateway.
Reconfigure the processing mode for end-station ICMP messages.

Set the SNMP community string for any of the three access profiles (read-only, read-
write, or admin).

Enable or disable DHCP client operation.

Specify the maximum number of attempts to acquire an IP address through DHCP
before reverting to the valid IP address.

Enable or disable the card’s management Layer 3 capability to receive and transmit
IP packets. (Not applicable to standalone NIDs.)

Change the management VLAN ID number.

Specify the timeout period which takes the unit out of loopback mode.

The following are only applicable to the 10/100Mbps standalone NID.

Configure Logical Services Loopback (LSL).

Specify the LSL multicast address.
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e View the LSL unicast address.

¢ View the total number of LSL packets that have been looped.

e Set the switch forwarding mode: transparent or IEEE 802.1Q.

e Enable or disable Q-in-Q operation.

Firmware

e View the FPGA and OS version stored in the primary and secondary locations.
¢ Change the active image of the operating system or FPGA.

e Specify the parameters that will be used for downloading firmware.

¢ Download firmware onto the services line card.

e View the status of the upgrade process.

Sensors

e View the current readings on the services line card’s four voltage supply sensors.
e View the current temperature of the circuit board.

The following tabs only appear in the lower right panel of the NetBeacon main window
when the services line card is managed directly as a standalone NID.

Trap Manager/ARP/VLAN
e Add an entry to the SNMP Trap Manager table.

e Change a trap manager’s IP address, UDP port humber, SNMP community string,
SNMP version number, or the SNMPv3 security name.

e Remove one or more trap managers.

e Add an entry to the ARP (Address Resolution Protocol) table.

e Change an ARP entry’s IP address, MAC address, or its dynamic/static setting.
e Remove one or more ARP entries.

e Specify the user VLAN ID number(s) on both ports.

e Remove one or more user VLANSs.

Traffic Management

(Only applicable to the standalone 10/100Mbps services line card NID.)
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e Specify the traffic classification mode (DSCP or P-bits) that will take precedence in

determining

the priority of data when both modes are enabled.

e Enable or disable DSCP or P-bits mode.

e Select the DSCP model to use when DSCP mode is enabled.

e Select the P-

bits model to use when P-bits mode is enabled.

e Specify the queues to which DSCP or P-bits will be mapped using a free form option.

e Change any of the traffic prioritization settings.

Changing Network and Management Settings

In the services line card Module Configuration dialog box, click the Network tab.

]

g A Module Configuration -

Module Information * \ Firmware \Sensors \

Slot 5 FEX

172,17.1.2 » ModuleS

Management WLAN (0-4094) |3

1P address [172.17.2.76 | mac address |00 40:5F: 168: 1E:E4 |
Metwark mask | 255.255.0.0 | Gateway [172.17.0.1 |
1P |enab|e all V| Admin community string |***** |
Read-only community skring |****** | Readjwrite community string |******* |
DHCP |disabled ~| DHCP server [0.0,0.0 |
DHCP retries |3 V| L3 capability |enabled v|

|

| Loophack time (30-300 seconds) |3E|

Ports on this module: o Pork 1 W@ Pork 2

| Ok | Apply

Zancel . Reset Moduls Reset Module ko Defaul Hard Feset Madule

Name

Description

IP address

IP address of the services line card.

MAC address

MAC address of the services line card.

Network mask

The services line card’s network prefix, or mask.

Gateway

The services line card’s default route.

ICMP

The operational mode for processing ICMP messages. The options are to enable
or disable all messages or to only enable unicast ICMP messages.

Admin community
string

A text string that provides a community user with full read-write access to all
objects.

Read-only
community string

A text string that provides a community user with read-only access to non-
privileged objects.
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Name

Description

Read/write
community string

A text string that provides a community user with read-write access to non-
privileged objects.

DHCP

Operational mode of the DHCP client.

DHCP server

IP address of the current DHCP server.

DHCP retries

Number of address acquisition attempts before reverting to using the last
known valid IP address. The range is 1 to 5.

L3 capability Choose enabled to allow all Layer 3 IP packets destined for the card’s
management port to be received and to allow the management port to transmit
IP packets. Choose disabled to prevent the reception and transmission of all
Layer 3 IP packets to/from the management port.
NOTE: This parameter is only available for services line cards in a chassis
managed by an R502-M management card. It is not applicable to standalone
NIDs.

Management The management VLAN identifier (VID). The range of valid IDs is 0 to 4094. To

VLAN disable management VLAN, set the VID to 0.

Loopback time

Maximum number of seconds to remain in loopback mode. The timeout period
can be set from 30 to 300 seconds. To enable loopback, open the Port
Configuration dialog box for a port by double-clicking on it in the chassis view,
and set Loopback to enabled.

NOTE: For the R851 GigE services line card, loopback cannot be set on Port 1.

The following fields are only applicable to the 10/100Mbps services line card standalone NID
under direct management.

Logical Services Loopback {LSL) State |disabled

L5L Multicast Address

Switch Skate

vl LSL Unicast Address 00:40:9F: 18:1F: 78

| 00:00:00:00:00:00 | L5t Total Packets o

|a0z.10 v| Qino [[disabled ~

Name

Description

Logical Services
Loopback (LSL)
State

Identifies the state of LSL: disabled, enabled for unicast only, enabled for
multicast only, or enabled for both multicast and unicast. When enabled, only
frames with the specified MAC address(es) are looped.

LSL Unicast
Address

The unicast MAC address to be used by LSL.

LSL Multicast
Address

The configurable multicast MAC address to be used by LSL.

LSL Total Packets

Total number of unicast and multicast packets that have been looped.
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Name

Description

Switch State

Select the forwarding mode. In transparent mode, tagged and untagged
frames are forwarded without modification. In 802.1Q mode, the R821
complies with IEEE 802.1Q VLAN bridge forwarding aspects.

Q-in-Q

Enable or disable Q-in-Q operation. When enabled, untagged frames are

is not applied.

tagged with the PVID as they egress out the trunk port, and tagged frames are
double tagged with the PVID as the outer tag. When disabled, double-tagging

Configuring Logical Services Loopback

1. To configure LSL, select one of the options from the Logical Services Loopback (LSL)
State drop-down list.
disabled - disables Logical Services Loopback.
all — enables LSL and all frames that match the specified unicast or multicast MAC
addresses will be looped.
e unicast - enables LSL and all frames that match the factory-assigned unicast MAC
address will be looped.
¢ multicast - enables LSL and all frames that match the user-defined multicast MAC
address will be looped.
2. In the LSL Multicast Address text box, type the multicast MAC address to be used by
LSL.
Important: The first two bits of the multicast address must be set to 1. That is, the
Global/Local (G/L) bit and the multicast bit must be set to 1.
3. Click Apply.

Upgrading the Firmware

1. To upgrade or to display the current status of the embedded software on the card, click

the Firmware tab.

E4 Module Configuration - Slot 2

172.18.3.201 « ModuleZ

Module Information \Network i "t Sensors ‘ll

FPGA wersion (primary) 1.01.05 O3 version {primary) 1.04.03

FPGA version (secondaty) 05 version (secondary) | 1.04.03

FPGA active image |primary v| 05 active image |primary

Upgrade server IP | 172.18.1.49 | Server protocol |TFTP

User name Password

File name |c0ntr0l_r851.bin | Image to upgrade |FPGA inactive

Download Action: v| Upgrade stakus flash burn complete

Start Download

| Start upgrade

Ports on this module: o Port 1 W Port 2

-
Lo ]

Reset Module | | Reset Module to Default | | Hard Reset Module
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Name

Description

FPGA version

Version number of the primary FPGA embedded software.

(primary)
FPGA version | Version number of the secondary FPGA embedded software
(secondary)
FPGA active Indicates which of the two FPGA images, primary or secondary, is active.
image
OS version Version number of the primary operating system software.
(primary)
OS version Version humber of the secondary operating system software.
(secondary)
OS active Indicates which of the two OS images, primary or secondary, is active.
image
Upgrade IP address of the host server used to download new firmware onto the card.
server IP
Server Specifies whether the host server will use FTP or TFTP to transfer the firmware.
protocol NOTE: Currently, NetBeacon only supports TFTP.
User name The login user name. Only applicable to FTP.
Password The password associated with the login user name. Only applicable to FTP.
File name Name of the file to download.
Image to Specifies which of the images will be replaced by the new firmware, where it
upgrade will be stored, and the reset option, if applicable.
Download Specifies downloading options between the services line card, the management
action card, and any remote cards connected to the local services line card.
NOTE: This parameter is only available for services line cards in a chassis
managed by an R502-M management card. It is not applicable to standalone
NIDs.
Upgrade Displays the progress of downloading the firmware.
status
Start Activates the download process.
Download
2. To change the active FPGA or OS image, select primary or secondary.
3. In the upgrade server IP text box, type the IP address of the host server from which to
download the firmware.
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4. Select the protocol (FTP or TFTP) to use when downloading the firmware from the host
server. NOTE: Currently, the services line card firmware only supports downloading via
TFTP.

5. If you selected FTP, enter the login user name and password in the next two text boxes.
These fields are not applicable to TFTP.

6. In the file name text box, type the name of the file you want to download.
7. From the list of images to upgrade, select an option that specifies where to download

the new firmware and if any additional actions should be performed. The following table
describes the actions associated with each option.

Name

Description

OS primary or FPGA
primary

Downloads new firmware into the primary OS or FPGA location.

OS secondary or
FPGA secondary

Downloads new firmware into the secondary OS or FPGA location.

OS inactive or FPGA
inactive

Downloads new firmware into the inactive OS or FPGA location.

OS w/set or FPGA
w/set

Downloads new firmware into the inactive OS or FPGA location, and sets
the new location as active. No change occurs until the next reset, when
the new software will be activated.

OS w/reset or FPGA
w/reset

Downloads new firmware into the inactive OS or FPGA location, sets the
new location as active, and immediately resets the card. The new
firmware is activated.

0OS w/set to default
or FPGA w/set to
default

Downloads new firmware into the inactive OS or FPGA location, sets the
new location as active, and immediately resets the card to its factory
default settings. The new firmware will be activated only if it is
downloaded to the default location (primary).

config primary image

Downloads a new configuration script file into the primary location.

config secondary
image

Downloads a new configuration script file into the secondary location.

boot loader

Overwrites the existing boot loader code.

8. For a standalone NID, go to the next step.

If the R502-M is serving as the proxy-manager for the services line card, select one of
the options provided in “After applying settings” drop-down list.

Name Description

Start upgrade Starts downloading the file directly onto the services line card.
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Name Description

Start proxy upgrade | Downloads the file via TFTP to the R502, then transfers the file from the
after TFTP transfer R502-M to the services line card through the chassis backplane.

Start proxy upgrade, | Starts downloading the file from the R502-M to the services line card
no TFTP transfer through the chassis backplane.

Start proxy chained Downloads the file via TFTP to the R502, transfers the file from the
upgrade after TFTP R502-M to the services line card through the chassis backplane, and
transfer then upgrades all remote cards connected to the services line card.

Start proxy chained Starts downloading the file from the R502-M to the services line card

upgrade, no TFTP through the chassis backplane, and then upgrades all remote cards
transfer connected to the services line card.
9. Click Apply.

10. To begin downloading the firmware, click Start Download. You can monitor the
progress through the Upgrade status field.

NOTE: If the services line card is communicating directly with NetBeacon, and not
through a management card, the Admin text box in the Element Settings dialog
box in the NetBeacon EM Admin Tool must contain the correct SNMP
administrative access string. If the field is missing or incorrect, an SNMP timeout
error message will appear about a one minute after you click the Start Download
button.

Viewing Temperature and Voltage Measurements

EA Module Configuration - Slot 10

172.17.1.2 » Module10

Module Infarmation ', Metwork | Firmiware \

NOMINA

TEMPERATURE
0 80

Ports on this module: & Pork 1 W Pork 2

| Ok | Apply Cancel . Reset Module Reset Module ko Default Hard Reset Module
S —
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To view the various environmental monitors available on the services line card, click the
Sensors tab. The dialog box displays the temperature of the board along with the current
readings for its 1.2, 2.5, 3.3 and 5.0-volt supplies. The 5.0-volt supply is the input power
source for the services line card. The other supplies are used to power various components
on the circuit board. Each monitor has a warning threshold and an alarm threshold to
indicate when the level is too high or low. To prevent a potential problem, a trap can be set
so an alarm is sent to the network manager if any threshold is crossed.

Setting SNMP Trap Destinations

This option is only available for a standalone NID. Click the Trap Manager/ARP/VLAN
tab. The services line card supports up to four SNMP trap destination hosts.

System Info ', Module Infarmation | Ports | Metwork ' Firmware * Trap Manager{&RP{VLAN ‘\Trafﬁc Management | Sensors | Alarms & Traps |
Trap Manager ARP User YLANS
IP Address Port | Comm String | SMMP Yersion | Security Mame P Physical address Type YLAN ID | Member ports
172.18.1.40 9162 |public vl 172.18.0.1 00:01:30:6C:02:00 dynamic |
172.18.1.49 9162 public vl
172,18.1.49 00:13:20:03:05:2E dynamic
add || Edt [ Delete add || Ede | Delete add || Ede || Delete

1. Under the Trap Manager section, click Add to create a trap destination entry.

E A NetBeacon - Add Trap Destination @

IP Address || |

Pork | |

Camm Skring |

|
SHMP Version | vz -
|

Security Name |

I oK || Cancel |

2. In the IP Address text box, type the IP address of the destination server or device where
SNMP traps will be sent.

3. In the Port text box, type the trap manager’s UDP port number. The default number is
9162. Port 162 is the standard SNMP trap port.

4. In the Comm String text box, type the SNMP community string denoting the receive
profile on the trap destination host. The default is public.
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5. Select v1, v2, or v3 from the drop-down list to set the SNMP version that will be used
to send trap messages. The default is version 2.

6. In the Security Name text box, type the user name for SNMPv3 traps. This field is
required only if you specified v3 in the previous step.

7. Click OK.

8. After a trap destination has been added to the table, you can change any of the fields by
clicking the Edit button. Click OK.

9. To remove one or more trap destination entries, select it/them from the table and then
click Delete.

10. Click Apply.
Configuring the ARP Table

This option is only available for a standalone NID. Click the Trap Manager/ARP/VLAN
tab.

ARF

P Physical address Type
172.18.0.1 00:01:30:6C:02:00 | dynamic
172.18.1.40 00:E0:00:13:61:66  |dynamic
172.18.1.49 00 15:20:03:05:2E | dvnanic

s J[ eat |[ oot ]

1. Click Add to configure a new entry for the Address Resolution Protocol (ARP) table,
which maps IP addresses to hardware MAC addresses.

EA NetBeacon - Add ARP Entry @

IF | |

Phesical address | |

Type | dynarnic - |

I oK || Cancel |

2. In the two text boxes, type the IP address and MAC address for a device.

3. Set the ARP entry type to dynamic or static. Dynamic entries are automatically
removed though aging; static entries are never deleted until they are removed.
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8.

9.

Click OK.

The services line card supports up to five ARP entries, including up to four static entries.

Repeat Steps 1 through 4 above to configure additional entries.

After an ARP entry is configured, you can make changes by clicking the Edit button.

EA NetBeacon - Edit ARP Entry

(3

Tvpe

3

[172.18.1.49

Phrysical address |DD:DD:DD:DD:DD:DD

|staUc

- |

ok || Zancel |

Change the any of the settings, as described in steps 2 and 3.

Click OK.

To remove an ARP entry, select it from the table and then click Delete.

10. Click Apply.

Assigning User VLANS

This option is only available for a standalone NID. Click the Trap Manager/ARP/VLAN

tab.
User VLANS
WLAN ID Member ports
28 1,2
27 1,2
| add || edt |[ Delete |

1. Click Add to configure a user VLAN.
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WANID |

B4 NetBeacon - Add User YLAN (X
|
|

Egress ports |

Specify ports as a comma-separated lisk, with
a 'u' marking untagged ports. Examples:

1

1,2

1,2-u
accl-u,acc3

I oK || Cancel |

2. In the VLAN ID text box, type the user VLAN ID number you want to assign. The number
must be in the range 1 to 4094. The user VLAN ID must be different from any previously
provisioned management VLAN ID number.

3. In the egress ports text box, type 1,2 to apply the user VLAN to both ports. (For two-
port devices such as the R851 and R821, user VLANs are only effective when both ports
are members.) For multi-port devices such as the RS960, you must include the port type
(e.g., ‘net2’ for network port 2, or ‘acc3’ for access port 3). To remove the specified user
VLAN tag from frames that egress the access port, add *-u’ next to the port number
(e.g., 1-u, 2). Untagging is not allowed on the trunk port on the services line cards.
Untagging is only applicable in IEEE 802.1Q mode.

4. Click OK.

5. The services line card supports up to 16 user VLANs. Repeat Steps 1 through 4 above to
configure additional user VLANSs.

6. Once a user VLAN is created, you can change the VLAN ID number by clicking the Edit
button. Note that although the egress ports can be changed, both Port 1 and Port 2
must be identified with each user VLAN for proper operation. Click OK.

E 4 NetBeacon - Edit User YLAN 3

wenD  |E |

Egress ports | 1,2 |

Specify ports as a comma-separated lisk, with
a 'u' marking unkagged ports, Examples:

1

1,2

1,2-u
accl-u,acc3

I ok || Zancel |

7. To remove a user VLAN, select the entry from the table and then click Delete.

8. Click Apply.
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Prioritizing Traffic Classes

This option is only available for a standalone R821 NID. The R821 supports Class of Service

(CoS) with four priority queues (0 low, 3 high). CoS allows you to assign mission-critical
data to a higher priority, so they are processed before less critical traffic during times of
network congestion. The four CoS queues determine the priority for transmitting data.

Queues are based on any of the following classifications:

e Priority bits (P-bits) in the VLAN header

e DSCP/TOS (differentiated services code point / type of service) bits in the header of
IP frames

e Default port priority bits

Precedence

By default, both P-bits and DSCP classifications are disabled, and only default port priority is

used to determine the queue for each incoming frame. The default port priority state is
always enabled, however the other two classifications may be enabled/disabled
independently.

All traffic prioritization settings are configured through the Traffic Management tab, except
the default port priority binary bits setting, which is configured under the Port Configuration
Details dialog box.

To configure traffic prioritization, do the following:

1. Click the Traffic Management tab.

Syskem Info ‘I\Madule Information \F‘Drts \Netwurk ‘\ Firmware ‘I\Trap Manager/ARP/YLAN © Traffic Management ‘\Sensars ‘I\.C\Iarms & Traps \'l

Precedence |D5CP

v

DSCP stake |enahled

~ | P-bits state |enabled

DSCP model |c|ass

| P-bits model [502.10

DSCP bits

Queue

000000

P-bits

Queue

000001

o1

000010

010

000011

011

000100

100

000101

101

000110

110

000111

111

001000

[ e Y e e e e e )

[EVREVRE SR AN Rl e | ]

| Apply || Cancel |

2. To specify which classification (DSCP or p-bits) will take precedence when both are
enabled, select DSCP or P-bits from the Precedence drop-down list.

NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide

117



3. Select enabled or disabled from the DSCP state and/or P-bits state drop-down list(s)
to activate classification based DSCP and/or P-bits.

4. If you want to use DSCP classification to determine traffic prioritization, select a policy
model to use from the DSCP model drop-down list. The first four options support a pre-
determined DSCP bit value to queue mapping which appears in the table when you click

Apply.

5. If you wan to use P-bits classification, select 802.1D or provider bridge from the P-
bits model drop-down list. Both options support a P-bits to queue mapping which
appears in the table when you click Apply.

6. To customize the DSCP or P-bits to queue mapping, select the free form option from
the model list. When free form is chosen, the queue for any table entry may be
modified. To make a change, click Edit. The Edit DSCP or P-bits Queue dialog box
appears. Select a queue from the drop-down list, then click OK.

E 4 MetBeacon - Edit DSCP Queue gl £ 4 NetBeacon - Edit P-bits Queue

DSCP bits | EEEARE] | P-hits | 11 |

CQueue |D v| Queue |IZI vl
I Ok I | Zancel [o]'4 I | Cancel

7. Click Apply.
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Configuring the RS960

STATUS COHZOLE MANAGEMENT HETLIORK o RCCESS

-

System Info \ Module Information \ Parts \Network \ Firmwmare \ Trap Manager/ARPYLAN ‘\TraFFic Management \Sensors \ Alarms & Traps \

System narne |Metr0bility Eldg |

System location |25 Manchester Stree, Merrimack, MH |

Swskemn contack |E Jones x411 |

Description |METRObiIity RS260

System up time: |2 days 17h:09m: 265 last polled walue — 2 days 17h:09m:19s)

|
IP address [172.18.1.52 |
|
|

System services |internet, end-to-end, applications

This element: is in service, NetBeacon is registered to receive traps from this element.

| Apply || Cancel Refresh || Rediscover |

The RS960, shown above, is a standalone Ethernet services provisioning platform with two
network ports and four access ports. It supports the Metro Ethernet Forum (MEF) services
model with four domains, one Ethernet virtual connection (EVC) per user network interface
(UNI), and four UNIs. NetBeacon currently does not support MEF configurations. The RS960
is designed to deliver services (voice, video, data) over virtual Ethernet in the Metro
Ethernet Network (MEN).

The RS960 provides the same tabs that appear for standalone services line card NID. The
only differences are that the RS960 does not support user VLANs (they may be configured
through NetBeacon, but they have no effect); ports are identified as Management, Network,
or Access; and NetBeacon does not support traffic management for the RS960. The RS960
also includes additional gauges under the Sensors tab, as shown below. The two fan gauges
display the primary and secondary fans’ rotational speed in revolutions per minute.

System Info \I‘Module InFormation \ Ports \ Metwork \ Firmware \ Trap Manager/ARP YLAN \I‘TraFFic Management * \*. Alarms & Traps \

MNOMINAL 1.2V
1.20

MNOM
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Chapter 7. Configuring the Ports

Many features such Link Loss Return and RMON statistics are only applicable on a port
basis. This chapter describes all the port functions available on the various modules and

devices.

The Ports tab displays information about the ports on the selected element. If the element
is a stack of two or more chassis, the ports on all chassis in the stack will be displayed.

Displaying Port Details

Click the Ports tab to display the Ports table. The information in this table is for display
purposes only and cannot be changed.

System Info | Chassis | Modules * Ports \.C\Iarms & Traps |

Location Mame (alias) Type | Link Status| Speed (Mbps) Up Time
W Slot 1, Port 1 |Porkl_1 e1000Base-Lx |Iink up 1000 day 000 00h:00m: 00s -
W Slat 1, Park 2 |Parkl_2 e1000Base SM 1310/1550 |Iink up 1000 day 000 00h:00rn:00s
W Slot 3, Park 1 |Pork3_1 T3 |Iink up 44,736 day 000 00h:00rn:00s
W Slat 3, Pork 2 |Part3_2 T3-F-3M |Iink up 44,736 day 009 02h:35m: 325

@ Slok 4, Port 1

Port4_1 (Metrobility EMNG) [E1

|Iink down  [2.043 day 000 00h: 00w 00s

W Slot 4, Port 2 [Porks_2 E1-F-5M ||ink down (2,048 day 000 00h:00m: 00s
W Slot S, Port 1 [PortS_1 el0Base-T ||ink up 10 day 000 00h:00m: 00s
W Slot 5, Port 2 [PortS_2 e10Base-FL MM |Iink up 10 day 000 00h:00m: 00s
W Slot &, Park 1 |Porké_1 e10Base-T |Iink up 10 day 000 00h:00rn:00s
W Slat &, Park 2 |Parté_2 e10Base-FL SM |Iink up 10 day 000 00h:00rn:00s
W Slok 7, Park 1 |Port?_1 e10/100Base-Tx |Iink up 10 day 000 00h:00rn:00s
W) Slok 7, Pork 2 Park?_2 =10{100Base-F 13101550 |Iink up 10 day 000 00h: 00w 00s
W Slot 8, Port 1 PorkS_1 e10f100Base-Tx ||ink up 10 day 000 00h:00m:00s | |
W Slot 8, Port 2 [Porks 2 e10/100Base-F 155071310 [link up 10 day 000 00h:00m:00s A

@ Link down ) Signal, nolink ) Far-end Fault @ Link up & Disabled & Disabled, nolink o MiA

The following table lists the information shown under the Ports tab, along with a brief
description of each field.

Name

Description

Location

Slot number in the chassis and port number on the card.

For ports in a stack: chassis number in the stack, slot in the chassis, and port
on the card.

For a remote access or services line card, the remote card and port numbers are
also included.

Name (Alias)

Default name or user-assigned alias of the port. The alias is in parentheses.

Type

The port’s media type.

Link Status

Indicates whether or not link is detected on the port.
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Name Description

Speed (Mbps) Speed in megabits per second (Mbps). For a serial port, the speed is displayed
in bits per second.

Up Time Length of time the port has been up since it was last reset.

The Ports table uses the same colored bullets to represent the status of the ports as those
used in the Network Elements panel. The ports in the chassis view also match the colors in
the table.

@ A red bullet indicates the port link is down.

An orange bullet indicates a signal has been detected on the port, but a link could
not be established (e.g., there is a speed mismatch).

2 A yellow bullet indicates a Far End Fault condition has occurred on the port.

(=" A green bullet indicates the port link is up.

A blue bullet indicates the port has been administratively disabled.

A purple bullet indicates the port is administratively disabled and it has a fault, such
as no link or Far End Fault.

A gray bullet indicates link status is unknown or not applicable to the port (e.g., it is
a serial port).

Opening the Port Configuration Dialog Box
You can view additional port information through the Ports Configuration dialog box. For
some cards, such as the redundant interface line card, the only information you can change
in the dialog box is the port name. This section describes the Port Configuration details.
1. Open the Port Configuration dialog box by doing one of the following:

e Under the Ports tab, select a port by double-clicking it.

e Double-click the port in the chassis view.

e In the Network Elements panel, right-click on the desired port and select Show
configuration dialog from the pop-up menu.

e At the bottom of the Module Configuration dialog box, click on the blue hyperlink for
the port information you want to view.
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EA Port Configuration - Slot 8, Port 1 g@g|
172,17.1.11 » Parts_1

[kt
Alias [Ports_t |
Tvpe e100Base-TX

Link, skakus link. up
Speed (Mbps) | 100
Duplex mode | Full

Oper status | enabled

The first four fields in the Port Configuration dialog are identical to those in the Ports
table. The duplex mode indicates whether the port is in full or half duplex. The oper
status gives the port’s operational status, either enabled or disabled.

2. In the Alias text box, type the name® to assign to the port.

3. Do one of the following:
e Click OK to save the change and close the dialog box.
e Click Apply to save the change and keep the dialog box open.

¢ Click Cancel to close the dialog box without saving any of the changes.

Tip: For simplicity, this manual instructs you to click OK after making configuration
changes, however, you may also click Apply.

Displaying Serial Port Information
To view information about the serial port on the management card, double-click on the port

in the chassis view or on the row in the Ports table. The Serial Port Configuration dialog
appears. The only field you can change is the alias.

3 There is a limit of 32 characters for the port name. Do not use the following characters: . ; & =: " < > .
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E A Serial Port Configuration - Slot 1, Port 3 g@g|

172.18.3.201 » Port1_3
petate]|
Alias [Portt_3 |
Descripkion Serial Pork
Drata rate 38400
Data bits ]
Parity nane
Stop bits 1
Flow control none
Name Description
Alias Default name or user-assigned alias of the port. The alias is in parentheses.
Description The type of port.
Data rate Baud rate of the serial port.
Data bits The number of data bits.
Parity Metrobility serial ports have no parity.
Stop bits The number of stop bits.
Flow control Metrobility serial ports do not support flow control.

Applying Link Loss Return

In addition to the name, you can enable or disable Link Loss Return* (LLR) on any fiber port
with this feature. LLR typically is used in conjunction with Link Loss Carry Forward (LLCF).
When a lost link signal is returned to an unmanaged card, the lost link must then be carried
forward to a managed device for trap generation.

When LLR is enabled, the port’s transmitter will shut down if its receiver fails to detect a
valid receive link. LLR should only be enabled on one end of a link and is typically enabled
on the unmanaged or remote device.

To apply LLR, do the following:

1. Open the Port Configuration dialog box for a fiber port that supports this feature.

4 For additional information, refer to “Link Loss Return” in the user guide for the card you are configuring.
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EA Port Configuration - Slot 16, Port 2 |Z||E|E|
172,18,3,200 = Porkle_2

e

Alias [Port16_z |
Tvpe |elDDDBase SM 15501310

Link, skakus |Iink up

Speed (Mbps) | 1000

Duplex mode |Fu||
Link Loss Feturn |disabled v|
Dper skatus |enab|ed |

I [al'4 || Apply || Cancel |

2. Choose enabled from the Link Loss Return drop-down list.

3. Click OK.

Setting the Speed on the R141 Line Card

The ports on the R141 line card run at either 10 Mbps or 100 Mbps. Both ports are set to
the same speed, which is configured through the copper port (Port 1).

To set the speed on the R141, do the following:

1. Open the Port Configuration dialog box for Port 1 of the R141.

]

g 4 Port Configuration - Slot 7, Port 1
172.18.3.200 = Porty_1

Dekails \\
Blias [Port7_t |
Type |e10/100Base-TX |

Link status |Iink up |

Speed (Mbps) |[100 -

Oper status

I a4 || apphy || Zancel |

2. Choose 10 or 100 from the Speed (Mbps) drop-down list.

3. Click OK.
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Configuring the 10/100Mbps Ports

Depending on the type of 10/100Mbps interface line card (AutoTwister) installed, there are
two or three port settings that can be configured through NetBeacon. These include auto-
negotiation, duplex, speed, and Link Loss Return. The duplex mode can be changed on any
10/100Mbps port. For a copper port, speed and auto-negotiation can also be changed. For a
fiber port, Link Loss Return can be enabled or disabled.

To configure the 10/100Mbps ports, do the following:

1.

2.

Double-click the port to configure in either the chassis view or the Ports folder.

The Port Configuration dialog box appears. The dialog box for a copper port is shown on
the left. The dialog box for a fiber port is shown on the right.

B A Port Configuration - Slot 14, Port 1 E|@|g| E4 Port Configuration - Slot 14, Port 2
172,18.3.200 » Port14_1 172,18.3.200 » Port14_2
]| o)
Blias [Port14_t | Alias [Part14_2 |
Type |etor100Base-Tx | Type |eL00Base-Fit MM |
Link status | link. up | Link status | link, up |
Speed (Mbps)  [100 -] Speed (Mbps)  [100 |
Duplexmode  [ful - Duplex made [ Ful -
Auto negotiation |enabled ~| Link Lass Return |disabled ~|
Oper skatus |enabled | Oper status |enabled |
I K I | Apply | | Cancel | I oK I | Apply | | Cancel |

Select the port settings from the drop-down lists. Changing these settings will override
the DIP switches® on the 10/100Mbps line card.

For a copper port, do any of the following:

e Set Speed (Mbps) to 10 or 100.

e Set Duplex mode to half or full.

e Set Auto-negotiation to disabled or enabled.
For a fiber port, do any of the following:

e Set Duplex mode to half or full.

e Set Link Loss Return to disabled or enabled.

Click OK.

® Refer to the Intelligent 7500 10/100 AutoTwister Module Installation and User Guide or the Radiance 10/100Mbps
Interface Line Cards Installation and User Guide, Step 2 “Set the Switches,” for additional information.
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Configuring the R133 Ports

The 100Mbps TX-FX R133 ports include additional functions that are not available on other

single interface line cards. These functions include Far End Fault notification, auto-

negotiation, duplex selection, and remote loopback testing.

To configure the R133 ports, do the following:

1. Double-click the port to configure in either the chassis view or the Ports folder.

2. The Port Configuration dialog box appears. The dialog box for a copper port is shown on
the left. The dialog box for a fiber port is on the right.

EA Port Configuration - Slot 2, Port 1
172.17.1.24 « Partz_1

[Detals]

Alias [Portz_1 |
Type | el00Base-Tx |
Link, skatus | link, up |

Speed (Mbps) | 100

Duplex mode |fuII

Auto negotiation |disabled

Oper status |enabled

| K, || Apply || Cancel |

EA Port Configuration - Slot 2, Port 2 E| @|Fg|
172.17.1.24 « Portz_2
et
Alias [Portz_2 |
Type |s100Base-Fx MM |
Link status | link, up |
speed (Mbps) [100 |
Duplex mode [Ful |
Far-end fault | disabled v|
Far-end fault alarm | no Fault |
Oper status | enabled |
Remote loopback. | disabled V|
Disable remote loopback response |disahled v|
Remote loopback status | off |
| oK I | Apply | | Cancel

Select the port settings from the drop-down lists.
For a copper port, do any of the following:

e Set Duplex mode to half or full.

e Set Auto-negotiation to disabled or enabled.

If auto-negotiation is disabled, the duplex setting will determine the mode at
which the port operates. When auto-negotiation is enabled, the copper port will
advertise full duplex capability if the duplex mode is set to full. The copper port

will advertise half duplex capability if the duplex mode is set to half.

For a fiber port, do any of the following:

e Set Far End Fault (FEF) to disabled or enabled. When FEF is enabled, the loss of

inbound link pulses on the port generates an alarm which is sent out the port’s
transmitter. FEF also enables the port to read the FEF alarm. To function
properly, the FEF setting must be the same on both the local and remote R133

line cards.
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e Set Remote loopback to disabled or enabled. During remote loopback, the R133
card generates a test pattern that is sent to the remote unit, which then returns
the test pattern back to the R133 card. The card reads the returned data and
verifies proper transmission. To run the remote fiber loopback test, enable
Remote loopback and make sure the loopback response setting on the remote
unit is also enabled. (If the remote unit is a 100Mbps Delta Class “twister”, be
sure that its DSLB DIP switch is OFF.)

e Set '‘Disable remote loopback response’ to disabled or enabled. This setting
determines the response of the fiber port to requests to enter remote loopback. If
the setting is enabled, the port will ignore all remote loopback requests. If the
setting is disabled, the port will permit remote loopback to occur. That is, it will
return the test data back to the sending device.

e View the Remote loopback status box to see if the port is in remote loopback
mode.

Changing these settings will override the DIP switches® on the R133 line card.

3. Click OK.

6 Refer to the Radiance 100Mbps Single Interface Line Cards Installation and User Guide, Step 2 “Set the
Switches,” for additional information.
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Configuring the R153 Ports

The R153 is a 1000Mbps line card with small form-factor pluggable (SFP) optics. Double-
click on the fiber port to view the port’s optical receive and transmit laser levels, along with
its internal temperature reading. Note that the laser levels and temperature are supported
only when SFP transceivers with diagnostics are installed.

E A Port Configuration - Slot 12, Port 1 |Z||E|E|
prefeck « Part12_1

et

Alias [Port12_1 |
Type | 1000Base-5Y

SFP details |LC, 500m, 1000BASE-SH, 850nm

Speed (Mbps) | 1000

|
|
Link status |Iink up |
|
|

Duplex mode |FuII

Auko negotiation |disab|ed vl
Link Lass Return |disabled vl
Oper stakus |enabled |

I a4 || apphy || Zancel |

The Port Configuration dialog box for the R153 (and other cards that use SFP optics)
includes a field called ‘SFP details.’

SFP details \LC, 500m, 1000BASE-5¥, 850nm |

The SFP field provides the following information about the SFP optic:
e Type of connector (e.g., LC or SC)
e Maximum distance supported in meters or kilometers
e Ethernet media designation
¢ Wavelength in nanometers

The fiber port(s) on the R153 can be configured to support Auto-negotiation and Link Loss
Return. (The copper port on the R153-1S is not configurable.)

1. Select enabled or disabled from the Auto-negotiation drop-down list.
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2. Select enabled or disabled from the Link Loss Return drop-down list.

3. Click OK.

Configuring the R380 Ports

The R380 is a multi-rate line card with two small form-factor pluggable (SFP) optics.
Double-click on either port to view the optical receive and transmit laser levels, along with
SFP optic’s temperature reading.

E A Port Configuration - Slot 4, Port 2 |Z||§|E|
prefect » Porkd_2

e

Blias [Ports_2 |
Type | Mulkirate

SFP details |LlZZf 300m, 550nm

Link, skakus |Iink up

Signal status |detected

Loopback, |disab|ed

Link Loss Feturn |disabled

TRANSMIT POWER RECEIVE FOWER

I Ok || Apply || Zancel |

The Port Configuration dialog box for the R380 includes the SFP details field, which provides
information about the type of connector on the optic, the maximum distance supported by
the optic in meters or kilometers, and the optic’s wavelength in nanometers.

SFP details L, 300m, 850nm |

Both ports on the R380 can be configured to enable/disable Link Loss Return and Loopback.
1. Select enabled or disabled from the Link Loss Return drop-down list.

2. Select enabled or disabled from the Loopback drop-down list. When loopback is
enabled, the port’s transmitter is connected to its receiver, thus returning incoming data
back to the sender. Loopback may be enabled independently on each port. Port loopback
does not time out automatically; once it is enabled, the card stays in loopback mode
until the setting is changed.

3. Click OK.

130 NetBeacon Ethernet Services Provisioning Software ~ Installation and User's Guide



Configuring the Access Line Card Ports

Using NetBeacon and Metrobility’s patented Radiance technology, you can override the
hardware switches on a locally managed or remote access line card and modify their
internal default settings. You also can view each access line card’s RMON port statistics and
display data as graphs.

To change the settings on a local or remote access line card, do the following:

1. Double-click the port to configure in either the chassis view or the Ports folder.

The Port Configuration dialog box for a fiber port (left) or a copper port (right) appears.

B4 Port Configuration - Slot 2, Port 2 |Z||E|f5__(| B Port Configuration - Slot 2.... : : x
172.17.1.5 « Portz_2 172,17.1.5 « Pork2 _1

[Details|' Statistics | Graphs | [Details] |, Statistics ', Graphs ', Bandwidth |
alias [Portz_z | Alias [Portz_1 |
Type | e100Base-Fi 5M | e eL0DBase-TX |
Link. skatus | lirk, up | Link status | link up |
Speed (Mbps) | 100 | Speed (Mbps) | 100 |
Duple mode |Fu|| | Duplex mode |F'-I|| |
Far-end Faulk |disab|ed v| Auto negokiation |disabled v|
Far-end Fault alarm |n0 Fault | Loophack |disabled ~|
Loopback |disab|ed vl Oy s |enabled |
Link Loss Return |disab|ed vl Hemin S |enabled '|
Oper skatus |enabled |

Admin status |enabled

TRANSMIT FOWER RECEIVE FOWER
42 11 40
[ox | | apply | | Cancel | | ox | | apply | | Cancel |

2. For a fiber port, you can configure the following settings: Far End Fault, Loopback, Link
Loss Return, and administrative status. For a copper port, you can configure Auto-
negotiation, Loopback (locally managed card only), and administrative status.’

To change any these port settings, select enabled or disabled from the drop-down list,
and then click OK.

7 Refer to the Radiance Access Line Cards ~ Installation and User Guide, “Software Settings,” for additional
information.
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Name Description

Admin status When enabled, the port sends and receives data, including management
packets. When disabled, data is neither sent to nor received from the port.
However, the port continues to accept, process, and transmit management
packets.

Auto-negotiation When enabled, the copper port advertises full/half duplex capability. Speed
is not auto-negotiated and set to 100Mbps. When disabled, the copper port
is set to full duplex.

Far End Fault When FEF is enabled on a remote line card and it loses its receive fiber link,

(FEF) the card sends an unsolicited alarm to the locally managed card. When
disabled, the remote card does not send an alarm if it loses its receive fiber
link.

Link Loss Return When LLR is enabled, loss of the port’s receive link disables its transmit link.

(LLR) When disabled, the port continually transmits an idle signal.

Loopback When disabled, the port sends data to the receiver. When enabled, the port

returns its incoming data back to the sender, while continuing to receive and
send management packets. Management packets are not looped back to the
sender. Loopback can only be applied to one port at a time because
enabling loopback on one port disables the opposite port. Not applicable to
the remote copper port.

Displaying Port Statistics

To view the port’s RMON statistics, click the Statistics tab on the Port Configuration dialog
box. The current totals and the changes since the last printed values are displayed. Changes
are the difference between the current totals and the totals from the previous sampling. The
time between samplings is displayed in milliseconds in the Delta T field.

B4 Port Configuration - Slot 2, Port 2 Q@@

172.17.1.5 « Part2_2
Details * \ Graphs \
Current Change From last value
Cctets 4E9E731995 28620
Packets of all bypes 1225925 127
EBroadcast packets 7 0
Multicast packets 1062229 46
Packets, 64 octets 2238 0
Packets, 65-127 octets 906834 45
Packets, 128-255 octets  |172573 29
Packets, 256-511 ockets  |54123 53
Packets, 512-1023 octets |160 [u]
Packets, 1024-1518 octets |0 [u]
Error packets of all bypes |0 0
Collisions 1} ]
Hon-collisions 1} 0
Delka T {msec) 11058
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Viewing Data Graphs

To view pie charts showing the various packet types received, the sizes of those packets,
and the types of error packets received, click the Graphs tab.

£ 4 Port Configuration - Slot 2, Port 2

System: dommage

Details | Statistics * [Graphs]’,

8.9%
\

M Eroadcast packets

Error Detail

[
100%

Mo error #Collisions
on-collisions

Packet Types Packet Sizes (Octets)

16.4%

/
. 43.2% ‘._l 1.4%
\ 35.8%
89.9%
WG4 WGE5-127
M Unicast packets W 128-255 M 256-511
W Multicast packets 512-1023 1024-1518

1518

| oK || Apply || Cancel

Provisioning Bandwidth

1. To configure the bandwidth settings for the access line card, select the copper port and

click the Bandwidth tab. (This tab is not available for the fiber port.)

E4 Port Configuration - Slot 2, Port 1

Details ' Statistics ', Graphs - \

¥

Reset peak value

172.17.1.5« Partz_1

RX BLOCKED P#
40 60

20

Receive burst length (KB}

Receive bandwidth (Mbps)

Reset peak value

TX BLOCKED
40 60

% OF TOTAL PA

Reset peak value

Transmit burst length (KB) | 16 KB

Transmit bandwidth {Mbps) | 100

o] o |

Cancel |
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The top half displays information relating to the ingress bandwidth, and the bottom half
displays information relating to the egress bandwidth.

The yellow arrowheads point to the highest levels attained in each gauge. Click Reset
peak value to reset the pointer.

Note that the gauges do NOT use the same units. The bandwidth gauges on the left
display data in megabits per second (Mbps), while the blocked packet gauges on the
right display the percentage of the total packets which were blocked and then dropped.
Click the Statistics tab to see further details about the information shown in the
gauges.

2. To configure the bandwidth settings, do the following:

e Set the maximum burst size by selecting one of the following options from the
Receive or Transmit burst length drop-down list:

16 KB, 32 KB, 64 KB, 128 KB, or 256 KB.
This determines the maximum data burst size permitted in that direction. The
access line card provides full access to the channel bandwidth until the burst
threshold is reached.

e Set the Receive or Transmit bandwidth by typing a number between 1 and 100.
This sets the maximum amount of data that can be carried over the network in
megabits per second (Mbps).

e Click OK.

Configuring the Services Line Card Ports
1. Double-click the port to configure in either the chassis view or the Ports folder.
2. The Port Configuration dialog box appears. The dialog boxes for a copper port (left) and

a fiber port (right) are shown below. Note that not all SFP transceivers provide laser and
temperature readings.
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B4 Port Configuration - Slot 2, Port 2 IZIIEIFSZI

172.18.3.201 » PortZ_2
\ Skatistics \ Graphs \

HAlias ‘ |

M 3 . i
£ 1 Port Configuration - Slot 2, Port 1 | Type [e1000B3se-5% |
172.18.3.201 « Portz_1 SFF details |LC, 300m, 1000BASE-5¥, B50nm |
\ Statiskics \ Graphs \ Link status ‘Iink up |
alias | | speed (Mbps) 1000 |
Duplex made ‘Ful\ |
Type |e10{100/1000Base-Tx |
Auto negotiation ‘ enabled V|
Link. status | link. up | Fat-end Fault ‘disablad '|
Speed (Mbps) | 1000 {operating at 100) v| Far-end Faul alam | no fault |
Link Loss Return ‘ disabled V|
Cuplex mode |haIF v|
Link Loss Carry Forward ‘disablad '|
Auko negatiation |enabled v| (v cheliug [enatled |
Link Loss Carry Forvard |disabled vl Admin status |enatled ~|
Remote loopback ‘ disabled '|
Oper skatus |enabled |
Remote loopback status ‘OFF |
#dmin status | enabled i | Flow control ‘dlsahlad v|
Remote loopback |disabled | Management |enabled -]
AN WER RECEIVE POWER IPERATUR
Remoke loopback status |0FF | a0 ’ ' U BlFERE R
20
- 3 -10
Flaws cantral |d|sabled vl
IManagemeant | enabled - |
| Ok I | Apply | | Cancel | I O I | Apply ‘ | Cancel |

The Port Configuration dialog box for a standalone services line card NID includes an
additional Protocols tab and several OAM tabs:

Details ', Statistics |, Graphs ', Protocols |, OAM ', OAM Events |, OAM Stats |

For the copper port on the R821, the OAM tab includes CLQ (copper line quality)
information:

Details |, Statistics | Graphs | Protocols |, OAM/CLQ ', OAM Events | OAM Stats |

Refer to OAM Options (Standalone NIDs Only) for more information.

3. To assign a new name to the port, type a name in the Alias text box.

4. On the copper port, set the speed to 10, 100, or 1000 Mbps. On a standalone NID,
there is an addition option, auto negotiate, which enables the port to negotiate
operational speed with its link partner. Selecting the auto-negotiate option overwrites
the Auto-negotiation setting. The fiber port speed is fixed and not configurable.

5. Set the duplex mode to full or half. (Only applicable to the copper port when auto-
negotiation is disabled.)

6. The remaining options allow you to enable or disable various functions. To change any
these port settings, select enabled or disabled from the drop-down list.
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Name

Description

Auto-negotiation

When enabled on a 10/100/1000BASE-T port, the port advertises 1000Mbps
full-duplex capability to its link partner. When enabled on a 10/100BASE-T
port, the port advertises 100Mbps full-duplex capability.

When disabled on the fiber port of the R851, the fiber port is set to
1000Mbps full duplex. When disabled on the copper port, the speed and
duplex are determined by the port’s speed and duplex mode settings.

Admin status

Administratively enable or disable a port. When a port is disabled, no traffic
passes through the port and the link appears down.

Link Loss Return
(LLR)

When LLR is enabled on a fiber port, loss of the port’s receive link disables
its transmit link. When disabled, the port continually transmits an idle
signal. Not applicable to copper ports.

Link Loss Carry
Forward (LLCF)

When LLCF is enabled on a port, loss of link on the port prevents the
opposite port from transmitting idle signals. For example, if LLCF is enabled
on Port 1 and it loses link, Port 2 will stop transmitting idle signals. When
LLCF is disabled on a port, loss of link on the port has no effect on the
opposite port’s transmission of idle signals.

Flow control When enabled, PAUSE frames are used on full-duplex ports, and collisions
are forced on half-duplex ports.
Loopback When enabled, the port returns its incoming data back to the sender, while

continuing to receive and send management packets. Management packets
are not looped back to the sender. For normal operation, loopback must be
disabled.

Tip:  The services line card allows you to set the loopback timeout period.
Refer to Changing Network and Management Settings.

Far End Fault
(FEF)

When FEF is enabled on a remote line card and it loses its receive fiber link,
the remote card sends an unsolicited alarm to the locally managed card.
When disabled, the remote card does not send an alarm if it loses its receive
fiber link. When a port receives a FEF alarm, the information is displayed in
the Far End Fault alarm field. FEF is only applicable to fiber ports.

Management Enable or disable management access over the port.

Rate limiting Activate or cancel rate limiting. Disable rate limiting to allow traffic to flow
at full line rate. When rate limiting is enabled, the maximum data rate is set
to the value specified by the rate option. This command is only applicable to
ports on the R821.

7. Click OK.

Displaying SFP Sensor Readings and Hardware Parameters

Each fiber port with an SFP transceiver installed in it provides accurate digital diagnostic
information. The Port Configuration dialog box provides three sensor gauges that display the
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port’s optical receive and transmit laser levels, along with its internal temperature. Each
sensor has a warning threshold and an alarm threshold to indicate when the level is too high
or too low. To warn the network manager of a potential problem, a trap can be set so
notification will be sent if any threshold is crossed.

The SFP details field provides the following hardware information about the pluggable
optics:

e Type of connector: LC or SC

¢ Maximum distance supported in meters or kilometers
e FEthernet media designation

e Wavelength in nanometers

The services line card provides RMON statistics and pie charts similar to those for the access
line card. Refer to Displaying Port Statistics and Viewing Data Graphs.

OAM Options (Standalone NIDs Only)

As a standalone NID, the services line card includes support on each port for numerous IEEE
802.3ah operations, administration, and maintenance (OAM) options including OAM
loopback, events, and statistics. These options are accessible by clicking the OAM tabs in
the Port Configuration dialog.

Defining the Access and Trunk Ports

Specify if the port should be designated as the trunk port or the access port by selecting
trunk or access from the Access/trunk mode drop-down list. Typically Port 2 is the trunk
port, which is connected to the service provider’s network, and Port 1 is the access port,
which is connected to the customer.

Applying a Rate Limit on the R821

For the R821 only, enable or disable rate limiting. Disable rate limiting to allow traffic to
flow at full line rate. Enable rate limiting to set the maximum data rate to the value
specified in the rate limit (admin).

Type the ingress (inbound) traffic rate limit in Kbps. The following rates are available: 128,
256, 512, 1000, 2000, 4000, 8000, 100000. The rate limit (oper) text box displays the
operational rate limit.

R.ake limiking | enabled - |
Rate limit {admin} | 100000 |
Rate limit {oper) 100000
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Setting the Default Port Priority

For the R821, you can set the priority bits on a port to any value from 0 to 7. The bits are
mapped to a queue depending on which p-bit mode is enabled, either provider bridge or
802.1D. To set the default port priority, select a value from the default port priority drop-
down list.

Configuring Layer 2 Control Protocols

By default all Layer 2 control protocols are forwarded. To change the disposition for a
protocol on a port, do the following:

1. In the Port Configuration dialog box, click the Protocols tab.

E A Port Configuration - Port 2 |Z||E|fg|

172.18.1.4 « Porti0_2
Details ' Statistics |, Graphs * Protocols | OAM ', OaM Events | OAM Stats ',
Protocal Skate
Spanning Tree Protocol {STR) Forward
Rapid Spanning Tree Protocal (RSTR) Forward
Multiple Spanning Tree Protocal (MSTP) Forward
Link Aggreqation Control Protocol (LACP) Forward
Marker Protocol Faorwatd
Authentication (302, 1x) Forward
Al LAMs Bridge Managemeant Group Forward
Generic Attribute Reqgistration Protocol (GARP) Forward
Generic YLAN Registration Protocal (GYRP) Forward
GARP Multicast Registration Protocal (GMRP) Forward
I a4 I | apphy | | Zancel |

2. Select the protocol you want to change.

3. Click Edit. The Edit Protocol Filter dialog appears.
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E 4 MetBeacon - Edit Protocol Filter

[algelda=s WIS D arning Tree Protocol (STP)
State |Discard V|

4. From the State drop-down list, select one of the options:
e Forward - forward the specified protocol, based on forwarding rules and policies.
e Discard - discard (filter) the specified protocol.
e Process - accept the specified protocol for end-station processing.

5. Click OK. The change appears in the Protocols table.

6. Click OK.

OAM Controls and Loopback

The following table describes the fields under the OAM tab.

Name Description

OAM admin Set the port’s administrative OAM mode to enabled or disabled.

Identifies the OAM capability between the port and its peer.

e disabled—OAM is disabled administratively on the port.

e link fault—the port has detected a fault and is transmitting OAMPDUs with a

link fault indication.

e passive wait—the port is in passive OAM mode and is waiting to see if its peer

supports OAM.

e active send local—the port is in active OAM mode and is trying to discover
whether its peer has OAM capability, but has neither accepted
nor rejected the peer’s configuration yet.

e send local and remote—the port has discovered its peer, but has yet to accept

or reject the peer’s configuration.

e send local and remote OK—the port has accepted OAM peering with its peer.

e OAM peering locally rejected—the port has rejected OAM peering.

e OAM peering remotely rejected—the port’s peer has rejected OAM peering.

e operational—both the port and its peer have accepted peering.

OAM oper
status

Max PDU size | Largest OAMPDU (in bytes) that the port supports. The port exchanges maximum
OAMPDU sizes with its peer, and both ports negotiate to use the smaller of the
two maximum sizes between them.

Mode of OAM operation for the port.

e passive—the port waits for its peer to initiate OAM actions; the port cannot
initiate actions itself.

e active—the port can initiate monitoring activities with its peer.

OAM mode
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Name

Description

Configuration

Revision number of the port as reflected in the latest OAMPDU it sent. The

revision configuration revision is used to indicate changes that have occurred which might
require its peer to re-evaluate whether peering is allowed.

Functions OAM functions supported by the port. One or more of the following functions may

supported be supported: unidirectional, loopback, events, variable.

Peer MAC MAC address of the port’s peer. The MAC address is derived from the most

address recently received OAMPDU.

Peer vendor
oul

Peer’s Organizational Unique Identifier (OUI), which can be used for identifying
the peer’s vendor.

OAM peer Mode of OAM operation for the peer.
mode e active—the peer can initiate monitoring activities with the local port.
e passive—peer waits for the local port to initiate OAM actions.
e unknown—the peer status is inactive.
Peer max Largest OAMPDU (in bytes) that the peer supports. The peer exchanges
PDU size maximum OAMPDU sizes with the local port, and both ports negotiate to use the
smaller of the two maximum sizes between them.
Peer Configuration revision of the remote port as reflected in the latest OAMPDU sent
configuration | by the remote port. The configuration revision is used to indicate configuration
revision changes that have occurred which might require the local port to re-evaluate
whether peering is allowed.
Peer OAM functions supported by the peer. One or more of the following functions
functions may be supported: unidirectional, loopback, events, variable.
supported
OAM Select start loopback to initiate remote loopback with the remote port. Starting
loopback remote loopback causes the port the send a loopback OAMPDU (with the
loopback enable flags set) to the remote port.
Select stop loopback to terminate remote loopback. Ending remote loopback
causes the port to send a loopback OAMPDU (with the loopback enable flags
cleared) to the remote port.
no loopback has no effect.
OAM Indicates the loopback state of the port.
| back e no loopback—normal operation with no loopback in progress.
SCEZEUSC e initiating loopback—the local device has sent a loopback request to the remote

unit and is waiting for a response.

e remote loopback—the remote unit has responded to the local device and
indicated that it is in loopback mode.

e terminating loopback—the local device is in the process of ending the remote

loopback.
e |local loopback—the remote unit has put the local device in loopback mode.
e unknown—the local and remote parsers and multiplexers are in an unexpected
state.
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Name Description

OAM Select process or ignore to process or drop incoming requests for loopback
loopback when the port receives them.
receive

E4 Port Configuration - Port 2
172.18,1.5 « Portll_2
Details ‘llStatistics \Graphs \Protocols oM \OAM Ewvents \OAM Stats ‘ll

OAM admin |disahled V|
QAM oper status nfa

Max PDU size 1518

OAM mode |active -
Configuration revision 3

Functions supported loopback, events

Peer MAC address 00:40:9F: 18:20:958

Peer vendor QUL 00:40:9F

QAM peet mode active

Peer max PDU size 1500

Peer configuration revision |1

Peer functions supported  |loopback, events

0AM loopback. | no loopback. - |

CAM loopback status na loopback

0aM loophack receive ignore -|
OAM Events

Click the OAM Events tab to configure OAM event notification and to view the event log.
The service line card supports the following Ethernet OAM events:

Errored frame period: generated when the number of frame errors exceeds a
threshold within a given window defined by a number of frames. For example, 5
frames out of 1,000,000 had errors. Acceptable values for the Window are 148,809
to 89,285,714.

Errored frame: generated when the number of frame errors exceeds a threshold
within a given window defined by a period of time. For example, 1 frame in 10
seconds had errors. The value displayed in the errored frame window represents the
number of tenths of a second. For example, 5 = 0.5 second, 10 = 1 second, 200 =
20 seconds, etc. Acceptable values for the Window are 10 to 600, which represent 1
to 60 seconds.

Errored frame seconds: generated when the number of errored frame seconds
exceeds a threshold within a given time period. For example, 5 errored frame
seconds within the last 60 seconds. An errored frame second is defined as a 1
second interval which had one or more frame errors. The value displayed in the
errored frame seconds window represents the number of tenths of a second. For
example, 600 = 60 seconds. Acceptable values for the Window are 100 to 9,000,
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which represent 10 to 900 seconds. Acceptable values for the Threshold are 1 to 900
errored frame seconds.

Select the Notify check box at the end of each event to enable notification to the port’s
OAM peer that the OAM event has been triggered.

B Port Configuration - Port 2
172,18.1.5 « Portll_2

Details ', Statistics ', Graphs | Protocals | OAM ' [OAM Events|\ 0am Stats |

Errared frame period:  window Threshald Takify
Errored frame: wiirdoy Threshold Tokify
Errared frame seconds: window Threshald Takify

Ewvent Log

Tirneskamp; day 000, 00:00:20.71

QUL 01:80: 2 Tvpe: Link Fault Event  Location: Local
Window: none  Threshold: none  Yalue: none

Running Tokal: null Ewent Total: 1

The Event Log parameters are described in the following table.

Name Description

Timestamp The services line card’s system uptime value when the event occurred.

Ooul The Organizational Unique Identifier. Excluding event TLVs that are unique to an
organization, all IEEE 802.3 events use the OUI of 01:80:C2. Organizations that
define their own event notification TLVs include their OUI in the TLV which gets
reflected here.

Type The type of event that generated the entry into the Event Log. When the OUI is
01:80:C2, the following event types are defined: Errored Symbol Event, Errored
Frame Period Event, Errored Frame Event, Errored Frame Seconds Event, Link
Fault Event, Dying Gasp Event, and Critical Link Event. The first four types are
threshold crossing events which are generated when a metric exceeds a given
value within a specified window. The other types are not threshold crossing
events.

Location Indicates whether the event occurred locally, or was received from the OAM peer
via Ethernet OAM.

Window For a threshold crossing event, the period over which the value was measured for
the event (e.g.: 5, when 11 occurrences happened in 5 seconds while the
threshold was 10).

Threshold For a threshold crossing event, the limit that was crossed for the event to be
logged (e.g.: 10, when 11 occurrences happened in 5 seconds while the threshold
was 10).
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Name Description

Value For a threshold crossing event, this indicates the number of occurrences within
the given window that generated the event (e.g.: 11, when 11 occurrences
happened in 5 seconds while the threshold was 10).

Running The total number of times this occurrence has happened since the last reset (e.g.:
Total 987, when 987 frame errors resulted in 18 frame error threshold crossing events
since the last reset).

Event Total The total number of times one or more of these occurrences resulted in an event
since the last reset (e.g.: 18, when 987 frame errors resulted in 18 frame error
threshold crossing events since the last reset).

OAM Statistics

Click the OAM Stats tab to view the complete list of OAM statistics for the port. These
statistics include the number of OAMPDUs transmitted and received as well as the number
of frames dropped by the OAM multiplexer. The OAMPDU types include information, unique
and duplicate event notifications, loopback controls PDUs, variable requests and responses,
organization specific PDUs, and unsupported codes.

Copper Line Quality (CLQ) Testing

The R821 NID includes a built-in cable tester that can check the copper cable for faults
(open circuit, short circuit, or impedance mismatch) and estimate the distance to the fault.
The accuracy of the distance measurement is +/- 2 meters.

Important: The CLQ test interrupts normal communication through the copper port. This
is especially important if the R821 is being managed through the copper port.

1. Click the OAM/CLQ tab in the Port Configuration dialog box for Port 1 of the R821.

2. Near the bottom of the dialog box, click the Test Copper Line Quality button. The test
takes a few seconds to complete. While the test is running, the display may show a
message that says: -- testing --. If the test concludes quickly, the test message will not
appear.

3. When the test is complete, the message will indicate that the CLQ test passed, or it will
identify the fault and specify the distance to the problem from the R821.

|| Test Copper Line Quality || Pair 2: Cable open @ 2m

Managing the RS960 Ports

The RS960 provides three types of ports, which perform specific tasks. These ports are the
Ethernet management port for out-of-band management access, the two fiber optic network
ports for connecting to a service provider’s network, and the four access ports that are the
user network interfaces (UNIs) in an MEF configuration. The RS960 port configuration dialog
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boxes are similar to the services line card NID dialogs and include OAM support. The
differences are highlighted below:

e Loopback is not applicable to the RS960’s management port.

e The RS960 does not support Link Loss Carry Forward, which is only applicable to
two-port devices.

e Access/trunk mode is not applicable to the RS960. The network ports are always the
trunk ports and the access ports are always the access ports.

e Ingress rate limiting on the access and network ports on the RS960 can be set to any
value from 1 to 1000 Mbps. On the services line cards, only certain rates are
available for rate limiting.

e The RS960 does not support copper line testing on its copper ports.

Configuring the T1/E1 Ports
To configure a port on the T1/E1 card, do the following:
1. Double-click the port to configure in either the chassis view or the Ports folder.

2. The Port Configuration dialog box appears. The dialog boxes for an E1 copper port (left)
and an E1 fiber port (right) are shown below.

&4 Part Configuration - Slot 4, Part 2 E|@|g\

172.18.3.200 « Port4_2
st
M 4 . . i ! | Alias |Pnrt4_2 |
& A Port Configuration - Slot 4, Port 1 fl[’EIf‘?l : B |
= = | (-] © F-
172.158.3.200 » Porks_1 _YD -
\ Link status | link down |
Line status | line up |
s | ROLARL | Oper skatus | enabled |
Tvpe | El | Admin status | enabled 'l
Link status [lirk. down | Localloopback [ enabled -
T |Iine down | BERT [not sending BERTS11 -
RY BERT [not detected |
Oper skakus |enabled |
BERT errors | good BERT |
Admin status |enab|Ed v| Feemote loopback, |disabled v|
Laocal loopback. |enabled v| R remote loopback |not detected |
T line code |HDBS v| Fat-end Fault |disabled '|
ALS stabus |detected | Far-end fault alarm |nn Fault |
ALS status | detected |
Eipolar violations |n0t detected | SRy S Wa |
| OK | | Apply | | Cancel | I OF. || Apply || Cancel |

3. In the Alias textbox, type the name® to assign to the port.

8 There is a limit of 32 characters for the port name. Do not use the following characters: . ; & =: " <> .
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1.

3.

To enable or disable the port, select enabled or disabled from the admin status drop-
down list. Disabling a port has no effect on the incoming data, however, outgoing data
from the port will be dropped and AIS will be sent.

Set local loopback according to the following:

For normal operation, set local loopback to disabled.

If you want the inbound data on the copper or fiber line to be regenerated and sent back
to the sending device, set local loopback to enabled. Local loopback may be enabled on
both ports at the same time.

Click OK.

Selecting the Line Code and Line Buildout

1.

2.

4.

To set the line code or line buildout on a T1/E1 line card, double-click on its copper port.

From the TX line code drop-down list, select B8ZS or AMI for a T1 card, or select HDB3
or AMI for an E1 card.

. To set the line buildout for a T1 card, select one of the options from the line buildout

drop-down menu. The line buildout determines the shape of the transmitter’s output
pulse. Line buildout is not applicable to E1 cards.

Click OK.

Setting BERT 511, Remote Loopback, and Far End Fault

1.

To configure BERT 511, remote loopback, or Far End Fault (FEF) for the T1/E1 line card,
double-click on its fiber port.

Set BERT to sending BERT511 if you want the fiber transmitter to send a test
sequence on the data channel to the remote unit. The remote unit can be either another
line card or a standalone. Set BERT to not sending BERT511 for normal operation.

Important: To test the fiber connection between two T1/E1 line cards, both BERT and
remote Loopback must be enabled individually. The two functions are set
automatically through the DIP switch, BR.

Set remote loopback to enabled to force the data on the fiber line to loop back at the
remote end. Only the data bits will be looped, not the management bits. Set remote
loopback to disabled for normal operation.

Set Far End Fault (FEF) to enabled to send an unsolicited alarm via the fiber
management channel if it loses its carrier or receives AIS. Set Far End Fault to disabled
if you don’t want the remote card to receive an alarm. FEF is enabled by default.

Click OK.
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T1/E1 Indicators

The following table describes the alarm and status indication fields provided in the T1/E1
Port Configuration dialog boxes.

Name Description
Link status Indicates if the port is detecting link.
Line status Indicates if the port is receiving a carrier line signal.

Oper status

Operational status of the port, either enabled or disabled.

RX BERT

Indicates if the port is receiving BERT 511 patterns.

BERT errors

Indicates if the BERT sequence it received had any errors.

RX remote loopback

Indicates if the port is receiving a request for temporary loopback.

Far End Fault alarm

Indicates if the port has received a Far End Fault alarm from the remote
device.

AIS Status

Indicates if AIS was detected on the port.

Bipolar violations

Indicates if any bipoloar violations were detected on the port.

Configuring the T3/E3 Ports

1. Open the Port Configuration dialog box. The dialog for a T3 copper port is shown below.

B4 Port Configuration - Slot 3, Port 1 Q@]g|

172.18.3.200 » Part3_1

e
Blias [Port3_1
Type T3

Link status limk up
Line skakus line up

Oper stakus enabled

Adrmin skakus |enabled

Local loopback, |disabled

Lire buildout |sh|:|rt

2. In the Alias text box, type the name® to assign to the port.

° There is a limit of 32 characters for the port name. Do not use the following characters: . ; & =: " <>,
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3.

5.

To enable or disable the port, select enabled or disabled from the admin status drop-
down list. Disabling a port stops the flow of data to and from that port. If the copper
port is disabled, no signals will be sent from the coaxial transmitter, and an unframed
all-ones pattern will be transmitted over the fiber line to the remote line card. If the
fiber port is disabled, no signals will be sent from the fiber transmitter, and an unframed
all-ones pattern will be passed from the copper port. Once a port is disabled, the only
way to enable it again is through software.

NOTE: An all-ones pattern indicates an alarm indication signal (AIS) for the E3 line cards
only. For T3 cards, the all-ones pattern is simply transmitted to the remote
device; it does NOT indicate AIS.

Set local Loopback to the following:

For normal operation, set local loopback to disabled.

The T3/E3 line card provides independent copper and fiber loopback modes. To set
either the copper port or the fiber port into loopback, set Local Loopback to enabled.
When local loopback is enabled, incoming data is both transmitted to the remote device
and returned to the sending device. Copper and fiber loopback cannot be enabled at the

same time.

Click OK.

Setting the T3 Line Buildout

For a T3 line card, an additional option is provided to set the line buildout on the copper
port. Line buildout is not applicable to E3 cards.

1.

2.

Open the Port Configuration dialog box the copper port on a T3 line card.

Set the line buildout to short if your coaxial cable length is less than 255 feet. If the
cable is between 255 and 1200 feet, set the line buildout to long.

Click OK.
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Chapter 8. Monitoring Traps and Alarms

The NetBeacon Element Browser provides both audible and visual alarm indicators. Three
distinct sounds representing different levels of alarms audibly notify a network administrator
that a problem has occurred. Flashing alarm icons on the chassis image and flashing red
text in the Domain Structure and Network Elements panels visually alert the administrator
to an alarm.

The Alarms & Traps tab displays a color-coded message whenever certain events occur in
any of the elements being monitored. Alarms are more severe than traps, which are mainly
informational. NetBeacon reports three types of alarm severities: minor, major, and critical.

NetBeacon provides numerous traps and alarms, including notification of configuration and
status changes or problems with a power supply, chassis, module, or port. By default, all
traps and alarms for all monitored elements that are in service are reported. However, there
is an option to filter the information by alarm severity, domain, element, resolution, or
acknowledgement. The types of traps reported can also be filtered at their original source
by checking or unchecking items in the R502-M management module Trap Control table
(refer to Filtering the Trap Control Options).

Important: When recording events, the time reported is the time from the NetBeacon
Element Manager, not the local PC time. If an element is not in service, some

alarms will be recorded as traps, not alarms.

For information about the alarm indicators in the upper right corner of the Element Browser
window, refer to Alarm Indicators.

Viewing Alarms and Traps

To display all alarm and trap notifications received by NetBeacon, click the Alarms & Traps
tab. The table, which can be scrolled vertically, displays each message with a colored icon
indicating its severity.

F .
System Info | Chassis |, Modules ', Ports * Alarms & Traps \
|+ Element ¥ Diescription Start Time End Tire
prefect 1 Porkll_Z 1 1] 13 - ethernet link d Z005-12-11 13:07:34 EST
@ (172.158.3.201 @ Portz_1 - ethernet: link down Z005-12-10 22:13:49 EST
@ (172,15.3.201 |. PortZ_1 - ethernet link up 2005-12-10 22:13:51 EST
@ 172,183,201 |. Port2_1 - ethernet link down 2005-12-10 22:14:18 EST
@ |172.18.3.201 |. Partz_1 - etherret link up 2005-12-10 22:14:19 EST
& 172,183,201 |. Partz_1 - etherret link down 2005-12-10 22:14:51 EST
*(172,18.5.201 |. PortZ_1 - ethernet link up Z005-12-10 22:14:53 EST
@ (172.18.3.201 |. PortZ_1 - ethernet link down Z005-12-10 22:18:08 EST
@ (172,15.3.201 |. PortZ_1 - ethernet link up 2005-12-10 22:18:09 EST
'f 172.158.3.201 |o Port2_1 - ethernet link dowvn 2005-12-10 22:27:50 EST  |2005-12-10 22:25:04 EST
@ |172.18.3.201 |. Part2_1 - ethernet link up 2005-12-10 22:27:54 EST
@ |172,18.3.201 |@ Portz_1 - recavered From link davin alarm 2005-12-10 22:28:04 EST
o fckrnowledged @ Resolved @ Trap @ Report (D) Minor Alarm @ Major slarm @) Critical Alarm
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The following table describes the fields shown in this table.

Heading Description

il A blue check mark indicates that the message has been acknowledged by a user.

i A green check mark indicates that the condition has been resolved. For example, a
down link is now up. A green dot indicates that the alert is informational only, and
no further action is required. A green dot message may result in the resolution of an
existing alarm condition. Some types of alarms, such as the insertion or removal of
a module, become resolved simply by acknowledging them.

Element The IP address or DNS name of the element where the alert was generated.

Description A brief description of the alarm or trap.

Start Time The date and time when the event occurred.

End Time The date and time when the problem was resolved.

Understanding

the Trap Legend

Below the Alarms and Traps table is a legend briefly describing all the icons displayed in the
Element Browser.

Icon Name

Description

v Acknowledged

e Resolved

Refer to descriptions in the preceding table.

(T Trap

An SNMP trap message. For example, when the link is up after it had been
down.

A trap can signify the start of an alarm as well as the end or an alarm. A
trap that starts an alarm typically turns into an alarm. For example, a link
down event occurs and is reported as a trap, but after 2.5 seconds, if the
link does not go up, the same item in the trap/alarm list is raised to an
alarm status.

] Report

An informational message that requires no action. Usually indicates an
alarm condition has been resolved. To resolve most alarms, the entity must
remain in the resolved state for at least 10 seconds.

)] Minor Alarm Minor alarms do not require urgent attention because there are back-up

solutions for them, however, they should be checked before a more serious
problem occurs. An example of a minor alarm is a loss of link on a
redundant port, which has another redundant port as its back-up. Another
example is a loss of power in a device with dual power supplies.

1] Major Alarm Major alarms are serious conditions that may indicate some type of failure

or that may result in network disruption. There are no back-up solutions for
major alarms. Major alarms are sent under conditions such as when the
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Icon | Name Description

power supply goes above or below the acceptable voltage range, or when a
module is removed from or inserted into a chassis. Loss of link on a non-
redundant port, and loss of power in a device with only one power supply
are two more examples of major alarms.

] Critical Alarm | Critical alarms require immediate attention. They include conditions such as
loss of communication with an element.

Whenever new alarms are added to the Alarms and Traps table, they are highlighted in red
or yellow, depending on their severity. Traps and reports are not highlighted. When an
alarm condition is acknowledged by a user or the underlying problem is resolved, the
highlighting disappears.

Double-clicking on an alarm in the Alarms and Traps table changes the chassis image to the
element where the alarm occurred, if the element was not in view.

Double-clicking on an alarm icon in the chassis view automatically opens the Alarms & Traps
tab, if it was not active, and the alarm is highlighted.

Acknowledging Alarms and Traps

One or more messages may be acknowledged by selecting the message(s) and clicking
Acknowledge. Acknowledged messages have a blue check mark in the first column of the
table. Acknowledged alarms are not highlighted and the corresponding icon on the chassis
view stops flashing. When all alarms of a particular severity are acknowledged or resolved,
the icon (located in the upper right corner of the browser window) representing the severity
stops flashing.

To undo an acknowledgement, select the message, hold down the SHIFT key and click
Acknowledge. The blue check mark is removed, and if the message is an alarm, the yellow
or red highlighting reappears.

Removing Alarm and Trap Messages

To permanently remove one or more messages from the Alarms and Traps table, do the
following:

1. Select the message(s) you want to delete.

2. Click Clear. The following confirmation dialog box appears.

NetBeacon - Clear Traps and Alarm

] Are you certain vou wish to clear the selected traps and alarms?
-

I oK | | Cancel
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3. Click OK. The message is removed from the table. If alarms were removed, the tallies in
the upper right corner are updated with the new lower totals.

Filtering Traps and Alarms

By default, all alarms and traps for all currently monitored elements are reported in the
Alarms and Traps table. The information shown can be filtered based on domain, element,
severity, or status. This section describes how to configure parameters to display.

1. From the Alarms and Traps table, click Filter. The following dialog appears.

B4 NetBeacon - Filter Alarms

Show alarms, reports and traps for:

(@ @l monitored elements

1 All monitored elements in currently selected domain

) Currently selected element only

Severity

@D Shows critical alarms @ show major alarms
(1) show minar alarms @ show reports

@ show traps

Status

+  Acknowledged: (3 Yes ) Mo (@) Either
) Resalved: ) Yes () Mo (@ Either

2. Select an option for showing alarms, reports, and traps.

3. By default, messages of all severities are enabled (checked). Under Severity, uncheck
any type of alarms, traps, or reports you do not want displayed.

4. By default, both acknowledged and resolved messages are displayed in the table.
e Select Yes to display only acknowledged or resolved messages.
e Select No to display only messages that are not acknowledged or resolved.

e Select Either to display both acknowledged/resolved and
unacknowledged/unresolved messages.

5. Click OK.

6. Click the Show All button to restore the Alarms and Traps table to the default state in
which all traps, alarms, and reports for all monitored elements are displayed.
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Viewing Historical Data

NetBeacon provides an option to view historical information regarding the alarms by running
an SQL query. Under the Alarms & Traps tab, click View Historical Data.

B 4 Historical Data Yiew - Alarms

Select & query ko run; ||P.II Unresolved Alarms v|| | Run Query | | Cuskom Query |

(75| start: Time ‘ 5| Resolved Time ‘ all Elements |Description

rj Acknowledged Time | |.C\cknnwledged by Any vl

Close

Running a Standard Query

To run a standard SQL query, select one of the options from the ‘Select a query to run’
drop-down list, then click Run Query. The alarms database table appears, as shown below.

24 Historical Data View - Alarms

Select a query to run: |.C\II Unresolved alarms v| || Run Query || | Custom CQuery: |
m Skart Time | | |__u| Acknowledged Time | Acknowledged by sny - |rj Resolved Time | All Elements |Descripti0n
2005-12-12 12:33:00.161 @ 172.17.1.3 Communication with element has failed |« |
2005-12-12 12:37:05.529 @ 172.17.1.3 Communication with element has been ... | =]
2005-12-12 12:28:00.725 (D) 172.17.1.3 Portl_Z2_3 - ethernet link down
2005-12-12 12:28:00.733 (@ 172.17.1.3 Paortl_6_3 - ethernet link down
2005-12-12 12:28:00.736 (D) 172.17.1.3 Portl_7_3 - ethernet link down
2005-12-12 12:28:00.758 (D) 172.17.1.3 Port3_3_3 - ethernet link down
Z005-12-12 12:28:00.76 (D) 172.17.1.3 Port3_4_3 - ethernet link down
2005-12-12 12:28:00.773 (D) 172.17.1.3 Port3_13_3 - ethernet link down
2005-12-11 12:39:31.524 @ Jwi@metra prefect Partz_1 - ethernet link down
2005-12-11 12:39:31.825 @ rimetro prefect Portz_Z - ethernet link down
2005-12-11 12:39:33.91 @ jwimetro prefect Part10_1 - ethernet link down
2005-12-11 12:32:33.911 @ JriEDmELro prefect Portl0_2 - ethernet link down -]
o
Sorting the Alarms Database

NetBeacon allows you to sort the data shown in the alarms database by listing them in
chronological order or reverse chronological order. Click on the text of any column heading
with a calendar icon. An up or down arrowhead appears. An upward pointing arrowhead lists
the data in chronological order. (The most recent alarm is at the bottom of the list.) A
downward pointing arrow head lists the data in reverse chronological order with the most
recent alarm at the top. The alarms can be sorted chronologically for acknowledgement time
and resolution time as well as start time.

Specifying Time Periods

The results from the SQL query can be modified by using the calendars and drop-down lists
provided in the column headers of the database table. To filter the start and end dates for
when the alarms occurred, were acknowledged or were resolved, click on the calendar icon
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E 4 Select Filter Options

Fram

To

December 2005
S M T W T F 5

December 2005
S M T W T F 5

1 2 3
4 5 6 7 8 910
11 12 13 14 15 18 17
18 19 20 =1 22 23 24
25 26 27 28 29 30 31

1 2 3
4 5 6 7 8 910
11 12 13 14 15 18 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

[ Tirne: [ Tirne:
|o0:00:09 | [om:00:00 |

Select a date and time to specify the start and end of the period. If dates are not specified,
all dates will be included. The current date is shown in bold text. Use the forward and
reverse arrows to change the month displayed.

Do any of the following:

e Click on a date to select it. The selection will be underlined.

e To specify a time, select the Time check box and enter the start or stop time. This is
optional.

e If you make a mistake, click Clear to reset the settings.
e Click OK when the date and time are properly configured.
Filtering Alarm Database Fields
The database table can also be modified to include only one type of alarm instead of all

alarms. From the All drop-down list, select one of the alarm icons, as shown in the following
example.

<]

To view alarms acknowledged by a specific user, instead of any user, select the user’'s name
from the Acknowledged by Any drop-down list.

To view elements alarms that occurred on a specific element, instead of all elements, select
the element’s IP address or DNS name from the All Elements drop-down list.
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All Elements -

All Elements |~ |
172.17.1.11
172.17.1.13
172.17.1.14

FallollE

172.17.1.16
172.17.1.19
172.17.1.2 |=

Running a Custom Query

To run a customized SQL query in which you specify more detailed information about the
alarms before you run the query, do the following:

1. In the Historical Data View window, click Custom Query. The Select Query Options
dialog box appears.

EA Select Query Options

Seleck cuskom guery options:

O E=| |
[] ©ecurred befare: rj| |
[] Tvpe one of: [ critical [] Major [] Minor [] Trap [] Report
[] acknowledged after: rj| |
[] Acknowledged befare: rj|
[] acknowledged by |
[] resalved after: rj| |
[] resalved befare: rj| |
[] Element one of: | |

|

[] Description contains: |

2. For each text box with a calendar icon I'j, click on the icon to select a date and time to

specify the start and end of the period when the alarms occurred, were acknowledged,

or were resolved. If dates are not specified, the query will include all dates. In the Select

Date & Time dialog box, the current date is shown in bold text. Use the forward and
reverse arrows to change the month displayed.
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HA Select Date & Time @

From

December 2005
S M T W T F 5
1 2 3
4 5 6 7 8 910
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 25 29 30 31

O]
[o0:00:0n |

Do any of the following:
e Click on a date to select it. The selection will be underlined.

e To specify a time, select the Time check box and enter the start or stop time. This is
optional.

¢ If you make a mistake, click Clear to reset the settings.

¢ Click OK when the date and time are properly configured. The date and the time, if it
was specified, appear in the text box in the Select Query Options dialog box.

3. To specify one or more alarm types, check Critical, Major, Minor, Trap, or Report. If
no alarms are checked, the query will include all alarms.

4. In the ‘Acknowledged by’ text box, type the user name(s) of the people who
acknowledged the alarms. Separate each user name with a comma. If this text box is
empty, the query will include alarms acknowledged by any user.

5. In the ‘Element one of’ text box, type the DNS name or IP address of each element you
want to include in the query. Separate each entry with a comma. If this text box is
empty, the query will include alarms that occurred on any element.

6. In the last text box, type the any description of the alarm. If this text box is empty, the
query will include alarms with any description.

7. Click OK. A customized view of the alarms database table appears. You can use the
filters provided at the top of each column to further restrict or sort the information
displayed.
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Appendix A. Download Error Messages

While attempting to download new software, you may receive an error message. The
following table lists some common errors with solutions to help you correct them. Contact
Metrobility’s technical support if you are unable to resolve a problem.

Error

Solution

Alert: FTP failure during transfer

Do not ignore this message. Try downloading the software
again, or manually reload the files through your local console.

Alert: telnet copyboot failed

Manually issue a copyboot command via telnet or console, or
contact Metrobility technical support.

Copyboot failure

Contact Metrobility technical support.

Device not available

Check your network connections.

Failed to initiate copyboot

Manually issue a copyboot command via telnet or console.

Failed to reset

Select Reset Chassis in the Stack folder.

FTP failed — couldn’t establish
connection

Check your network connections.

FTP failed — unknown host

Check your network connections.

FTP failed to initiate copyboot

Start copyboot manually according to directions in the
Command Line Interface Reference Guide.

FTP login failure — user known; login
failed or login incorrect.

Enter the user name and password you have set for the
device.

Skipped - complete update required

Choose Complete update from the Embedded Software
Download dialog box.
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Appendix B. Frequently Asked Questions

Q

z Q

Q

: When the Element Manager Admin Tool is started, is there any authentication

between the Element Manager service and the admin tool application?

Yes, the admin tool uses the same authentication as the Element Browser. It
authenticates the same users, passwords, etc., that are used for the Element Browser.
By default, no authentication is required.

Can | upgrade to NetBeacon ESP 1.0 from NetBeacon 3.8?

No. The NetBeacon ESP administration differs so vastly from earlier versions of
NetBeacon that no set-up information from any previous version is preserved.

: What is the minimum version of WebBeacon, which is the OS on the R502

management card, that is compatible with NetBeacon ESP 1.07?

3.8.

: What is the maximum number of elements supported by NetBeacon?

NetBeacon supports up to 150 elements (R502 management cards managing interface
line cards and some access line cards). If the elements include services line cards and
Ethernet provisioning platforms, and if they are chained with multiple remotes, the total
number of elements will diminish.

: Where is the admin tool and Element Browser authentication information

stored?
It is stored in the file security.xml in the Element Manager’s settings directory.

If the log-in information is lost, forgotten, or corrupted, is there a way to
recover?

Yes, the file security.xml can be edited directly, and forgotten or corrupted passwords
can be changed.

What is the minimum screen resolution for viewing the Element Browser?
Metrobility recommends a minimum screen resolution of 1024 by 768 pixels.

What is the difference between a line card and a module?

There is no difference between the two. They are simply two terms for the same thing.

What is an element?
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A: An element is any network device with an IP address. Below are a few examples of
elements:

e R851 or R821 services line card in an R200 chassis.
e RS960 Ethernet services provisioning platform.
e R5000 chassis with an R502 management card.

e R1000 chassis with an R502 management card.
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Appendix C. Abbreviations and Acronyms

AIS
AMI
ARP
B8ZS
BERT
BWDM
CLCF
CLQ
CPLD
CwWDM
dB
dBm
DHCP
DIP
DNS
DRM
DSLB
ESP
FD
FEF
FPGA
FTP
G/L
GUI
HDB3
HTTP
ICMP
IEEE
IP
KB
Km
L2
L3
LLCF
LLR
LOA
LPC
LPR
LSL
MAC
Mbps
MDI
MIB
MM
Ms
mV

Alarm Indication Signal

Alternate Mark Inversion

Address Resolution Protocol

Bit Eight Zero Substitution

Bit Error Rate Test

Bidirectional Wavelength Division Multiplexing
Copper Loss Carry Forward

Copper Line Quality

Complex Programmable Logic Device
Coarse Wavelength Division Multiplexing
Decibel

Decibel relative to 1 mW of power (0 dBm equals 1 mW)
Dynamic Host Configuration Protocol
Dual In-line Package

Domain Name System

Dynamic Recovery Mode

Disable Loopback

Ethernet Services Provisioning

Full Duplex

Far End Fault

Field Programmable Gate Array

File Transfer Protocol

Global/Local

Graphical User Interface
High-Density Bipolar Three Zeroes
Hypertext Transfer Protocol

Internet Control Message Protocol
Institute of Electrical and Electronic Engineers
Internet Protocol

Kilobyte

Kilometer

Layer 2

Layer 3

Link Loss Carry Forward

Link Loss Return

Loss of Activity

Link Pulse Control

Line Protection and Restoration
Logical Services Loopback

Media Access Control
Megabits per second

Media Dependent Interface
Management Information Base

Multimode
Millisecond
Millivolt
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N/A Not Applicable

NID Network Interface Device

Nm Nanometer

OAM Operation, Administration, and Maintenance
OAMPDU Operation, Administration, and Maintenance Protocol Data Unit
OID Object Identifier

ONU Optical Network Unit

0s Operating System

Ooul Organizational Unique Identifier

PDF Portable Document Format

PDU Protocol Data Unit

RADIUS Remote Authentication Dial-In User Service
RMON Remote Monitoring

RX Receive

SFP Small Form-factor Pluggable optical transceiver
SM Singlemode

SNMP Simple Network Management Protocol
SONAR Switch On No Activity Received

SQL Structured Query Language

TDM Time Division Multiplexing

TFTP Trivial File Transfer Protocol

X Transmit

uUbP User Datagram Protocol

uTC Coordinated Universal Time

VID VLAN Identifier

VLAN Virtual Local Area Network
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Appendix D. NetBeacon Warranty Statement

Metrobility Optical Systems, Inc. warrants that a) the SOFTWARE PRODUCT will perform
substantially in accordance with the accompanying written materials for a period of ninety
(90) days from the date of receipt, and b) any Support Services provided by Metrobility
shall be substantially as described in applicable written materials provided to you by
Metrobility, and Metrobility support engineers will make commercially reasonable efforts to
solve any problem issues. Some states and jurisdictions do not allow limitations on duration
of an implied warranty, so the above limitation may not apply to you. To the extent allowed
by applicable law, implied warranties on the SOFTWARE PRODUCT, if any, are limited to
ninety (90) days.

SUPPORTED VERSIONS. Metrobility supports only the current released version and the most
recent previous minor version of the SOFTWARE PRODUCT.

CUSTOMER REMEDIES. Metrobility and its suppliers’ entire liability and your exclusive
remedy shall be repair or replacement of the SOFTWARE PRODUCT that does not meet
Metrobility’s limited warranty and which is returned to Metrobility with proof of purchase.
This limited warranty is void if failure of the SOFTWARE PRODUCT has resulted from
accident, abuse, or misapplication. Any replacement SOFTWARE PRODUCT will be
warranted for the remainder of the original warranty period or thirty (30) days, whichever is
longer. Outside the United States, neither these remedies nor any product support services
offered by Metrobility are available without proof of purchase from an authorized
international source.

NO OTHER WARRANTIES. To the maximum extent permitted by applicable law, Metrobility
and its suppliers disclaim all other warranties and conditions, either express or implied,
including, but not limited to, implied warranties of merchantability, fithess for a particular
purpose, title, and non-failure to provide support services. This limited warranty gives you
specific legal rights. You may have others, which vary from state/jurisdiction to
state/jurisdiction.

LIMITATION OF LIABLITY. To the maximum extent permitted by applicable law, in no event
shall Metrobility or its suppliers be liable for any special, incidental, indirect, or
consequential damages whatsoever (including, without limitations, damages for loss of
business profits, business interruption, loss of business information, or any other pecuniary
loss) arising out of the use of or inability to use the SOFTWARE PRODUCT or the provision of
failure to provide support services, even if Metrobility has been advised of the possibility of
such damage. In any case, Metrobility’s entire liability shall be limited to the amount
actually paid by you for the SOFTWARE PRODUCT. Metrobility’s entire liability regarding
support services shall be governed by the terms of that agreement. Because some states
and jurisdictions do not allow the exclusion or limitation of liability, the above limitation may
not apply to you.
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Software Maintenance and Support Agreement

Metrobility Optical Systems, Inc. offers an optional one-year software maintenance and
support plan. The plan includes free electronic mail and telephone technical support, along
with all minor and maintenance releases for this version of the software for a period of one
year.

To purchase the agreement, contact your reseller or the Metrobility Sales Department.
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Appendix E. Standards Compliance

NetBeacon complies with the following standards:

RFC 768 — UDP

RFC 791 — IP

RFC 792 — ICMP

RFC 793 — TCP

RFC 826 — ARP

RFC 854 — Telnet

RFC 950 — Internet Standard Subnetting Procedure
RFC 959 — FTP

RFC 1570 — SNMPv1

RFC 1213 — MIB-II

RFC 1350 — TFTP

RFC 3416 — SNMPv2

RFC 2131 — DHCP

RFC 2819 — RMON Group 1

RFC 3273 — RMON High Capacity Networks

NetBeacon complies with following updated standards:

RFC 950 — updates ICMP RFC 792
RFC 1349 — updates IP RFC 791

RFC 1782 — updates TFTP RFC 1350
RFC 1783 — updates TFTP RFC 1350
RFC 1784 — updates TFTP RFC 1350
RFC 1785 — updates TFTP RFC 1350
RFC 3168 — updates TCP RFC 793
RFC 2228 — updates FTP RFC 959
RFC 2347 — updates TFTP RFC 1350
RFC 2348 — updates TFTP RFC 1350
RFC 2349 — updates TFTP RFC 1350
RFC 2640 — updates FTP RFC 959
RFC 2773 — updates FTP RFC 959
RFC 2011 — updates MIB-II RFC 1213
RFC 2012 — updates MIB-II RFC 1213
RFC 2013 — updates MIB-II RFC 1213
RFC 3396 — updates DHCP RFC 2131

This product shall be handled, stored and disposed of in accordance with all governing and
applicable safety and environmental regulatory requirements.
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Product Manuals
The most recent version of this manual is available online at
http://www.metrobility.com/support/manuals.htm

Product Registration
To register your product, go to
http://www.metrobility.com/support/registration.as

METRODIlity

optical systems

25 Manchester Street, Merrimack, NH 03054 USA
1.603.880.1833 FAX: 1.603.594.2887
www.metrobility.com

5660-000101 A
2/06
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